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I. Product Information

The APC500 supports central management for up to 32 Edimax Pro access
points, suitable for SMBs/SMEs. Functions include:

L2/13 AP Management Captive Portal/Guest Policy
QoS by SSID Local Radius (AAA)
Batch Setup/Configuration Group Firmware Upgrade/Restart

Channel/RF Power/Load Optimization Edimax NMS

Edimax Pro Network Management Suite (NMS) supports the central
management of a group of access points, otherwise known as an AP Array.
NMS can be installed on one access point and support up to 16 Edimax Pro
access points with no additional wireless controller required. The APC500 is a
standalone AP Controller with support for up 32 APs.

Edimax Pro NMS CAP Series WAP Series APC500
Platform Software Software Standalone Box
Segment Entry Middle High

Managed AP Capacity 1-8 1-16 1-32

The APC500 Controller connects to a network via a switch or directly to a
router, and other connected Edimax Pro access points are automatically
designated as Managed APs. Using the APC500 you can configure, monitor
and manage all Managed APs (up to 32 connected by switches) from the
single AP Controller.

Access points can be deployed and configured according to requirements,
creating a powerful network architecture which can be easily managed and
expanded in the future, with an easy to use interface and a full range of
functionality —ideal for small and mid-sized office environments. A secure
WLAN can be deployed and administered from a single point, minimizing cost
and complexity.



I-1. Package Contents

'\m.w@ APCS00 / ‘ @
)" S.oooDD -

1 2
4 5 6
oSN
[© I~ S
x8 :" |© /‘f‘ -
I < Jj’f | " X4
© |
7 8
APC500 CD

Ethernet Cable Quick Installation Guide

Console Cable Rack-Mount Kit

> w N
© N o U

Power Adapter Wall-Mount Kit



I-2. System Requirements

- Existing cable/DSL modem & router
- Computer with web browser for access point configuration

I-3. Hardware Overview

A.LEDs C.Eject E. WAN/LAN port

B.USB 3.0 D.Console F. LAN ports G. Reset

Power, status & storage LEDs.

USB 3.0 port for system log and save/restore settings.
Eject an attached USB device.

Connect a management console.

WAN/LAN port O.

LAN ports 1 — 3.

. Reset the controller to factory default settings.

OMMOO®pR

WAN & LAN ports 1 — 3 LEDs:
Link/ACT I 51 Speed




I1-4. LED Status

LED LED Color LED Status Description
Power On The controller is on.
Flashing | The controller is starting up.
Off The controller is off.
Status On The controller is working properly.
Flashing | Transferring/receiving data.
Off The controller is offline.
Storage On USB storage attached.
Flashing USB activity.
Off No USB storage attached.
Link/ACT On Active link.
Flashing Network activity.
Off Inactive link.
Speed On 1000 Mbps
Off 10/100 Mbps
I-5. Reset

If you experience problems with your controller, you can reset the device back
to its factory settings. This resets all settings back to default.

1. Press and hold the reset button on the front of the controller for at least

10 seconds.

4 You may need to use a pin or similar sharp object to push the

ah

&% roset button.

2. Wait for the controller to restart. The controller is ready for setup when

the power LED is on.




I-6. Console/HyperTerminal

The controller can be configured via the “Console” port located on the access
point’s side panel using a terminal or a PC-based terminal-emulation program
(e.g. HyperTerminal).

Use a DB9 straight cable to connect the Console (RS-232 serial port) of the
APC500 and the RS-232 serial port of a terminal or PC.

Use the following configuration settings for terminal-emulation programs:

Baud Rate 115200
Data 8 bit
Parity None
Stop 1 bit
Flow Control None

A The console cable pin definition is compatible with Cisco console
ah cables.



I-7. Safety Information

In order to ensure the safe operation of the device and its users, please read
and act in accordance with the following safety instructions.

1. The controller is designed for indoor use only; do not place the controller
outdoors.

2. Do not place the controller in or near hot/humid places, such as a kitchen
or bathroom.

3. Do not pull any connected cable with force; carefully disconnect it from the
controller.

4. Handle the controller with care. Accidental damage will void the warranty
of the controller.

5. The device contains small parts which are a danger to small children under
3 years old. Please keep the controller out of reach of children.

6. Do not place the controller on paper, cloth, or other flammable materials.
The controller may become hot during use.

7. There are no user-serviceable parts inside the controller. If you experience
problems with the controller, please contact your dealer of purchase and
ask for help.

8. The controller is an electrical device and as such, if it becomes wet for any
reason, do not attempt to touch it without switching the power supply off.
Contact an experienced electrical technician for further help.

9. If you smell burning or see smoke coming from the controller or power
adapter, then disconnect the controller and power adapter immediately, as
far as it is safely possible to do so. Call your dealer of purchase for help.



Il. Hardware Installation

lI-1. Wall Mount
The APC500 includes screws to mount your controller to a wall.

ﬂ Remove the rubber feet from the underside of the APC500 by
& pulling gently before using the wall mount.

1. Identify and mark correct screw positions on your selected wall.

2. Attach the APC500 to your wall using the included screws, as shown in the
diagram.

3.Ensure the APC500 is fixed to the wall
firmly and oriented correctly, with the
controller’s Edimax logo as shown in the
diagram.

| A Ensure your controller is securely
attached to the wall.

/
d
00S3dy




II-2. Rack Mount

The controller can be mounted in a rack which can be placed in a wiring closet
with other equipment. To install the switch, please follow these steps:

1.Attach the mounting brackets on the controller’s side panels (one on each
side) and secure them with the screws provided.

2.Use the screws provided with your equipment rack to mount the controller
on the rack and tighten it.

< ~




EDIMAX 39

Ill. Quick Setup

The APC500 supports central management for up to 32 Edimax Pro access
points, reducing costs and facilitating efficient remote AP management.

APC500 is simple to setup. An overview of a recommended network is shown
below:

Centralized &
Internet Easy Management

AMIS

PoE Switch m
AP Controller
PoE Switch PoE Switch
- e
- =7 I | - 57
: & e
el -
W”gTB =
. 4 | P .
® C' 1 * G
0 0
& U, P
o - -~
0 O
(-"—' /‘ Z = z =
= = '\; = Q
0 O



EDIMAX 39

The APC500 Controller connects to a network via a switch or directly to a
router, and other connected Edimax Pro access points are automatically
designated as Managed APs. Using the APC500 you can configure, monitor
and manage all Managed APs (up to 32 connected by switches) from the
single AP Controller.

4L Ensure you have the latest firmware from the Edimax website for
" your Edimax Pro products.

1. Connect all APs to a PoE switch which is connected to a gateway/router.

| A You can use your router as a DHCP server or you can later
- configure your AP Controller as a DHCP server.

Router

e oo
PoE Switch

2. Ensure all APs are powered on and check LEDs.

EDimax @®

1

10



EDIMAX 39

3. Connect the APC500 to the PoE switch (LAN port) or gateway/router (WAN
port) and connect the power supply.

N
ol [l

WAN / LANO LAN1

/\
() | «

Router PoE Switch

B

4

4. Connect a computer to the APC500 using an Ethernet cable.

o ll

11

|



EDIMAX 39

5. Open a web browser and enter the AP Controller’s IP address in the
address field. The default IP address is 192.168.2.1

“ Your computer’s IP address must be in the same subnet as the AP
@& Controller. Refer to \/-1. Configuring your IP Address for help.

- -
Internet Protocol Version 4 (TCP/IPvE) Properties ¥ ﬁ

You can get IP settings assgned automatically If your network supports
this capabiity. Otharwise, you need to ask your network admrstrator
for the appropriate IP settings.

Obtan an IP address automaticaly

0 Use the folowing IP address:

[P address: 192.168. 2 .10
Subnet mask: 255 .255.255. 0
Default gateway: e

9 Use the following DNS server addresses:
Preferred DNS server:

Alternate DNS server:

Advanced...

» Ifyou changed the AP Controller’s IP address, or if your
A gateway/router uses a DHCP server, ensure you enter the correct
IP address. Refer to your gateway/router’s settings.

6. Enter the username & password to login. The default username &
password are admin & 1234,

7. You will arrive at the APC500 Dashboard. APC500 includes a wizard to
quickly setup the LAN IP address, admin login & time/date settings for the

APC500, as well as SSID & security for Managed APs. Click “Wizard” in the
top right corner to begin.

*Wizard | Home | Logout | | Global (English) ¥

12



EDIMAX 39

8. Follow the instructions on-screen to complete Steps 1 - 7 and click “Finish”
to save the settings. The wizard will help you set up LAN IP address,
2.4GHz & 5GHz SSID and security, administrator name & password, time &
date settings and Managed APs.

Sams: P Addreda v
Before start, please power on the managed APs and plug into

[CF T ELPTH 192 168 8 X7

the same Ethernet network with this AP Controller.
P 255 155 255.0

) Defarshl Gatrway 102 16881
This Sensp Wizard wall guide you through a basae procedure 1o . — AT
. ravasly [H SATERR

configure AP Controller system :

Secoedary 083 Addiess 168 55.1.1
Mgl =3 Cancal << Bmck Maud > ezl

E w| Year M ¥ | Month £ v Dy Adminisarin Mame admin
Lecal Time
¥ | Hour | M v Meaies |14 ¥ Ssesns 0 | amam 232 Chara
Administrator Paspword clere)
el Time fromn Your PC 0 L asaae Gl
NTF Time Server << Back Mext >= Cancel
Une

NTF ¥ Enatie

:;'::' User-Diefined ik sidtime. gow, hw
Update 3 —

(GMT+08:00) Beljing. Hong Kong v

<< Back M > Cancel

13
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MALC Addiend [Darvice Madme Mol P Adddeid Satud Security Key 12345678
B T4DAMIETI S APTEDAMIMETSIO  CAPIZOD  S215BB.103 .
D Croest Metwoek ' Ensble Drmnble

#  faDaMTBCOAPMDAMMNCE CaPime  wrwnne )

T4 0 M 40 EDE4 CAPLI00 D Guest S50 Guest 2 4GHz
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TH DA 38 OEEN AL AP TS5 O

BIFAZF19502 WaP1200 O SISt

Chone 2 4GHz Settings

Sacurity K 12345678
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MAC Address Devece Mame Wzl B Addiess Srahus Coest Network: ™ Enable ' Dusable
TADAM IESE CAP1200 O
Guest $9D Guest SGHz

T4 0 TE 5438 CaP1200 O

TADAMELCD R 21200 O Secuny Kay 12345678
Rescan << Back Mt >> Cancel | = << Batk Maxt == Cancal

IP Address Axpgnmant Shatc P hddress
1P Addresn e EER 2

Date amd Time

Local Time 20VEALRE JEREAT
Timas T GAIT+38 00 ) Taipes, Tavarmn
A Erator Rame a4mn

UAC Address Device Haemer e 1P Address Tiatan
TADAMIT NG APTADAMITINN CAFIZN TR Y N D
TADAMAFIINE  APTALAIIIING WA TH TR VR N0 D

2.4GHL Sellings

S50 Edmax J S0GHS
Sty Koy ATMEETE
Guest Network

A If any of your Managed APs are not found during Step 5 Select
Free APs, reset the Managed AP to its factory default settings.
Refer to the AP’s user manual for help.

9. Your APC500 Controller & Managed APs should be fully functional with all

of the basic settings configured. Use the top menu to navigate around
Edimax Pro NMS (Network Management Suite) settings.

14



APC500 Dashboard Zone Plan NMS Monitor NMS Settings Local Network Local Settings Toolbox

Use Dashboard, Zone Plan, NMS Monitor & NMS Settings to configure
Managed APs.

Use Local Network & Local Settings to configure your APC500.

15
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IV. Software Layout

The top menu features 7 panels: Dashboard, Zone Plan, NMS Monitor, NMS
Settings, Local Network, Local Settings & Toolbox.

Dashboard

EDIMAX P

APCAH00 Dashboard Zone Plan NMS Monitor NMS Settings Local Network Local Settings Toolbox

Auto Refresh Time @ 1 minute ) 30 seconds () Disable 53

System Information = Managed AP =
Product Name APCS00 Search [CIMatch whole wards
Host Name APODAABBCCDIND
MAC Address 00:AA:BE.CC:DD:T0 Index MAC Address Device Name Model IP Address  2.4G Channe 5G Channel Clients Status
1P Address 192.182.2.1 1 74DA3827:1B:54  APTADA38271B54 CAP1200 192.168.2.124 1 38 0 o
Firmware Version | 1.3.1
System Time 2015/11/08 15:23:51 2 74DA38:03238C APT4DA3803239C  WAPITSO 192.168.2.102 1 38 0 O
Uptime 0 day 03:18:56 3 74DA38:27:1B:48  APTADA38271B48 CAP1200 192.168.2.120 1 36 0 O
4 74DA38:27:1B:38  APT4DA38271838 CAP1200 182.168.2.118 1 36 0 o
5 74DA3B2711B:3C  APT4DA38271B3C CAP1200 182.168.2.110 " % 0 o
6 80:1F:02:CC:DD:10  APBO1FO2CCDD10 WAP1T50 192.168.2.105 " 6 0 O
Devices Information .(_3'.';.
7 T4DA3B27:1B:46  APT4DA382T1B46 CAP1200 192.168.2.121 " 6 0 O
Device Number 8 T4DAB27:1B:40  APT4DA38271840 CAP1200 192.168.2.126 " 6 0 O
A Point: 10
ceess Pomn . 9 T4DA3B27:1B:44  APTADA3827T1B44 CAP1200 192.168.2.127 " o 0 O
Client Devices 0
Rogue Devices 0 10 T4DAB27:1B:3E  APT4DA38271B3E CAP1200 192.168.2.128 " o 0 o

The Dashboard panel displays an overview of your network and key system
information, with quick links to access configuration options for Managed APs
and Managed AP groups. Each panel can be refreshed, collapsed or moved
according to your preference.

16



APCAH0O0 Dashboard

Zone Plan

NMS Monitor

NMS Settings

Local Network Local Settings Toolbox

20m 40m 60m 0m 100 m 120 m
o\
-.\(__3/.\
Location
Show All v
- - Add
AP801F02CCDD
APT74DA3803239C AP Group
Show All v
(#] Search
AP74DA38271B~. 'O
£ AP74DA38271B.- o
' APT4DA38271B- Radio
APT4DA3SZTIB.. O ¥ 24GHz 5GHz

40 m

6 m

AP74DA38271B.- O

APT74DA38271B-.
APT74DA38271B.="g
APT74DA38271B44

Signal (%0)

Zoom

® )
Transparency

@

Scale
| 16 vard |
| 20m |

Zone Plan displays a customizable live map of Managed APs for a visual
representation of your network coverage. Each AP icon can be moved around
the map, and a background image can be uploaded for user-defined location
profiles using NMS Settings = Zone Edit. Options can be configured using the
menu on the right side and signal strength is displayed for each AP.
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NMS Monitor

APC500 Dashboard Zone Plan NMS Monitor S Settings Local Network Local Settings Toolbox

¥ Access Point

Managed AP Group

Managed AP

Search [Z) match whole words

Index MAC Address Device Name Model IP Address 2.4G Channel 5G Channel Clients Status Action
1 T4.DA3827.1B:54 APT4DA3E27T1BS4 CAP1200 192.168.2.124 " 36 0

> WLAN

<

3

)

O

S

) ()
N

) (
v\
>/

G
o
=S
~

) (
Y/

Active WLAN

3

2 74:DA:38:03:23:9C APT4DA3803238C WAP1750 192,168 2.102 " 36 0

Active WLAN Group

<
)

e
N
=
R

) (
I\

3 T4.DA3827.1B:48 APT4DA3E2T1B4S CAP1200 192.168.2.120 " 0

(®) (
(®)
=
A

) (
&

» Clients 4 74:DA:38:27:16:38 APT4DA38271838 CAP1200 192 1682 118 "

<
) (
)

e
N
=
R

) (
I\

Active Clients 5 T4DA3B2ZTAB3C APT4DA3E2T1B3C CAP1200 192.168.2.110 "

(®) (
(®)
=
A

) (
&

6 80:1F:02:CC:DD:10 APB01F02CCDD10 WAP1750 192.168.2.105 "
¥ Users

<
) (
)

e
N
=
R

) (
I\

7 T4.DA3827.1B:48 APT4DA3E2T1B4E CAP1200 192.168.2.121 "
Active Users

(®) (
(®)
=
A

) (
&

8 T4:DA38:27:16:40 APT4DA3B271B40 CAP1200 1921682126 "

Users Log

<
)

>

9 T4DAZE2T1B44 APT4DA3E2T1B44 CAP1200 192.168.2.127 "

G
I~

) (4
) (3
2
)
¢

0000000000
@020 @@®@

8 8 8 8 8 8 8 8

» Rogue Devices 10 74:DA38:27:1B:3E APT4DA3B27T1B3E CAP1200 192.168.2.128 11

p-
o

=S
Y/

> Information
All Events/Activities

Monitoring

The NMS Monitor panel provides more detailed monitoring information
about the AP Array than found on the Dashboard, grouped according to
categories in the menu down the left side.
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NMS Settings

APC500 Dashboard Zone Plan NMS Monitor NMS Settings Local Network Local Settings Toolbox

> WLAN

Search [CImatch whole words
> RADIUS
] MAC Address Device Name Model AP Group 24G Channel  5GChannel 2.4GTxPower 5GTxPower  Status Action
* Access Control ] 74DA3B:37-18:54  APTADA3E2TIBS4 CAP1200 System Defautt 1 a6 Full Full 0
B (Fre s [[] ~ 74DA3B:03:23:8C  AP74DA3803238C  WAPI7S0 System Defaut: 11 36 Ful Full [#]
[[] ~ 74DA3BIT:1B:48  APTADA3B271B4B CAP1200 System Defaut: 11 36 Ful Full [#]
7 tsers [[]  74DA3B2ZT:1B:38  AFT4DA3E2T1B3E CAP1200 System Defautt 1 *® Ful Full [»]
> Guest Portal ] T4DABSITBIC  APTADA3E271B3C CAP1200 System Defautt 1 % Full Full 0
> Zone Edit [F]  80:F02CCODA0  APSDIFO2CCODI0  WAPITSO System Defautt 11 38 Ful Full [»]
> Sehedul [F] ~ 74DABB2T:IB:46  APTADA3E27T1B4E CAP1200 System Defautt 11 38 Ful Full [»]
Schedule [F]  74DABB2T1B:40  APTADA3E2T1B40 CAP1200 System Defautt 11 38 Ful Full 0
*> Device Monitoring [[]  74DABBZT1B:44  APTADA3EZTIB4L CAP1200 System Default " 36 Full Full 0
b i erelrrels [[]  74DA3BITIB:3E  APTADA3BZT1H3E CAP1200 System Defaut: 1 36 Ful Full 0

» Advanced [ Reivesh | | Delzeselecsd | [ Delzet |

System Security

Date and Time Access Point Group

Search [T match whole words

NMS Settings provides extensive configuration options for the AP Array. You
can manage each access point, assign access points into groups, manage
WLAN, RADIUS, guest network, guest network, users and scheduling settings
as well as upgrade firmware across multiple access points. The Zone Plan can
also be configured using “Zone Edit”.

19



Local Network

APC500 Dashboard Zone Plan NMS Monitor NMS Settings Local Network Local Settings Toolbox

* Network Settings LAN side IP Address

T
LAN Port Scttings IP Address Assignment Static IP Address
VLAN IP Address 162168.2.1
Subnet Mask 2552552550
Default Gateway 162168.2.3
Primary DNS Address £.3.83
Second fary DNS Address 0000

Local Network settings are for your AP Controller. You can configure the IP

address and DHCP server of the AP Controller in addition to LAN Port and
VLAN settings.
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Local Settings

APC500 Dashboard Zone Plan NMS Monitor NMS Settings Local Network Local Settings Toolbox

> System Settings

Model APCS00
Log
Product Name APDOAABBCCDD1D
> Management Uptime 0 day 03:23:27
e system Time 2015/11/06 15:28:23
Boot from Internal memory
Lo W Firmware Version 134
Syslog Server MAC Address 00:AA:BB:CC.DD0
P — Management VLAN ID 1
IP Address 192.168.2.1
» Advanced Default Gateway 192.168.2.3
LED Settings oHs -
DHCP Server —
Update Firmware
Internal Storage Not detected

Save/Restore Settings

Factory Default Wired LAN Port Settings

Reboot
Wired LAN Port Status VLAN Mode/ID
LAND Disconnected (—) Untagged Port / 1
LAN1 Disconnected (—} Untagged Port / 1
LANZ Disconnected (—) Untagged Port / 1
LAN3 Connected (100 Mbps Ful-Duplex) Untagged Port / 1

Local Settings are for your AP Controller. You can view basic system settings
and logs specifically for the AP Controller, as well as other management
settings such as date/time, admin accounts, firmware and reset.



Toolbox

APC500 Dashboard Zone Plan NMS Monitor NMS Settings Local Network Local Settings

» Network Connectivity Ping Test
Trace Route Destination Address Execute
Result

The Toolbox panel provides two network diagnostic tools: ping and
traceroute.
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V. Features

Descriptions of the functions of each main panel Dashboard, Zone Plan, NMS
Monitor, NMS Settings, Local Network, Local Settings & Toolbox can be found
below. When using Edimax NMS, click “Apply” to save changes:

Applrb

4h Screenshots displayed are examples. The information shown on
1y
~ your screen will vary depending on your configuration.

V-1. LOGIN, LOGOUT & RESTART

‘l It is recommended that you login to the AP Controller to make
~ configurations to Managed APs.

LOGIN

1. Connect a computer to the designated AP Controller using an Ethernet
cable:

2. Open a web browser and enter the AP Controller’s IP address in the
address field. The default IP address is 192.168.2.1

X [ 192.168.2.1
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“ Your computer’s IP address must be in the same subnet as the AP
& Controller. Refer to VI-1. Configuring your IP Address for more
help.

4+ Ifyou changed the AP Controller’s IP address, or if your
&b gateway/router uses a DHCP server, ensure you enter the correct
IP address. Refer to your gateway/router’s settings.

If using a DHCP server on the network, it is advised to use your

&% DHCP server’s settings to assign the AP Controller a static IP
address.

3. Enter the username & password to login. The default username &
password are admin & 1234,

LOGOUT
To logout from Edimax NMS, click “Logout” in the top right corner:

-
[Dlm@ Wizard | Home | Logout 19 Global (English) ¥

WAP1T750 Dashboard Zone Plan NMS Monitor NMS Settings Local Network Local Settings

Wizard | Home | Lu:ugz\l%l

RESTART

You can restart your AP Controller or any Managed AP using Edimax NMS. To
restart your AP Controller go to Local Settings 2 Advanced = Reboot and
click “Reboot”.

This will reboot the product. Your settings will not be changed. Click "Reboot” to reboot the product now.

Reboot

To restart Managed APs click the Restart icon for the specified AP on the
Dashboard:

Action

QEEL O,
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V-2. DASHBOARD

The dashboard displays an overview of your AP array:

Auto Refresh Time © 1 minute ) 30 seconds ) Disable = 56

System Information Managed AP
Product Hame APCS00 Search [" match whale words
Host Hame APOOAABBCCOD10
MAC Address 00:AA:BB:CC:DD:10 Index MAC Address Device Hame Model IP Address ~ 2.4G Channel  5G Channel Clients Status
1P Address 192.188.2.1 1 74DA3B27BS4  APTDA3E2TIBS4  CAP1200 192.168.2.124 1 % 0 (s
Firmware Version  1.3.1
System Time 2015111106 153915 2 T4DA3EG03239C  APTADA3R03239C  WAPITSO 192.168.2.102 11 % 0 (#)
Uptime 0 day 03:34:20 3 T4DA3B271B:48  APTADA3E271B48 CAP1200 192.168:2.120 " 36 0 0
4 T4DA3E27 B8 APTDA382T1B3Z  CAPI200 192.168.2.118 11 38 0 (#)
s T4DA3B2TABAC  APT4DASEZTIBIC  CAPI200 192,168 2.110 11 3 0 (w)
8 B01F02CCOD10  APBIIFI2CCODI0  WAPITSO 192.168.2.108 11 3 0 (w)
Devices Information -
7 T4DA3EITIB4E  APTADA382TIB4E  CAP1200 192.168.2.121 11 38 0 (w)
Device Number 8 74DA38271840  APTADA3EZTIBA0 CAP1200 192.168.2.128 11 38 0 (w)
Access Points 1o 5 T4DAIB271B:44  APTADA36271B44  CAP1200 192.168.2.127 11 5 0 (#)
Client Devices 0
Rogue Devices 0 10 T4DA3E271BIE  APTADA3B271B3E CAP1200 192.168.2.128 11 5 0 (#)
Managed AP Group
Search [T Match whole words
Group Hame MAC Address Device Hame Model 1P Address Clients Status Action
System Default (10) @
T4DAE2TABIS4  APT4DA3B271BS4 CAP1200 1921682124 0 (#) )
T4DA3E03239C  APT4DA3E03239C WAPITS0 192.168.2.102 0 (] )
=
T4DA3B271B4E  APTADA3E2TIB4E CAP1200 192.168.2.120 0 (] %)
¥ P
T4DA3B271B38  APTADA3E27TIBIE CAP1200 192.162.2.118 0 (#) ki)
Y P
T4DABEITABAC  APT4DA382T1B3C CAP1200 192.168.2.110 0 (#) D))
" ¥ P
80:1F02.CC0010 APBO1F02CCOD10 WAPITSD 192.1682.108 0 (#) )
¥ P
T4DA3E2T 1846 APTADA3E2TIB4E CAP1200 192.1682.121 0 (#) e
¥ P
74 DA 38T 1840 APTADA3E2TIB40 CAP1200 192.168 2126 0 (#) DeiE))
¥ P
T4DA3EIT 1844 APTADA3E2TIB44 CAP1200 192.168.2.127 0 (#) e
: S P
74DA 3827183 APTADA3E2T1BIE CAP1200 152.168.2.128 0 (%) e
Active Clients =)
cl=)
Search [T Match whale words
Index C"a"'rs's‘:c REIEE ""ACSM”'ES WILAN User Name Radio Signal(%) C°""e‘:ed TiM o leTime  Tx(KB}  Rx(KB) Vender
Empty
PV
Active Users .g}.\r)
Search "I Match whole words
‘":e HerMame MAC Address 1P Address ssiD Creator T Ermiie  [orePmermirs Vendar Platform Af}‘"
Empty

Use the blue icons above to refresh or collapse each panel in the dashboard.
Click and drag to move a panel to suit your preference. You can set the
dashboard to auto-refresh every 1 minute, 30 seconds or disable auto-refresh:

Auto Refresh Time : "®' 1 minute 30 seconds Disable 35
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V-2-1. System Information

System Information displays information about the AP Controller: Product
Name (model), Host Name, MAC Address, IP Address, Firmware Version,
System Time and Uptime (time the access point has been on), CPU Usage &
Memory Usage.

System Information (CY=)
Product Hame APCS00

Host Hame APDDAABBCCDDA0
MAC Address 00:A44:BB:CC:DD:10

IP Address 192.168.2.1

Firmware Version 1.3.1

system Time 2015011/06 15:44:04
Uptime 0 day 03:39:09

CPU Usage I_ 4%

Memory Usage I 9%

V-2-2. Devices Information

Devices Information is a summary of the number of all devices in the local
network: Access Points, Clients Connected, and Rogue (unidentified) Devices.

Devices Information (CY=)
Device Murnber

Access Points 10

Client Devices 0

Rogue Devices 0
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V-2-3. Managed AP

EDIMAX 39

Managed AP displays information about each Managed AP in the local
network: Index (reference number), MAC Address, Device Name, Model, IP
Address, 2.4GHz & 5GHz Wireless Channel Number, No. of Clients connected
to each access point, and Status (connected, connecting or disconnected).

Managed AP (é):—u
Search [T match whole words
Index MAC Address Device Name Model IP Address 2.4G Channel 5G Channel Clients Status Action
1 74DA38:27-1B:54  APTADA3EZTIRSE CAP1200 192.168.2.124 1 36 0 o :_a’ ()i ’g:,:(@
2 74DA3303:23:8C  APTADA3IB03239C  WAP17SD 192.168.2.102 1 36 0 o : : @')
3 74DA3B271B:45  APTADA3EZTIR4E CAP1200 192.168.2.120 1 36 0 o : : @')
4 74DA38:27-1B:38  APT4DA3E2T1838 CAP1200 192.168.2.118 1 36 0 o : : @')
5 74DA38:271B:3C  APT4DA38271B3C CAP1200 192.168.2.110 1 36 0 o : : @')
& 80:1F:02:CC:DD:M0  APBDFO2CCDOND WAP1750 192.168.2.105 1 36 0 o : : @')
7 TADA3BITAB4E  APT4DA3EIT1B4E CAP1200 192.188.2.121 11 5 0 o : : |@|
8 74DA38:27-1B:40  APTADA3EZT1B4D CAP1200 192.168.2.126 1 36 0 o : : @')
9 74DA3B:27-1B:44  APTADA3EZTIR4L CAP1200 192.168.2.127 1 36 0 o : .- @')
10 74DA38:271B:3E  APT4DA3B2T183E CAP1200 192.168.2.128 1 36 0 () OEEWE

The search function can be used to locate a specific Managed AP. Type in the
search box and the list will update:

Search I[

N-.ﬂatn:h whole words

The Status icon displays grey (disconnected), yellow (connecting) or green
(connected) for each Managed AP.

Each Managed AP has “Action” icons with the following functions:

1.

2.

3. Blink LED

Disallow

m—uu‘, Ile

060

Remove the Managed AP from the AP array and disable connectivity.

Edit

Edit various settings for the Managed AP (refer to V-5-1. Access Point).

The Managed AP’s LED will flash temporarily to help identify & locate
access points.
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4. Buzzer
The Managed AP’s buzzer will sound temporarily to help identify & locate
access points.

5. Network Connectivity
Go to the “Network Connectivity” panel to perform a ping or traceroute.

6. Restart
Restarts the Managed AP.

V-2-4. Managed AP Group

Managed APs can be grouped according to your requirements. Managed AP
Group displays information about each Managed AP group in the local
network: Group Name, MAC Address, Device Name, Model, IP Address, No. of
Clients connected to each access point, and Status (connected or
disconnected).

To edit Managed AP Groups go to NMS Settings = Access Point (refer to
V-5-1. Access Point).

Managed AP cx=)
Search Match whole words
Index MAC Address Device Name Model IP Address 2.4G Channel 5G Channel Clients Status Action
1 T4DA38:27:18:54  APT4DA3BZ7T1854 CAP1200 192.168.2.124 " 35 0 O
T4:0A:38:03:23:9C  APT4DA3B03238C WAP1750 192.168.2.102 " 35 0 O
3 T4DA38:27:18:48  APT4DA3BZT1048 CAP1200 192.188.2.120 " 35 0 O
4 T4DA38:27:18:38  APT4DA3B2Z7T1838 CAP1200 182.168.2.118 " 35 0 O
5 T4:0A:38:27:18:3C  APT4DA382T1B3C CAP1200 1892.168.2.110 " 35 0 O
[ 80:1F:02:CC:DD:10  APB01FO2CCDO10 WAP1750 192.168.2.105 " 35 0 O
7 T4DA38:27:18:45  APT4DA3BZT1046 CAP1200 182.1688.2.121 " 35 0 O
8 T4DA38:27:18:40  APT4DA3E2T1840 CAP1200 192.168.2.128 " 35 0 O
9 T4DA38:27:18:44  APT4DA3BZT1044 CAP1200 192.188.2.127 " 35 0 O
10 T4DA38:27:1B:3E  APT4DA382T1B3E CAP1200 192.168.2.128 " 35 0 O

The search function can be used to locate a specific Managed AP Group. Type
in the search box and the list will update:

Search I[ wﬂatch whole words

The Status icon displays grey (disconnected), yellow (connecting) or green
(connected) for each individual Managed AP.
Each Managed AP has “Action” icons with the following functions:
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1. Disallow

Remove the Managed AP from the AP array and disable connectivity.

2. Edit
Edit various settings for the Managed AP (refer to V-5-1. Access Point)

3. Blink LED
The Managed AP’s LED will flash temporarily to help identify & locate
access points.

4. Buzzer
The Managed AP’s buzzer will sound temporarily to help identify & locate
access points.

5. Network Connectivity
Go to the “Network Connectivity” panel to perform a ping or traceroute.

6. Restart
Restarts the Managed AP.

V-2-5. Active Clients

Active Clients displays information about each client in the local network:
Index (reference number), Client MAC Address, AP MAC Address, WLAN, User
Name, Radio (frequency), Signal Strength, Connected Time, Idle Time, Tx & Rx
(data transmitted and received) and Vendor of the client device.

Search Match whole words

Index Client MAC Address AP MAC Address WLAN User Name Radio Signal(%) Connected Time Idle Time Tx(KB) Rx(KB) Vender
7E:84:DB 7 :03: 1 7 Tseecs 0 1604 1453  Son y Mobile Communications AB
2 4C7C5F3B:F1:89  74:DA38:03:23:9C Edimax 5GHz N/A 5GHz 100 3 min 46 secs 0 5.066 602327 Apple

The search function can be used to locate a specific client. Type in the search
box and the list will update:

Search I[ w-.ﬂatch whole words
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V-2-6. Active Users

Active Users displays information about each user in the local network via
guest portals: Index (reference number), User Name, MAC Address, IP Address,
SSID, Creator, Create Time, Expire Time, Usage Percentage, Vendor & Platform
of the user device.

Active Users

Search Match whole words

In;ﬁe User Name MAC Address IP Address S5S5ID Creator Create Time Expire Time Lo P:rcentag Vendor Platform G

Empty

The search function can be used to locate a specific client. Type in the search
box and the list will update:

Search I[ wﬂatch whole words
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V-3. ZONE PLAN

EDIMAX 39

The Zone Plan can be fully customized to match your network environment.
You can move the AP icons and select different location images (upload
location images in NMS Settings = Zone Edit) to create a visual map of your

AP array.
0 Jm 0m Bm
|
AN A
®©e
Location
4812 Default v
O 0. Add || Edit
APR01F02CCDD | AP Gr
AP74DA3803230C . 29543 m* — oup
43212 . Show All
——
(] toom Of] Search
| AP74DA38271B+- o m
AP74DA38271B. "o ‘m |1_|1_‘1_1 )
AP74DA38271B-' g Radio
AP74DA3R271B.-"@ | ¥ 2 4GHz 5GHz
APTADA3R7IB. o 4
AP74W27]B of] Signal (%)
| 4000
. ?4D 8271B44 n n
_ Parking Lot i | Zoom
= i | | @ ®
— | Transparency -
Mesting Roofn 7 LI—I—I—I—lJ 1"1—‘1—‘ 9 @® @
N0 N N
u [ Scale
’J_IJ_lJ_‘ ’J_'J_'J_‘ \ 4 vard
L u Sm
" | ot
A sy My L |
B ’ u ] Office
| | 5] 3mE 5
- = | 2133 v ;
’ ] | \_I_I1_I1_‘ 1_‘1_‘1_1 | L
15076 4500 14.463 —Ja 25

Use the menu on the right side to make adjustments and mouse-over an AP
icon in the zone map to see more information. Click an AP icon in the zone
map to select it and display action icons:
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Click and drag an AP icon to move the icon around the zone map. The signal
strength for each AP is displayed according to the “Signal” key in the menu on
the right side:

AP@AE 803B620

. AP{DASSOSB&O

2

Location Select a pre-defined location from the drop
down menu. When you upload a location
image in NMS Settings = Zone Edit, it will be
available for selection here.

AP Group You can select an AP Group to display in the
zone map. Edit AP Groups in NMS Settings 2>
Access Point.

Search Use the search box to quickly locate an AP.

Radio Use the checkboxes to display APs according
to 2.4GHz or 5GHz wireless radio frequency.

Signal Signal strength key for the signal strength
display around each AP in the zone map.

Zoom Use the slider to adjust the zoom level of the
map.

Transparency Use the slider to adjust the transparency of
location images.

Scale Zone map scale.

Device/Number Displays number and type of devices in the
zone map.
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V-4. NMS MONITOR

V-4-1. Access Point

V-4-1-1. Managed AP

Displays information about each Managed AP in the local network: Index
(reference number), MAC Address, Device Name, Model, IP Address, 2.4GHz &
5GHz Wireless Channel Number, No. of Clients connected to each access point,
and Status (connected, connecting or disconnected).

Managed AP @@=
Search Match whole words
Index MAC Address Device Name Model IP Address 2.4G Channel 5G Channel Clients Status Action

1 T4DA38:27:18:54  APT4DA3BZT1B54 CAP1200 192.168.2.124 M 36 o o

2 T4:0A:38:03:23:9C  APT4DA3B03238C WAP1750 192.168.2.102 " 35 0 O

3 T4DA38:27:18:48  APT4DA3BZT1048 CAP1200 192.188.2.120 " 35 0 O ':

4 T4DA38:27T:1B:38  APT4DA3E2T1B3E CAP1200 192.1628.2.118 M 36 o o

5 T4:0A:38:27:18:3C  APT4DA382T1B3C CAP1200 1892.168.2.110 " 35 0 O

[ 80:1F:02:CC:DD:10  APB01FO2CCDO10 WAP1750 192.168.2.105 " 35 0 O

7 T4DA38:2T:1B:46  APT4DA3E2ZT1B46 CAP1200 192.168.2.121 M 36 o o

8 T4DA38:27:18:40  APT4DA3E2T1840 CAP1200 192.168.2.128 " 35 0 O ':

9 T4DA38:27:18:44  APT4DA3BZT1044 CAP1200 192.188.2.127 " 35 0 O _:

10 T4DA38:27T:1B:3E APT4DA3E2T1B3E CAP1200 192.168.2.128 M 36 o o

The search function can be used to locate a specific Managed AP. Type in the
search box and the list will update:

Search I[, w-.ﬂatch whole words

The Status icon displays the status of each Managed AP.

Status Icons

Icon | Color Status Definition

Managed AP is disconnected. Please
check the network connection and ensure
the Managed AP is in the same IP subnet

as the AP Controller.

Grey | Disconnected

Authentication | System security must be the same for all
Red | Failed access points in the AP array. Please
check security settings (refer to V-5-12-1.
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Or

Incompatible
NMS Version

System Security).

Access points must use the same version
of Edimax NMS: the managed AP will not
be able to make configurations. Please
use the AP Controller’s firmware upgrade
function (refer to V-5-11. Firmware
Upgrade).

Orange

Configuring or

Please wait while the Managed AP makes
configurations or while the firmware is

Upgrading upgrading.
Please wait while Managed AP is
Yellow | Connecting connecting.
Managed AP is connected.
O Green | Connected
Managed AP is waiting for approval.
O Refer to V-5-1. Access Point: Auto
Blue Waiting for Approval. Note: 32 Managed APs are
Approval supported. Additional APs will display this

status until an existing Managed AP is
removed.

Each Managed AP has “Action” icons with the following functions:

1. Disallow
Remove the Managed AP from the AP array and disable connectivity.

1. Edit

l* ‘I‘,l{:)l
068566

Edit various settings for the Managed AP (refer to V-5-1. Access Point).

2. Blink LED
The Managed AP’s LED will flash temporarily to help identify & locate
access points.
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3. Buzzer
The Managed AP’s buzzer will sound temporarily to help identify & locate
access points.

4. Network Connectivity
Go to the “Network Connectivity” panel to perform a ping or traceroute.

5. Restart
Restarts the Managed AP.

V-4-1-2. Managed AP Group

Managed APs can be grouped according to your requirements. Managed AP
displays information about each Managed AP in the local network: Index
(reference number), MAC Address, Device Name, Model, IP Address, 2.4GHz &
5GHz Wireless Channel Number, No. of Clients connected to each access point,
and Status (connected, connecting or disconnected).

To edit Managed AP Groups go to NMS Settings = Access Point (refer to
V-5-1. Access Point).

Managed AP cx=)
Search Match whole words
Index MAC Address Device Name Model IP Address 2.4G Channel 5G Channel Clients Status Action
1 T4DA3B2TAB:54  APT4DA3E271854 CAP1200 192.168.2.124 11 3 0 () F( D)
T4:0A:38:03:23:9C  APT4DA3B03238C WAP1750 192.168.2.102 " 35 0 O

3 T4DA38:27:18:48  APT4DA3BZT1048 CAP1200 192.188.2.120 " 35 0 O

4 T4DA38:27:18:38  APT4DA3B2Z7T1838 CAP1200 182.168.2.118 " 35 0 O

5 T4:0A:38:27:18:3C  APT4DA382T1B3C CAP1200 1892.168.2.110 " 35 0 O

[ 80:1F:02:CC:DD:10  APB01FO2CCDO10 WAP1750 192.168.2.105 " 35 0 O

7 T4DA38:27:18:45  APT4DA3BZT1046 CAP1200 182.1688.2.121 " 35 0 O

8 T4DA38:27:18:40  APT4DA3E2T1840 CAP1200 192.168.2.128 " 35 0 O

9 T4DA38:27:18:44  APT4DA3BZT1044 CAP1200 192.188.2.127 " 35 0 O

10 T4DA38:27:1B:3E  APT4DA382T1B3E CAP1200 192.168.2.128 " 35 0 O _:._

The search function can be used to locate a specific Managed AP Group. Type
in the search box and the list will update:

Search I[ wﬂatch whole words

The Status icon displays grey (disconnected), red (authentication
failed/incompatible NMS version), orange (upgrading firmware), yellow
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(connecting), green (connected) or blue (waiting for approval) for each
individual Managed AP. Refer to V-4-1-1. Managed AP: Status Icons for full
descriptions.

Each Managed AP has “Action” icons with the following functions:

' Ii ‘I l{:';'l
2. Disallow

Remove the Managed AP from the AP array and disable connectivity.

3. Edit
Edit various settings for the Managed AP (refer to V-5-1. Access Point).

4. Blink LED
The Managed AP’s LED will flash temporarily to help identify & locate
access points.

5. Buzzer
The Managed AP’s buzzer will sound temporarily to help identify & locate

access points.

6. Network Connectivity
Go to the “Network Connectivity” panel to perform a ping or traceroute.

7. Restart
Restarts the Managed AP.
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V-4-2. WLAN

V-4-2-1. Active WLAN

Displays information about each SSID in the AP Array: Index (reference
number), Name/SSID, VLAN ID, Authentication, Encryption, IP Address and
Additional Authentication.

To configure encryption and VLANs for Managed APs go to NMS Settings =
WLAN.

The search function can be used to locate a specific SSID. Type in the search
box and the list will update:

Search I[ w-.ﬂatch whole words

Active WLAN

Search [T] match whole words

Index Name! [ESSID VLAN ID Authentication Encryption Additional Authentication
1 SSID_DEMO_01 1 OPEN NONE No additional authentication

2 SSID_DEMO_02 1 OPEN NOME No additional authentication
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V-4-2-2. Active WLAN Group

WLAN groups can be created according to your preference. Active WLAN
Group displays information about WLAN group: Group Name, Name/SSID,
VLAN ID, Authentication, Encryption, IP Address and Additional
Authentication.

The search function can be used to locate a specific Active WLAN Group. Type
in the search box and the list will update:

Search I[ w-.ﬂatch whole words

Active WLAN Grounp

Search Match whole words

Group Mame Name/ESSID VLAN ID Authentication Encryption Additional Authentication
Wizard WLAN 2.4G Group 1 (1)
Edimax 2.4GHz 1 WPAZPSK AES No additional authentication
Wizard WLAN 5G Group 2 (1)
Edimax 5GHz 1 WPAZPSK AES No additional authentication

V-4-3. Clients

V-4-3-1. Active Clients

Displays information about clients currently connected to the AP Array: Index
(reference number), Client MAC Address, AP MAC Address, WLAN (SSID), User
Name, Radio (2.4GHz or 5GHz), Signal Strength received by Client, Connected
Time, Idle Time, Tx & Rx (Data transmitted and received by Client in KB)..

You can set or disable the auto-refresh time for the client list or click
“Refresh” to manually refresh.

The search function can be used to locate a specific client. Type in the search
box and the list will update:

Search I[, w-.ﬂatch whole words
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Refresh time

Auto Refresh time 4 Minute 30 seconds Disable
Manual Refresh Refresh

Active Clients

Search Match whole words
Index Client MAC Address v AP MAC Address v WLAN » User Name v Radio v Signal(%) v Connected Time w Idle Time v Tx(KB) = Rx(KB) Vender
1 4C7C5F3B:F1.89 T4 DA3B:271B:46 Guest 2 4GHz user002 2.4GHz 100 1 min 17 secs 0 455182 42152 Apple
Sony Mobile
2 B4:52:.7E:84.DB:5B T4:DA38:27:1B:48 Guest 2 4GHz usero01 24GHz 100 2 min 12 secs 31 117065 341822 Communications
AB
3 4C7C5F3B:F1.89 T4 DA38:27:1B:48 Guest 2 4GHz user002 2.4GHz 100 1 min 44 secs 101 2488 125 Apple

V-4-4. Users

V-4-4-1. Active Users

Displays information about each user in the local network via guest portals:
Index (reference number), User Name, MAC Address, IP Address, SSID, Creator,

Create Time, Expire Time, Usage Percentage, Vendor & Platform of the user
device.

Active Users

Search Match whole words
Index User Name MAC Address IP Address SSID Creator Create Time Expire Time Usage Percentage Vendor Platform  Action
Sony Mobile
1 usero01 B4:52.TE'84'DB5B 192.168.2.141 Guest®202 4GHz Admin 1970/01/01 00:11:41 forever 0% o B Android

2 useroo2 4CTCSFIBF1:89 192.168.2.140 Guest®202 4GHz Admin 1970/01/01 00:11:53 forever Apple IPhone

The search function can be used to locate a specific client. Type in the search
box and the list will update:

Search ]:[ I:g-.ﬂatch whole words

V-4-4-2. Users Log

Displays a detailed information log of users and activity on the network via
guest portals: ID, Date and Time of entry, Category of entry, Severity, Users,
Event/Activities details.

Users Log
Search Match whole words
D~ Date and Time Category Severity & Users Events/Activities
2 2015/11/06 17:21:58 NMS Low guest Static Useruser002]'s device:[4C.7C:5F:3B:F1:89] login successfully
1 2015/11/06 17:21:31 NMS Low guest Static Userfuser001]'s device:[B4:52:7E:84:DB 5B] login successfully
Refresh
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The search function can be used to locate a specific client. Type in the search
box and the list will update:

Search I[: I:é-.ﬂatch whole words

V-4-5. Rogue Devices

Rogue access point detection can identify any unauthorized access points
which may have been installed in the network.

Click “Start” to scan for rogue devices:

Start

0

Unknown Rogue Devices displays information about rogue devices discovered
during the scan: Index (reference number), Channel, SSID, MAC Address,
Security, Signal Strength, Type, Vendor and Action.

The search function can be used to locate a known rogue device. Type in the
search box and the list will update:

Search E I:é-.ﬂatch whole words

Rogue Devices

w
&
i
E]
w
=
o
=

Unknown Rogue Devices

Search Match whole words

Index Channel 55D MAC Address Security Signal (%) Type Vendor Action
Mo Regue Device

Known Rogue Devices

Search IMatch whole words



V-4-6. Information

V-4-6-1. All Events/Activities

Displays a log of time-stamped events for each access point in the Array — use
the drop down menu to select an access point and view the log.

Select AP: 74:Da:3327.1B:54 v

2015M1/06 12:08:33: [S3]: [admin]: Managed AP(74:DA:38:27:18:54) connect successfully -
2015M1/06 12:11:56: [S3]: [admin]: Managed AP(74.DA:38:27:1B:54) connect successfully
2015M1/08 12:13:44: [S3]: [admin]: Managed AP(74:D4:38:27:1B:54) connect successfully
2015/M11/06 12:20:39: [S3]: [admin]: Managed AP(74:D4A:38:27.18:54) was disconnected
2015M1/06 12:23:34: [S3]: [admin]: Managed AP(74:DA:38:27:18:54) connect successfully
2015M1/06 12:42:47: [S3]: [admin]: Managed AP(74:DA:38:27:1B8:54) was disconnected
2015M1/06 12:44:44: [S3]: [admin]: Managed AP(74:DA:38:27:1B:54) was disconnected
2015M1/05 12:45:41: [33]: [admin]: Managed AP(74:DA:38:27:18:54) was disconnected
2015M1/06 12:48:39: [S3]: [admin]: Managed AP(74:04:38:27:18:54) was disconnected
2015M1/06 12:50:22: [S3]: [admin]: Managed AP(74:04:38:27:18:54) was disconnected
2015M1/06 12:51:52: [S3]: [admin]: Managed AP(74:DA:38:27:1B:54) was disconnected
2015M1/08 12:53:22: [S3]: [admin]: Managed AP(74:DA:38:27:18:54) was disconnected
2015/11/06 12:59:00; [S3]: [admin]: Managed AP(74:DA:38:27:18:54) was disconnected
2015M1/06 13:00:58: [S3]: [admin]: Managed AP(74:04:38:27:18:54) was disconnected
2015M1/06 13:02:55: [S3]: [admin]: Managed AP(74:04:38:27:18:54) was disconnected
2015M1/06 13:04:52: [S3]: [admin]: Managed AP(74:DA:38:27:18:54) was disconnected
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V-4-6-2. Monitoring
Displays graphical monitoring information about access points in the Array for
2.4GHz & 5GHz: Traffic Tx (data transmitted in MB), Traffic Rx (data received
in MB), No. of Clients, Wireless Channel, Tx Power (wireless radio power), CPU
Usage and Memory Usage.

Use the drop down menus to select an access point and date.

You can set or disable the auto-refresh time for the data:

Auto Refresh Time : '® 1 minute 30 seconds Disable 35

Select AP- | 00:AABB.CC.DD:22 v 2012401102 Auto Refresh Time © ' 1 nmmute 30 seconds = Dusable |47

+ Select Al

24GHz <)
Trafhic TX 21
Ixml

Time (howr)

SGHz
Traffic TX 217
(MB)

Time (hour)
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V-5. NMS Settings

V-5-1. Access Point

Displays information about each access point and access point group in the
local network and allows you to edit access points and edit or add access
point groups.

The search function can be used to locate an access point or access point
group. Type in the search box and the list will update:

Search ]:[ I:g-.ﬂatch whole words

Access Point

Search [Tl match whole words
D MAC Address Device Name Model AP Group 2.4G Channel 5G Channel 2.4G Tx Power 5G Tx Power Status Action
[} 74:DA38:27:1B:54 APT4DA3B271854 CAP1Z200 System Default 1 36 Full Full 0
[} 74:DA38:03:23:5C APT4DA3B03235C WAPITS0 System Default 1 36 Full Full 0
[} T4DA3B2T:1B:48 APT4DA3E271B48 CAP1Z200 System Default 1 36 Full Full 0
[} 74DA38:27:1B:38 APT4DA3B2ZT1B38 CAP1Z200 System Default 1 36 Full Full 0
I:‘ T4 DA38:2T18:3C APT4DAIBZT1B3C CAP1200 System Default 1 36 Full Full 0
[} 80:1F:02:CC:DD:10 APB0MFOZCCDDN0 WAPITS0 System Default 1 36 Full Full 0
[} 74DA382T:1B:45 APT4DA3B2T1B45 CAP1Z200 System Default 1 36 Full Full 0
I:‘ T4:DA38:27:18:40 APTADAIBZT1B40 CAP1200 System Default M 36 Full Full 0
[} T4DA3B2T:1B:44 APT4DA3E271B44 CAP1Z200 System Default 1 36 Full Full 0
[} 74:DA38:27:18:3E APT4DA3B2ZT1B3E CAP1Z200 System Default 1 36 Full Full 0

[ Refiesh | [ Bdit | | DeleSeleord | [ Deleesd |

Access Point Group

Search [Tl match whole words
B Group Name AP Members R e oD L e TS 5G GuestNetwork oy s profile  Access Control Profile
Profile Profile Profile
|:| System Default 10 Dizabled Dizabled Dizabled Dizabled Dizabled Dizabled

[ 4dd | [ Bait | [ Clone | | DelemSeloced | | Deleal |

Access Point Settings
Auto Approve @ Enable ) Disable

Apply

The Status icon displays grey (disconnected), red (authentication
failed/incompatible NMS version), orange (upgrading firmware), yellow
(connecting), green (connected) or blue (waiting for approval) for each
individual Managed AP. Refer to V-4-1-1. Managed AP: Status Icons for full
descriptions.
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The “Action” icons enable you to allow or disallow an access point: | g |

Select an access point or access point group using the .

. « ")) . . . v Edit
check-boxes and click “Edit” to make configurations, or click R{ﬁ'}
“Add” to add a new access point group:

Add

The Access Point Settings panel can enable or disable Auto

Approve for all Managed APs. When enabled, Managed APs will automatically
join the AP Array with the Controller AP. When disabled, Managed APs must
be manually approved to join the AP Array with the Controller AP.

Access Point Settings

Auto Approve *' Enable Disable

Apply

Access Point Settings
Auto Approve Enable or disable Auto Approve for all
Managed APs.

To manually approve a Managed AP, use the allow “Action” icon for the
specified access point:

Edit Access Point

Configure your selected access point on your LAN. You can set the access
point as a DHCP client or specify a static IP address for your access point, and
assign the access point to an AP group, as well as edit 2.4GHz & 5GHz wireless
radio settings. An events log is displayed at the bottom of the page.

You can also use Profile Settings to assign the access point to WLAN, Guest
Network, RADIUS and Access Control groups independently from Access Point

Group settings.

Check the “Override Group Settings” box to use different individual settings
for access points assigned to AP Groups:
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¥ Override Group setting

Basic Settings

Name AP74DA3803B530

Description

MAC Address 74:DA:38:03:B5:30

AP Group System Default ¥

IP Address Assignment Override Group Setting | Static [P Address ¥
IP Address 192.168.222.101

Subnet Mask 255.255.255.0

Default Gateway UserDefined v ||192.168.222 2

Primary DNS Us ¥ | (192.168.222 3

Secondary DNS User-Defined ¥ | (192.168.222 4

IP Address Assignment -
o #| Override Group Setting | DHCP Client v

IP Address 192.168.222.101

Subnet Mask 255255 2550

Default Gateway From DHCP v | |192.168.222.2
Primary DNS From DHCP | 192168 222 3
Secondary DNS From DHCP v | [192.168.222 4

Basic Settings

Name Edit the access point name. The default name
is AP + MAC address.

Description Enter a description of the access point for
reference e.g. 2" Floor Office.

MAC Address Displays MAC address.

AP Group Use the drop down menu to assign the AP to

an AP Group. You can edit AP Groups from
the NMS Settings = Access Point page.

IP Address Select “DHCP Client” for your access point to
Assignment be assigned a dynamic IP address from your
router’s DHCP server, or select “Static IP” to
manually specify a static/fixed IP address for
your access point (below). Check the box
“Override Group Setting” if the AP is a
member of an AP Group and you wish to use
a different setting than the AP Group setting.
IP Address Specify the IP address here. This IP address
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will be assigned to your access point and will
replace the default IP address.

Subnet Mask Specify a subnet mask. The default value is
255.255.255.0

Default Gateway For DHCP users, select “From DHCP” to get
default gateway from your DHCP server or
“User-Defined” to enter a gateway manually.
For static IP users, the default value is blank.
Primary DNS DHCP users can select “From DHCP” to get
primary DNS server’s IP address from DHCP or
“User-Defined” to manually enter a value. For
static IP users, the default value is blank.
Secondary DNS DHCP users can select “From DHCP” to get
secondary DNS server’s IP address from DHCP
or “User-Defined” to manually enter a value.
For static IP users, the default value is blank.

VLAN Settings

Wired LAN Port VLAN Mode VLAN ID
Wired Port(#1) Override Default Setting | Untagged Port v Override Default Setting |1

Wired Port{#2) Override Default Setting | Untagged Port ¥ Override Default Setting |1

Management VLAN ID Override Default Setting |1

VLAN Settings

Wired LAN Port Identifies LAN port 1 or 2.

VLAN Mode Select “Tagged Port” or “Untagged Port” for
specified LAN interface.

VLAN ID Set a VLAN ID for specified interface, if
“Untagged Port” is selected.

Management VLAN

VLAN ID Check ‘Override Default Setting’ to specify the

VLAN ID of the management VLAN. Only the
hosts belonging to the same VLAN can manage
the device.
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Radio Settings
Radio BIGIN (2.4 GHz) Radio A/N/AC (5.0 GHz)
Domain CH1-13 (ETSIIMKK) ¥ W52 W53, W56 (MKK) v
Wireless Override Default Setting | Disable ¥ Override Default Setting | Disable *
Band Override Default Setting | 11b/g/n Override Default Setting | 11a/n v
Auto Pilot Override Default Setting | Enable ¥ |Please set AP Override Default Setting | Enable ¥ |Please set AP
position on the Zone Plan first. position on the Zone Plan first,
Auto Pilot Sensitivity Override Default Setting | Low v Override Default Setting | Low v
Auto Pilot Range Override Default Setting |Ch 1-11 « Override Default Setting | Band 1 v
i Override Default Setting | One day ¥ Override Default Setting | One day ¥
Auto Pilot Interval : s
Change channel even if clients are connected Change channel even if clients are connected
- ; Override Default Settin
Channel Override Default Setting | Ch 11, 2462MHz ¥ s g
Ch 36, 5.18GHz v

Channel Bandwidth Override Default Setting | 20 MHz ¥ Override Default Setting | 20 MHz v

Override Default Setting

B35 BasicRate5et Override Default Setting | 6,12, 24 Mbps ¥

1,2,5.5,11 Mbps v

(=) ;
— Advanced Settings

Radio BIGIN (2.4 GHz) Radio A/N/AC (5.0 GHz)
Contention Slot Override Default Setting | Short ¥
Preamble Type Override Default Setting | Short ¥
Guard Interval Override Default Setting | Short Gl ¥ Override Default Setting | Short Gl ¥
802.11n Protection Override Default Setting | Enable ¥ Override Default Setting | Enable ¥
CE Adaptive Override Default Setting | Disable *
DTIM Period Override Default Setting |1 (1-255) Override Default Setting |1 (1-255)
RTS Threshold Override Default Setting (2347 (1-2347) Override Default Setting (2347 (1-2347)
Fragment Threshold Override Default Setting (2346 (256-2346) Override Default Setting (2346 (256-2346)
Multicast Rate: Override Default Setting | Auto v Override Default Setting | Auto A
Tx Power Override Default Setting | 100% ¥ Override Default Setting | 100% ¥

Override Default Setting 100 (40-1000 Override Default Setting 100 (40-1000

Beacon Interval

ms) ms)

o ) Override Default Setting |60 (30-65535 Override Default Setting |60 (30-655635

Station idle timeout

seconds) seconds)

Radio Settings

Domain Set the regulatory domain for the access
point’s wireless channels for each frequency.
Wireless Enable or disable the access point’s 2.4GHz or

5GHz wireless radio. When disabled, no SSIDs
on that frequency will be active.

Band Select the wireless standard used for the
access point. Combinations of 802.11b,
802.11g, 802.11n & 802.11ac can be selected.
Auto Pilot Enable/disable auto channel selection. Auto
channel selection will automatically set the
wireless channel for the access point’s 2.4GHz
or 5GHz frequency based on availability and
potential interference. When disabled, select
a channel manually.

Auto Pilot Range Select a range from which the auto channel
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setting (above) will choose a channel.

Auto Pilot Interval Specify a frequency for how often the auto
channel setting will check/reassign the
wireless channel. Check/uncheck the “Change
channel even if clients are connected” box
according to your preference.

Channel Bandwidth | Set the channel bandwidth or use Auto
(automatically select based on interference
level).

BSS BasicRateSet Set a Basic Service Set (BSS) rate: this is a
series of rates to control communication
frames for wireless clients.

These settings are for experienced users only. Please do not change any of the
values on this page unless you are already familiar with these functions.

‘:l Changing these settings can adversely affect the performance of

& your access point.

Advanced Settings

Contention Slot Select “Short” or “Long” — this value is used for
contention windows.
Preamble Type Set the wireless radio preamble type. The

preamble type in 802.11 based wireless
communication defines the length of the CRC
(Cyclic Redundancy Check) block for
communication between the access point and
roaming wireless adapters. The default value is
“Short Preamble”.

Guard Interval Set the guard interval. A shorter interval can
improve performance.

802.11g Protection | Enable/disable 802.11g protection, which
increases reliability but reduces bandwidth
(clients will send Request to Send (RTS) to
access point, and access point will broadcast
Clear to Send (CTS), before a packet is sent
from client.)
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802.11n Protection | Enable/disable 802.11n protection, which
increases reliability but reduces bandwidth
(clients will send Request to Send (RTS) to
access point, and access point will broadcast
Clear to Send (CTS), before a packet is sent
from client.)

DTIM Period Set the DTIM (delivery traffic indication
message) period value of the wireless radio.
The default value is 1.

RTS Threshold Set the RTS threshold of the wireless radio. The
default value is 2347.

Fragment Set the fragment threshold of the wireless

Threshold radio. The default value is 2346.

Multicast Rate Set the transfer rate for multicast packets or
use the “Auto” setting.

Tx Power Set the power output of the wireless radio. You

may not require 100% output power. Setting a

lower power output can enhance security since
potentially malicious/unknown users in distant
areas will not be able to access your signal.

Beacon Interval Set the beacon interval of the wireless radio.
The default value is 100.

Station idle Set the interval for keepalive messages from

timeout the access point to a wireless client to verify if

the station is still alive/active.

Profile Settings

Radio B/G/N (2.4 GHz) Radio AN (5.0 GHz)
WLAN Group Owerride Group Setting | VWLAN Group 2 v Override Group Setting | WLAN Group 3 v

Guest Network Group Override Group Setting | Disable ¥ Override Group Setting | Disable ¥

RADIUS Group Override Group Setting r

Access Control Group Override Group Setting | Default *

Profile Settings

WLAN Group Assign the access point’s 2.4GHz or 5GHz
SSID(s) to a WLAN Group. You can edit WLAN
groups in NMS Settings 2> WLAN.

Guest Network Assign the access point’s 2.4GHz or 5GHz
Group SSID(s) to a Guest Network Group. You can
edit Guest Network groups in NMS Settings
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- Guest Network.

RADIUS Group

Assign the access point’s 2.4GHz SSID(s) to a
RADIUS group. You can edit RADIUS groups in
NMS Settings = RADIUS.

Access Control
Group

Assign the access point’s 2.4GHz SSID(s) to a
RADIUS group. You can edit RADIUS groups in
NMS Settings = Access Control
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Add/Edit Access Point Group

Configure your selected access point group. Access point group settings apply
to all access points in the group, unless individually set to override group
settings.

You can use Profile Group Settings to assign the access point group to WLAN,
Guest Network, RADIUS and Access Control groups.

The Group Settings panel can be used to quickly move access points between
existing groups: select an access point and use the drop down menu or search
to select access point groups and use << and >> arrows to move APs between
groups.

Basie Group Settings

Name System Default

Description System default group for APs

Basic Group Settings

Name Edit the access point group name.
Description Enter a description of the access point group
for reference e.g. 2" Floor Office Group.

VLAN Group Settings

Wired LAN Port VLAN Mode VLAN ID
Wired Port{#1) Untagged Port ¥ 1

Wired Port{#2) Untagged Port 1

Management VLAN ID 1

VLAN Group Settings

Wired LAN Port Identifies LAN port 1 or 2.

VLAN Mode Select “Tagged Port” or “Untagged Port” for
specified LAN interface.

VLAN ID Set a VLAN ID for specified interface, if
“Untagged Port” is selected.

Management VLAN

VLAN ID Check ‘Override Default Setting’ to specify the

VLAN ID of the management VLAN. Only the
hosts belonging to the same VLAN can manage

51



the device.

Radio Group Settings

Radio B/IG/N (2.4 GHz)

Domain CH1-13 (ETSI'MKK) v
Wireless Enable

Band 1Mb/g/n

Auto Pilot

first.
Auto Pilot Sensitivity Low v
Auto Pilot Range Ch1-11+
Half day v

Auto Pilot Interval

Change channel even if clients are connected

Channel Ch 11, 2462MHz v
20 MHz ~

all

Channel Bandwidth

BSS BasicRate Set

Fa
\=J) Advanced Settings

Radio BIG/N (2.4 GHz)

Enable ¥ |Please set AP position on the Zone Plan

Radio A/N/AC (5.0 GHz)
W52, W53, W5B (MKK)
Enable

Main/ac v

Enable ¥ |Please set AP position on the Zone Plan first.

Low v
Band 1
Half day

Change channel even if clients are connected
Ch 36, 5.18GHz
20 MHz

all

¥

v

L

L

Ld

Radio A/N/AC (5.0 GHz)

Contention Slot Short v
Preamble Type Short ¥
Guard Interval Short Gl » Shot GI *
802.11n Protection Enable ~ Enable +
CE Adaptive Disable v
DTIM Period 255 (1-255) 255 (1-255)
RTS Threshold 2347 (1-2347) 2347 (1-2347)
Fragment Threshold 2346 (256-2346) 2346 (256-2346)
Multicast Rate Auto r Auto T
Tx Power 100% « 100%
Beacon Interval 100 (40-1000 ms) 100 (40-1000 ms)
Station idle timeout 300 (30-65535 seconds) 300 (30-65535 seconds)
Radio Group Settings
Domain Set the regulatory domain for the access
point’s wireless channels for each frequency.
Wireless Enable or disable the access point group’s
2.4GHz or 5GHz wireless radio. When
disabled, no SSIDs on that frequency will be
active.
Band Select the wireless standard used for the

access point group. Combinations of 802.11b,
802.11g, 802.11n & 802.11ac can be selected.

Auto Pilot

Enable/disable auto channel selection. Auto
channel selection will automatically set the
wireless channel for the access point group’s
2.4GHz or 5GHz frequency based on
availability and potential interference. When
disabled, select a channel manually.

Auto Pilot Range

Select a range from which the auto channel
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setting (above) will choose a channel.

Auto Pilot Interval Specify a frequency for how often the auto
channel setting will check/reassign the
wireless channel. Check/uncheck the “Change
channel even if clients are connected” box
according to your preference.

Channel Bandwidth | Set the channel bandwidth or use Auto
(automatically select based on interference
level).

BSS BasicRateSet Set a Basic Service Set (BSS) rate: this is a
series of rates to control communication
frames for wireless clients.

These settings are for experienced users only. Please do not change any of the
values on this page unless you are already familiar with these functions.

4i Changing these settings can adversely affect the performance of

&

& your access points.

Advanced Settings

Contention Slot Select “Short” or “Long” — this value is used for
contention windows.

Preamble Type Set the wireless radio preamble type. The

preamble type in 802.11 based wireless
communication defines the length of the CRC
(Cyclic Redundancy Check) block for
communication between the access point and
roaming wireless adapters. The default value is
“Short Preamble”.

Guard Interval Set the guard interval. A shorter interval can
improve performance.

802.11g Protection | Enable/disable 802.11g protection, which
increases reliability but reduces bandwidth
(clients will send Request to Send (RTS) to
access point, and access point will broadcast
Clear to Send (CTS), before a packet is sent
from client.)
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802.11n Protection | Enable/disable 802.11n protection, which
increases reliability but reduces bandwidth
(clients will send Request to Send (RTS) to
access point, and access point will broadcast
Clear to Send (CTS), before a packet is sent
from client.)

DTIM Period Set the DTIM (delivery traffic indication
message) period value of the wireless radio.
The default value is 1.

RTS Threshold Set the RTS threshold of the wireless radio. The
default value is 2347.

Fragment Set the fragment threshold of the wireless

Threshold radio. The default value is 2346.

Multicast Rate Set the transfer rate for multicast packets or
use the “Auto” setting.

Tx Power Set the power output of the wireless radio. You

may not require 100% output power. Setting a

lower power output can enhance security since
potentially malicious/unknown users in distant
areas will not be able to access your signal.

Beacon Interval Set the beacon interval of the wireless radio.
The default value is 100.

Station idle Set the interval for keepalive messages from

timeout the access point to a wireless client to verify if

the station is still alive/active.
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Profile Group Settings

Radio B/G/N (2.4 GHz) Radio AINIAC (5.0 GHz)

WLAN Group Override Default Setting

Guest Network Group Override Default Setting

RADIUS Group

MAC Access Control
Group

Override Default Setting

Override Default Setting

Group Settings

Disable

Disable

Disable

Disable

Override Default Setting | Disable v
Override Default Setting | Disable v

Search Search
Group Name : System Default
MAC Address Device Name MAC Address Device Name
No Access Point 80:1F:02:CC:DD:10 APE0TF02CCDDI0
= 74:DA:38:27:1B:48 APT4DA3B2T1B4E
Members 74:DA:38:27:1B:3C APT4DA3B2TIB3C
- 74:DA:38:03:23:9C APT4DA3B03239C
74:DA:38:27:1B:46 APT4ADA3B2T1B4G
74:DA:38:27:1B:38 APT4DA3B2T1B3S
74:DA:38:27:1B:54 APT4DAZR2TIBE4
74:DA:38:27:1B:40 APT4ADA3B2T1B40
74:DA:38:27T:1B:3E APT4DA3B2TIB3E
74:DA:38:27:1B:44 APT4DAZR2T1E44

Profile Group Settings

WLAN Group Assign the access point group’s 2.4GHz or
5GHz SSIDs to a WLAN Group. You can edit
WLAN groups in NMS Settings > WLAN.
Assign the access point group’s 2.4GHz or
5GHz SSIDs to a Guest Network Group. You
can edit Guest Network groups in NMS
Settings = Guest Network.

Assign the access point group’s 2.4GHz SSIDs
to a RADIUS group. You can edit RADIUS
groups in NMS Settings > RADIUS.

Assign the access point’s 2.4GHz SSIDs to a
RADIUS group. You can edit RADIUS groups in
NMS Settings = Access Control.

Guest Network
Group

RADIUS Group

Access Control
Group
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V-5-2. WLAN

Displays information about each WLAN and WLAN group in the local network
and allows you to add or edit WLANs & WLAN Groups. When you add a WLAN
Group, it will be available for selection in NMS Settings = Access Point access
point Profile Settings & access point group Profile Group Settings (V-5-1.)

The search function can be used to locate a WLAN or WLAN Group. Type in
the search box and the list will update:

Search I[: H.ﬂatch whole words

WLAN

Search [Z] match whole words

B Name/ESSID VLAN ID Authentication Encryption Additional Authentication
|:| SSID_DEMO_01 1 OPEN NONE No additional authentication

= SSID_DEMO_02 1 OPEN NONE No additional authentication

[ 433 | [ Bdit | [ Clone | | DeleeSelecwed | [ Deleean |

WLAN Groups

Search [Z] match whole words

|:| Group Name VILAN members WLAN member list Used AP Used AP Group
SSID_DEMO_01

(=] Group_SS5ID_Demo 2
SSID_DEMO_02

[ a8 | [ Biit | [ Qlone | | DeloteSelooed | | Delee an

Select a WLAN or WLAN Group using the check-boxes and Edit
click “Edit” or click “Add” to add a new WLAN or WLAN ;\[ﬁ
Group:

Add
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Add/Edit WLAN
WLAN Settings

Name/ESSID edimax2.4
Description
VLAN ID 1
Broadcast 551D Enable
Wireless Client Isolation | Disable v
Load Balancing 50 y50

Authentication Method Mo Authentication

Additional Authentication Mo additional authentication v

WLAN Advanced Settings

Smart Handover Settings
Smart Handover Enable '® Disable

RSSI Threshold -80 v |dB

Active WLAN Schedule Settings *This function will not work until [NMS Setfings-> ance
=Date and Time->NTP Time Server) are enabled.

Schedule Group Disable ¥

WLAN Settings

Name/ESSID Edit the WLAN name (SSID).

Description Enter a description of the SSID for reference
e.g. 2" Floor Office HR.

SSID Select which SSID to configure security
settings for.

VLAN ID Specify the VLAN ID.

Broadcast SSID Enable or disable SSID broadcast. When

enabled, the SSID will be visible to clients as
an available Wi-Fi network. When disabled,
the SSID will not be visible as an available
Wi-Fi network to clients — clients must
manually enter the SSID in order to connect.
A hidden (disabled) SSID is typically more
secure than a visible (enabled) SSID.
Wireless Client Enable or disable wireless client isolation.
Isolation Wireless client isolation prevents clients
connected to the access point from
communicating with each other and improves
security. Typically, this function is useful for
corporate environments or public hot spots
and can prevent brute force attacks on
clients’ usernames and passwords.
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Load Balancing Load balancing limits the number of wireless
clients connected to an SSID. Set a load
balancing value (maximum 50).

Authentication Select an authentication method from the
Method drop down menu.

Additional Select an additional authentication method
Authentication from the drop down menu.

Various security options (wireless data encryption) are available. When data is
encrypted, information transmitted wirelessly cannot be read by anyone who
does not know the correct encryption key.

4 It’s essential to configure wireless security in order to prevent
& unauthorised access to your network.

‘l Select hard-to-guess passwords which include combinations of

& numbers, letters and symbols, and change your password
regularly.

Please refer to V-5-2-1. No Authentication and onwards below for more
information on authentication and additional authentication types.

WLAN Advanced Settings

Smart Handover Enable or disable Smart Handover.

RSSI Threshold Set a RSSI Threshold level.

Schedule Group Assign to a specified schedule (schedule must
be pre-configured in NMS Settings 2>
Schedule.)

V-5-2-1. No Authentication

Authentication is disabled and no password/key is required to connect to the
access point.

‘l Disabling wireless authentication is not recommended. When
&= disabled, anybody within range can connect to your device’s SSID.

V-5-2-2. WEP
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WEP (Wired Equivalent Privacy) is a basic encryption type. For a higher
level of security consider using WPA encryption.

Key Length Select 64-bit or 128-bit. 128-bit is more secure
than 64-bit and is recommended.

Key Type Choose from “ASCII” (any alphanumerical
character 0-9, a-z and A-Z) or “Hex” (any
characters from 0-9, a-f and A-F).

Default Key Select which encryption key (1 — 4 below) is the

default key. For security purposes, you can set
up to four keys (below) and change which is
the default key.

Encryption Key 1 —
4

Enter your encryption key/password according
to the format you selected above.

V-5-2-3. IEEE802.1x/EAP

Key Length

Select 64-bit or 128-bit. 128-bit is more secure
than 64-bit and is recommended.

V-5-2-4. WPA-PSK

WPA-PSK is a secure wireless encryption type with strong data
protection and user authentication, utilizing 128-bit encryption keys.

WPA Type Select from WPA/WPA2 Mixed Mode-PSK,
WPA2 or WPA only. WPA2 is safer than WPA
only, but not supported by all wireless clients.
Please make sure your wireless client supports
your selection.

Encryption Select “TKIP/AES Mixed Mode” or “AES”
encryption type.

Key Renewal Specify a frequency for key renewal in

Interval minutes.

Pre-Shared Key Choose from “Passphrase” (8 — 63

Type alphanumeric characters) or “Hex” (up to 64
characters from 0-9, a-f and A-F).
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Pre-Shared Key Please enter a security key/password according
to the format you selected above.

V-5-2-5. WPA-EAP

WPA Type Select from WPA/WPA2 Mixed Mode-EAP,
WPA2-EAP or WPA-EAP.

Encryption Select “TKIP/AES Mixed Mode” or “AES”
encryption type.

Key Renewal Specify a frequency for key renewal in

Interval minutes.

g WPA-EAP must be disabled to use MAC-RADIUS authentication.

V-5-2-6. Additional Authentication

Additional wireless authentication methods can also be used:

MAC Address Filter

Restrict wireless clients access based on MAC address specified in the MAC
filter table.

g See V-5-4. MAC Filter to configure MAC filtering.

MAC Filter & MAC-RADIUS Authentication

Restrict wireless clients access using both of the above MAC filtering &
RADIUS authentication methods.

MAC-RADIUS Authentication

Restrict wireless clients access based on MAC address via a RADIUS server, or
password authentication via a RADIUS server.

g See V-5-3. RADIUS to configure RADIUS servers.

@ Uze MAC address

MAC RADIUS Password lIze the following password
MAC RADIUS Select whether to use MAC address or
Password password authentication via RADIUS server. If
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you select “Use the following password”, enter
the password in the field below. The password
should match the “Shared Secret” used in
V-5-3. RADIUS.

Add/Edit WLAN Group

When you add a WLAN Group, it will be available for selection in NMS
Settings = Access Point access point Profile Settings & access point group
Profile Group Settings (V-5-1.)

WLAN Group Settings

Name
Description

Search Match whole words

Name/ESSID VLANID Schedule Group
Members
edimax2.4 Override |1 override | Disable ¥
*Schedule Group function will not work until ([NMS5 Settings->Advanced->Date and Time-=NTP Time
Server) are enabled.

WLAN Group Settings

Name Edit the WLAN Group name.

Description Enter a description of the WLAN Group for
reference e.g. 2" Floor Office HR Group.

Members Select SSIDs to include in the group using the

checkboxes and assign VLAN IDs. You can
override individual schedule settings and
assign a different schedule.
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V-5-3. RADIUS

Displays information about External & Internal RADIUS Servers, Accounts and
Groups and allows you to add or edit RADIUS Servers, Accounts & Groups.
When you add a RADIUS Group, it will be available for selection in NMS
Settings = Access Point access point Profile Settings & access point group
Profile Group Settings (V-5-1.)

The search function can be used to locate a RADIUS Server, Account or Group.
Type in the search box and the list will update:

Search E I:g-.ﬂatch whole words
Make a selection using the check-boxes and click “Edit” or Edit
click “Add” to add a new WLAN or WLAN Group: ‘—\[ﬁ
| Add |
External RADIUS Server
Search Match whole words
Mame RADIUS server Authentication Port Session Timeout (sec) Accounting

Please add External RADIUS Server setting

| Add || Edit || Clone || Delete Selected || Delete All |

Internal RADIUS Server

Search Match whole words

Mame EAP Authentication Session Timeout (sec) Termination-Action

Please add Internal RADIUS Server setting

| Add || Edit || Clone || Delete Selected || Delete All |

RADIUS Account
Search Match whole words
Name Password

Please add User Account

| Add || Edit || Delete Selected || Delete All |

RADIUS Group
Search Match whole words
Name 2.4GHz 5GHz RADIUS accounts

Please add RADIUS group setting

| Add || Edit || Clone || Delete Selected || Delete All |




Add/Edit External RADIUS Server

External RADIUS Server

Name

Description

RADIUS Server

Authentication Port 1812

Shared Secret

Session Timeout 3600 Seconds

Accounting * Enable Disable

Accounting Port 1813

Name

Enter a name for the RADIUS Server.

Description

Enter a description of the RADIUS Server for
reference.

RADIUS Server

Enter the RADIUS server host IP address.

Authentication
Port

Set the UDP port used in the authentication
protocol of the RADIUS server. Value must be
between 1 — 65535.

Shared Secret

Enter a shared secret/password between 1 —
99 characters in length. This should match the
password in RADIUS server’s configuration.

Session Timeout

Set a duration of session timeout in seconds
between 0 — 86400.

Accounting

Enable or disable RADIUS accounting.

Accounting Port

When accounting is enabled (above), set the
UDP port used in the accounting protocol of
the RADIUS server. Value must be between 1 -
65535.
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Upload EAP Certificate File

EAP Certificate File Format PRCSH1 2(* plal.p12)
Upload EAP Certificate File Choose File | Mo file chosen
Password of EAP Certificate File
Upload
Internal RADIUS Server
Name
Description
EAP Internal Authentication PEAP(MS-FEAP) ¥

Shared Secret

Session-Timeout 3600 Seconds

*' Reauthenication (RADIUS-Request)

Termination-Action MNot-Reauthenication (Default)

Mot-Send

Add/Edit Internal RADIUS Server

Upload EAP Certificate File

EAP Certificate File
Format

Displays the EAP certificate file format:
PCK#12(*.pfx/*.p12)

EAP Certificate File

Click “Upload” to open a new window and
select the location of an EAP certificate file to
use. If no certificate file is uploaded, the
internal RADIUS server will use a self-made
certificate.

Internal RADIUS Server

Name

Enter a name for the Internal RADIUS Server.

Description

Enter a description of the Internal RADIUS
Server for reference.

EAP Certificate File
Format

Displays the EAP certificate file format:
PCK#12(*.pfx/*.p12)

EAP Certificate File

Click “Upload” to open a new window and
select the location of an EAP certificate file to
use. If no certificate file is uploaded, the
internal RADIUS server will use a self-made
certificate.
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EAP Internal Select EAP internal authentication type from
Authentication the drop down menu.
Shared Secret Enter a shared secret/password for use

between the internal RADIUS server and
RADIUS client. The shared secret should be 1 —
99 characters in length.

Session Timeout Set a duration of session timeout in seconds
between 0 — 86400.

Termination Action | Select a termination-action attribute:
“Reauthentication” sends a RADIUS request to
the access point, “Not-Reathentication” sends
a default termination-action attribute to the
access point, “Not-Send” no
termination-action attribute is sent to the
access point.

Add/Edit RADIUS Accounts

The internal RADIUS server can authenticate up to 256 user accounts. The
“RADIUS Accounts” page allows you to configure and manage users.

RADIUS Accounts

User Name

Example: USER1, USERZ, USER3, USER4

Enter username here

Add || Reset

User Registration List

Select User Name Password Customize

Edimaxx Mot Configured Edit

Delete cted || Delete All
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Edit User Registration List

User Name Edimax (4-16characters)

Password (B-32characters)

RADIUS Accounts

User Name Enter the user names here, separated by
commas.

Add Click “Add” to add the user to the user
registration list.

Reset Clear text from the user name box.

User Registration List

Select Check the box to select a user.

User Name Displays the user name.

Password Displays if specified user name has a password
(configured) or not (not configured).

Customize Click “Edit” to open a new field to set/edit a

password for the specified user name (below).

Delete Selected Delete selected user from the user registration
list.
Delete All Delete all users from the user registration list.

Edit User Registration List

User Name Existing user name is displayed here and can
be edited according to your preference.
Password Enter or edit a password for the specified user.

66



EDIMAX 39

Add/Edit RADIUS Group

When you add a RADIUS Group, it will be available for selection in NMS
Settings = Access Point access point Profile Settings & access point group
Profile Group Settings (V-5-1.)

RADIUS Group Settings

Group
Name
Description
2.4GHz
RADIUS

5GHz
RADIUS

Primary : | Disabled ¥ | Secondary :| Disabled ¥

Primary : | Disabled ¥ | Secondary :| Disabled ¥
Search Match whole words

Members Username Password
Add

RADIUS Group Settings

Group Name Edit the RADIUS Group name.

Description Enter a description of the RADIUS Group for
reference.

2.4GHz RADIUS Enable/Disable primary & secondary RADIUS
servers for 2.4GHz.

5GHz RADIUS Enable/Disable primary & secondary RADIUS
servers for 5GHz.

Members Add RADIUS user accounts to the RADIUS
group.
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V-5-4. Access Control

MAC Access Control is a security feature that can help to prevent
unauthorized users from connecting to your access point.

This function allows you to define a list of network devices permitted to
connect to the access point. Devices are each identified by their uniqgue MAC
address. If a device which is not on the list of permitted MAC addresses
attempts to connect to the access point, it will be denied.

The Access Control panel displays information about MAC Access Control &
MAC Access Control Groups and Groups and allows you to add or edit MAC
Access Control & MAC Access Control Group settings. When you add an
Access Control Group, it will be available for selection in NMS Settings =
Access Point access point Profile Settings & access point group Profile Group
Settings (V-5-1.)

The search function can be used to locate a MAC address or MAC Access
Control Group. Type in the search box and the list will update:

Search I[ w-.ﬂatch whole words

Make a selection using the check-boxes and click “Edit” or
click “Add” to add a new MAC Address or MAC Access Control
Group:

Edit

Add

MAC Access Control

Search Match whole words

MAC Address Description

Please add MAC Access Control setting

Add | | Delete Selected Delete All

MAC Access Control Group

Search Match whole words

Group Name Policy Members Used AP Used AP Group

Mo MAC Access Control Group

Add Edit Clone Delete Selected Delete All
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Add/Edit MAC Access Control

MAC Access Control

Add MAC Address
Remain entries (256)

Add || Reset

MAC Access Contrel List

MAC Address Description Delete

Please add MAC Addresses

Add MAC Address | Enter a MAC address of computer or network
device manually e.g. ‘aa-bb-cc-dd-ee-ff’ or
enter multiple MAC addresses separated with
commas, e.g.
‘aa-bb-cc-dd-ee-ff,aa-bb-cc-dd-ee-gg’

Add Click “Add” to add the MAC address to the
MAC address filtering table.
Reset Clear all fields.

MAC address entries will be listed in the “MAC Address Filtering Table”. Select
an entry using the “Select” checkbox.

Select Delete selected or all entries from the table.

MAC Address The MAC address is listed here.

Delete Selected Delete the selected MAC address from the
list.

Delete All Delete all entries from the MAC address
filtering table.

Export Click “Export” to save a copy of the MAC
filtering table. A new window will pop up for
you to select a location to save the file.
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Add/Edit MAC Access Control Group

When you add an Access Control Group, it will be available for selection in
NIMS Settings = Access Point access point Profile Settings & access point
group Profile Group Settings (V-5-1.)

MAC Filter Group Settings

Group Name
Description
Action Blacklist ¥

Search Match whole words

Members MAC Address Description
No MAC Access Control Profile

MAC Filter Group Settings

Group Name Edit the MAC Access Control Group name.

Description Enter a description of the MAC Access Control
Group for reference.

Action Select “Blacklist” to deny access to specified

MAC addresses in the group, and select
“Whitelist” to permit access to specified MAC
address in the group.

Members Add MAC addresses to the group.
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V-5-5. Guest Network

You can setup an additional “Guest” Wi-Fi network so guest users can enjoy
Wi-Fi connectivity without accessing your primary networks. The “Guest”
screen displays settings for your guest Wi-Fi network.

The Guest Network panel displays information about Guest Networks and
Guest Network Groups and allows you to add or edit Guest Network and
Guest Network Group settings. When you add a Guest Network Group, it will
be available for selection in NMS Settings = Access Point access point Profile
Settings & access point group Profile Group Settings (V-5-1.)

The search function can be used to locate a Guest Network or Guest Network
Group. Type in the search box and the list will update:

Search I[ w-.ﬂatch whole words

Make a selection using the check-boxes and click “Edit” or Edit

click “Add” to add a new Guest Network or Guest Network
Group.

Add

Search Match whole words
Name/ESSID VLANID Authentication Encryption Additional Authentication
Guest 2 4GHz 1 WPA2-PSK AES i
Guest 5GHz 1 WPA2-PSK AES

Add | | Edit Clone | | Delete Selected | | Delete All

Guest Network Group

Search Match whole words

Group Name Guest Network members Guest Network member list Used AP Used AP Group

AP301F02CCDD10
APTADA3B2T1B4E

Wizard Guest2.4G Group 1 1 Guest 2.4GHz AP74DA38271B3C ‘Wizard AP Group 2
APT4DA3803239C
APTADA3B271B46
AP801F02CCDD10
APTADA38271B48

Wizard Guest 5G Group 2 1 Guest 5GHz APT4DA382T1B3C Wizard AP Group 2
APT4DA3803239C
APTADA3B2T1B4G

Add | | Edit | | Clone | | Delete Selected | | Delete All
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Add/Edit Guest Network

Guest Network Settings

Name/ESSID

Description

VLAN ID 1
Broadcast S5ID Enable ¥

Wireless Client Isolation | STA Separator ¥

Load Balancing 50 U510
Authentication Method No Authentication ¥
Additional Authentication No additional authentication v

Guest Access Policy

Guest Portal Settings
Guest Portal Disable

Traffic Shaping Settings

Traffic Shaping Dizable v
Downlink 50 Mbps
Uplink 50 Mbps

Filtering Settings

IP Filtering Disable *
0.0.00
Rules
0.0.0.0
0.0.0.0

Guest Network Advanced Settings

L

IP/Subnet Mask
10.0.0.0
110.0.0.0
10.0.0.0

Schedule Group Settings *This function will not work until (NMS Settings-=Advanced-=Date

and Time->NTP Time Server) are enabled.

Schedule Group Disable v

Guest Network Settings

Name/ESSID Edit the Guest Network name (SSID).

Description Enter a description of the Guest Network for
reference e.g. 2" Floor Office HR.

VLAN ID Specify the VLAN ID.

Broadcast SSID Enable or disable SSID broadcast. When

enabled, the SSID will be visible to clients as
an available Wi-Fi network. When disabled,
the SSID will not be visible as an available
Wi-Fi network to clients — clients must
manually enter the SSID in order to connect.
A hidden (disabled) SSID is typically more
secure than a visible (enabled) SSID.

Wireless Client

Enable or disable wireless client isolation.
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Isolation Wireless client isolation prevents clients
connected to the access point from
communicating with each other and improves
security. Typically, this function is useful for
corporate environments or public hot spots
and can prevent brute force attacks on
clients’ usernames and passwords.

Load Balancing Load balancing limits the number of wireless
clients connected to an SSID. Set a load
balancing value (maximum 50).

Authentication Select an authentication method from the
Method drop down menu.

Additional Select an additional authentication method
Authentication from the drop down menu.

Various security options (wireless data encryption) are available. When data is
encrypted, information transmitted wirelessly cannot be read by anyone who
does not know the correct encryption key.

4 It’s essential to configure wireless security in order to prevent

& unauthorised access to your network.

‘i Select hard-to-guess passwords which include combinations of

& numbers, letters and symbols, and change your password
regularly.

Please refer to V-5-2-1. for more information on authentication and additional
authentication types.

Guest Access Policy

Guest Portal Select a guest portal to use for this guest
SSID. Guest portals can be configured in NMS
Settings = Guest Portal.

Traffic Shaping Enable or disable traffic shaping for the guest
network.

Downlink Enter a downlink limit in MB.

Uplink Enter an uplink limit in MB.

IP Filtering Select “Deny” or “Allow” to deny or allow

specified IP addresses to access the guest
network. Select “Disable” to disable IP
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filtering.

Rules Enter IP addresses to be filtered according to
the Deny or Allow rule specified above and
check the box for each IP address to be
filtered.

Guest Network Advanced Settings

Schedule Group Assign guest SSID to a specified schedule
(schedule must be pre-configured in NMS
Settings = Schedule.)

Add/Edit Guest Network Group

When you add a Guest Network Group, it will be available for selection in
NMS Settings = Access Point access point Profile Settings & access point
group Profile Group Settings (V-5-1.)

Guest Group Settings

Name
Description
Search Match whole words
Mame/ESSID VLAN ID Schedule Group
Members
GuestPL Override |1 Override | Disable ¥

*Schedule Group function will not work until (NMS Settings-=Advanced-=Date and Time->NTP Time
Server) are enabled.

Guest Network Group Settings

Group Name Edit the Guest Network Group name.

Description Enter a description of the Guest Network for
reference.

Members Add SSIDs to the Guest Network group. You

can override individual VLAN ID & schedule
settings and assign a different VLAN ID or
schedule.
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V-5-6. Users

User accounts can be created, monitored and managed for use with the
controller’s guest portal function. Guest portal settings can be found at V-5-7.
Guest Portal (NMS Settings = Guest Portal).

When a guest portal is enabled, users who connect to the Guest SSID will
automatically arrive at the customizable guest portal page. From there a user
account login is required to access the network. These user accounts are
created and grouped here, and then selected as the Authentication User
Group at NMS Settings = Guest Portal.

The guest portal also generates a Front Desk URL which allows staff/admins to
login and quickly create/manage user accounts and expiry times, and
generate & print tickets with login credentials to give to guest users. These
staff/admin accounts are created and grouped here, and selected as the Front
Desk User Group at NMS Settings = Guest Portal.

Information on the users page is displayed about each user account and user
account group.

The search function can be used to locate a user or user group. Type in the
search box and the list will update:

Search I[ w-.ﬂatch whole words

Search Match whole words
Name Create Time Valid Period Description Status Action
userooi 1970/01/01 00:11:41 Always () @x&)
user002 1970/01/01 00:11:53 Always () @&

Add | | Edit | | Clone | | Delete Selected | | Delete All | | Upload List | | Download List

Search Match whole words
Group Name User members User member list Description Role Type
Default 1] Default
. userd0l
Group_sStatic_Users 2 Guest Portal user

userloz2

Add Edit Clone Delete Selected Delete All
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The Status icon displays grey (logged out), yellow (expired), red (locked) or
green (active) for each user.

The Action icons can lock/unlock or revive (an expired) Ty Y 2
—
user account. '

Select a user or user group using the check-boxes and click .
=R 1T . . . " ” v Edit

Edit” to make configurations, or click “Add” to add new R{F_“)
users and groups:

Add

,ifi“i\ You can download and upload user lists as .csv files for
" convenience.
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Add/Edit User
Name manager
Description managerOfGuestPortalPL
Password  [seesessssssssaseeses
Confirm Password ~ [sesssesssnsssnnssnns
User Group managerPL v

User Settings

Name Edit the user account name.

Description Enter a description of the user account name
e.g. Guest Portal 1

Password Specify a password for the account.

Confirm Password | Confirm the password for the account.

User Group Assign the user account to a user group so it
can be utilized by the guest portal.

Add/Edit User Group
User Group Settings

Name Group_Static_Users

Description

Role Type Guest Portal user T

Search Match whole words
Name User Group Description
Members ' userdol Group_Static_Users
' userfn2 Group_Static_Users

User Group Settings

Name Edit the user group name.

Description Enter a description of the user group name
e.g. Front Desk or Guest Users.

Role Type Select whether the group is for Guest Portal
users or Front Desk managers.

Members Select which user accounts to include in the
group.
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V-5-7. Guest Portal

Displays information about guest portals and allows you to edit guest portal
settings. Guest portals require users to be created at NMS Settings = Users.

When a guest portal is enabled, users who connect to the Guest SSID will
automatically arrive at the customizable guest portal page. From there a user
account login is required to access the network. These user accounts are
created and grouped at NMS Settings = Users, and then selected as the
Authentication User Group here.

The guest portal also generates a Front Desk URL which allows staff/admins to
login and quickly create/manage user accounts and expiry times, and
generate & print tickets with login credentials to give to guest users. These
staff/admin accounts are created and grouped at NMS Settings = Users and
then selected as the Front Desk User Group here.

Search Match whole words

Name Guest Portal Type Used Guest Network

Guest 2. 4GHz
Guest 5GHz

Guest_Portal_Static_Users Static Users

Add Edit Delete Selected Delete All

Guest Portal Settings

Idle Timeout 5 ¥ minutes

Login Password Retry

5 (1-30 times)
Lockout ' ’

Apply

Guest Portal Settings

Idle Timeout Specify a duration of idle time after which the
guest portal will timeout.

Login Password Specify number of incorrect login attempts

Retry Lockout before the user account is locked.
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V-5-7-1. Add/Edit Guest Portal

Add a guest portal or edit an existing guest portal for use with the guest
network.

Guest Portal Settings

Name

Description

Guest Portal Type
Authentication Server

Front Desk User Group
Front Desk Generation URL
Front Desk Printout Message

Authentication User Group

Landing Page

GuestPortalPL

Edit

managerP L
hittp://192.168.8.37frontdes k. html

PLOfficeTestGuestPortal
Dynamic Users v

Local Database ¥

L

guestGroupPL v

Redirect to the original URL

* Promotion URL | http/f ¥

www . edimax.pl

Guest Portal Settings

Name

Edit the name of the guest portal for
reference.

Description

Enter a description of the guest portal for
reference.

Guest Portal Type

Select a guest portal type. Refer below for
more information about available types.

Authentication Select an authentication server: Local

Server Database is the default setting.

Front Desk User Select a user group for front desk access.
Group

Front Desk Displays the URL of your Front Desk page. See

Generation URL

below for more information.

Front Desk Printout

Edit the content of Front Desk printout ticket.

Message Refer below for more information.
Authentication Select a user group for login to the guest
User Group network.

Landing Page Specify a landing page for users after

successful login.
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V-5-7-1-1. Front Desk URL

Go to this URL in a web browser and members of the Front Desk User Group
can login to create guest accounts, set expiry limits and printout tickets.

& Guest Portal Type Dynamic must be selected to use Front Desk.

Guest Portal Settings

Name GuestPortalPL

Description PLOfficeTestGuestPortal
Guest Portal Type Dynamic Users v
Authentication Server Local Database v

Front Desk User Group

Front Desk Generation URL

Front Desk Printout Message

Authentication User Group guestGroupPL ¥

Redirect to the original URL
Landing Page *®' Promotion URL | http:// ¥
www.edimax.pl

1. Login with an account from the Front Desk User Group (NMS Settings
- Users).

Front Desk Login

i PEOPLE TOOETHER
Username

Password

Login

2. The Guest Account Wizard allows you to setup a new user account and
configure the valid period & SSID, or upload a bulk guest list in .csv
format. Click Next to continue.

s8I0 Eteirie Sewn #
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3. A summary of the new account(s) is displayed with quick links to print
tickets for individual or all new accounts.

Quest Acooest Wizsrd

Frnt Al

4. The Guest Account Monitor displays all guest accounts along with status
and quick action icons to print, revive expired accounts or lock/unlock
(disable/enable) accounts.

Yellow: Expired T———
Red: Locked - R
Grey:  Logged out -] N
Green: Active - o oo¢
" O =t
Mouseover a status or action . o o

Ak icon for a description, and use
" the arrows to reorder the list Prit A
according to S/N or Status.

Anytime you choose to print account(s) your browser will open a print
dialog box where you can select your print destination and configure
print settings as usual:
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V-5-7-1-2. Front Desk Printout

Edit and preview the content of the Front Desk printout in the text box using
the variables listed in the Definition Table. E.g. (USERNAME) will display on
the printout as the specified username.

& Guest Portal Type Dynamic must be selected to use Front Desk.

Front Desk User Group managerPFL ¥

Front Desk Generation URL hitp.ii192.168.8. 37 frontdesk hitmil
Front Desk Printout Message Edi

Authentication User Group gu upPL *

R ct to the criginal URL

Landing Page ® Promotion URL | http:// ¥
Definition Table
Symbol Description
{SSID} Suggest SSID of Captive Portal user
{USERNAME} Name of Captive Portal user
{PASSWORD} Pazsword of Captive Portal user
{PERIOD} The valid access time of Network Service.
{EXPIRETIME} The expire time of user account
{CREATETIME} The create time of user account
{SN} Serial number of user account
*While printing the user data in Front Desk page, the "Symbol” will be replaced by the value in Users database.

Printout Content

Welcome!
EDIMAX Technology Co,. Ltd

Guest Internet Service

SSID: {SSID}

Username: {USERNAME}
Password: [PASSWORD}
Valid Period: {PERICD}
Expire Time: {EXPIRETIME}

Create Time: {CREATETIME}
SIN: {SN}

Thank you very much !

| Peiew | [ Aesly | [ Cucel |
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V-5-7-1-3. Guest Portal Type

Four types of guest portal are available from the drop down menu:

Name GuestPortalPL

Diescription PLOfficeTestGuestPortal

Guest Portal Type | Dynamic Users v
Free

Authentication Server
Service Level Agreement

Front Desk User Group Static Users

Front Desk Generation URL
Free Redirects users to the specified landing page,

with no user login required.

Service Level Agreement Requires users to accept terms and conditions,
with no user login required.

Static Users Requires user login and accept terms and
conditions. Users must be created in Edimax
NMS at NMS Settings = Users. Front Desk is not
used.

Dynamic Users Requires user login and accept terms and

conditions. Allows Front Desk to create user
accounts in addition to Edimax NMS.

83



EDIMAX 39

V-5-7-1-4. Guest Portal Customization

Guest portal customization varies according to guest portal type. Click Edit to
make changes.

Guest Portal Customization

R

Login Portal Edit

Login Partal Customizatisn

e Choose File Mo file chosen
el
Header image L : kJ

Choose File Mo file chosen

-
E D IMAX

Logo image R SR NS PR TE0E

Titie Message Caplive Portal Login

Backgroand Color FFFFFF

Use
itiens of use (“Terms

of the
nd Conditions at any updating the
i s of this page. You » ssted to visie
thiz page and check the then effective Terms and
Conditions periodically.

Preniew || Apply | Cancel

Login Portal Settings

Header Image Select an 800 x 200 header image.

Logo Image Select a 200 x 50 logo image.

Title Message Enter a title message for the guest portal
page.

Background Color Specify a background color as a HEX value.

Terms of Use Enter your terms of use.

84



EDIMAX 39

V-5-8. Zone Edit

Zone Edit displays information about zones for use with the Zone Plan feature
and allows you to add or edit zones.

The search function can be used to find existing zones. Type in the search box
and the list will update:

Search I[:_ I:é-.ﬂatch whole words
Make a selection using the check-boxes and click “Edit” or \Ei:['tﬁ
click “Add” to add a new zone.
Add

Zone Edit
Search [T] match whole words

541674 bytes Available (555360 bytes Total)

|:| Namei/Location Map Size Humber of APs

113686 bytes 10

[ ada |[ Bt | | Clome || Delereselociod | [ Deleean |
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Add/Edit Zone

Upload Zone Image

HEEE | REBEEAERE

Map Image File

Member(s) Settings

NameiLocation

Description
Search Match whole words
MAC Address Device Name Model Status
System Default
T4:DA3B2T1B38 APT4DA3B2T1B3E CAP1200 0
T4:DA3E2T1BS4 APT4DA3IB2T1B54 CAF1200 0
T4:DA3B2T1B:40 APT4DA3B2T1B40 CAP1200 0
Member(s) T4:DA3B2TB3E APT4DA3IB2T1B3E CAF1200 0
T4 DA3B2T 1B 44 APT4DA3E2T1B44 CAP1200 0
Wizard AP Group 2
80:1F.02:CC.DD:10 APB01FOZCCDD10  WAP1TE0 0
T4 DA3B2T 1B 48 APT4DA3E2T1B48 CAP1200 0
T4:DA38271B3C APT4DA3B2T1BIC CAP1200 0
T4:DA38:03:23:9C APT4DA3B03239C WAP1750 0
T4:DA3B2T1B46 APT4DA3IB271B46 CAP1200 0

Upload Zone Image
Choose File

Click to locate an image file to be displayed as
a map in the Zone Plan feature. Typically a
floor plan image is useful.

Zone Setting

Name/Location Enter a name of the zone/location.

Description Enter a description of the zone/location for
reference.

Members Assign access points to the specified

zone/location for use with the Zone Plan
feature.
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V-5-9. Schedule

You can define schedules according to day, start time and end time - and
group multiple schedules together into schedule groups.

Schedule groups can be assigned to WLANs, WLAN Groups & Guest Network
at NMS Settings = WLAN and NMS Settings = Guest Network.

Search Match whole words
Mame Day of week Time
Office Mon, Tue, Wed, Thu, Fri, 08:30-19:30

| Add | | Edit | | Delete Selected | | Delete All |

Schedule Groups

Search Match whole words
Group Name Schedule members Schedule member list
Office 1 Office

| Add | | Edit | | Delete Selected | | Delete All |

Add/Edit Schedule
Use the checkboxes and drop-down menus to setup your schedule.

Schedule Settings

Name Office

Description |Office HQ Mon - Fri

Sun. Mon. Tue. Wed. Thu. Fri. Sat.
b b b b b

Start Time |08 v 1|30 ¥ End Time |19 v 1|30 v



Add/Edit Schedule Group

Schedule Group Settings

Name Office
Description
Search

Members
L

Match whole words

Name
Office

WLAN Group Settings

Name Edit the schedule group name.

Description Enter a description of the schedule group for
reference.

Members Select individual schedules to include in the
schedule group using the checkboxes.
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V-5-10. Device Monitoring

Device monitoring enables you to specify and monitor the status any IP
devices on the network such as IP cameras. The description and status of each
device is displayed in the table.

Device Monitoring

Search Match whaole words
Device IP Description Status
192.163.3.47 IR-113E ()

| Add | | Edit | | Delete Selected | | Delete All |

Add or Edit IP devices by entering the IP address.

Add IP Address

Add || Reset

Devices List

Device IP Description Delete

192.168.8.47 IR-113E



V-5-11. Firmware Upgrade

Firmware Upgrade allows you to upgrade firmware to Access Point Groups.
First, upload the firmware file from a local disk or external FTP server: locate
the file and click “Upload” — you can set a timeout limit for the upload as
desired. The table below will display the Firmware Name, Firmware Version,
NMS Version, Model and Size.

Then click “Upgrade All” to upgrade all access points in the Array or select

Access Point groups from the list using check-boxes and click “Upgrade
Selected” to upgrade only selected access points.

Firmware Upgrade

Update firmware from @ Local O External FTP Server
Firmware File Me file selected,
Timeout 150 Seconds
Uplead
Firmware Name Firmware Version NMS Version Model Size (bytes)
[Local Firmware] 1.3.12 1.0.2.0 CAP1Z00 9076864

Access Point Group

Group Name MAC Address Device Hame Model IP Address Status Firmware Version NMS Version Progress

(] T4:0A:38:2T:16:54 APT4DA382T1B54 CAP1200 192.168.2.124 0 1.3.12 1.0.2.0

T4:0A:38:03:23:8C APT4DA3803238C WAPITS0 192.168.2.102 0 1.3.11 1.0.2.0
(] T4:0A:38:2T:16:48 APT4DA382T1B48 CAP1200 192.188.2.120 0 1.3.12 1.0.2.0
(] T4:0A:38:2T:18:38 APT4DA382T1B38 CAP1200 182.188.2.118 0 1.3.12 1.0.2.0
(] T4:0A38:2T1B:3C APT4DA382T1B3C CAP1200 192.1868.2.110 0 1.3.12 1.0.2.0

80:1F:.02:CC:0D:10 APB01FO2CCOD10 WAPITS0 192.168.2.105 0 1.3.11 1.0.2.0
(] T4:0A:38:2T:16:46 APT4DA3E271B45 CAP1200 182.188.2121 0 1.3.12 1.0.2.0
D T4 DA 38:2T:168:40 APT4DA3BZT1B40 CAP1Z00 192.168.2.126 0 1.3.12 1.0.2.0
D T4:DA38:2T:10:44 APT4DAIBZT 1044 CAP1200 1921682127 0 1.3.12 1.0.2.0
D 74:DA:38:2T1B:3E APT4DA3BZTIBIE CAP1200 1921882128 0 1.3.12 1.0.2.0

[ UendeSeloced | | Upgmdedll | | Refissh |
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V-5-12. Advanced

V-5-12-1. System Security

Configure the NMS system name and security key for communication
between AP Controller and Managed APs.

System Security

MMS System Name adminisrator

NMS Security Key 1234567890123456 (8~16 Characters)

Apply

V-5-12-2. Date & Time

Configure the date & time settings of the AP Array. The date and time of the
access points can be configured manually or can be synchronized with a time
server.

Date and Time Settings

MmE - Year Tlear - Maonth & - Day
Local Time
16 - Hours 13 - Minutes 23 - Seconds

|| oquire Current Time from Your PC |

NTP Time Server

Use NTP [ Enable
Server Name Ulzer-Diefined

Update Interval 24 (Hours)

Time Zone

Time Zone (M T4+08:000) Taipei, Taiwan -

Date and Time Settings

Local Time Set the access point’s date and time manually
using the drop down menus.

Acquire Current Click “Acquire Current Time from Your PC” to
Time from your PC | enter the required values automatically
according to your computer’s current time and
date.
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NTP Time Server

Use NTP The access point also supports NTP (Network
Time Protocol) for automatic time and date
setup.

Server Name Enter the host name or IP address of the time
server if you wish.

Update Interval Specify a frequency (in hours) for the access
point to update/synchronize with the NTP
server.

Time Zone

Time Zone Select the time zone of your country/ region. If
your country/region is not listed, please select
another country/region whose time zone is the
same as yours.
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V-6. Local Network
V-6-1. Network Settings

V-6-1-1. LAN-Side IP Address

The “LAN-side IP address” page allows you to configure your AP Controller on
your Local Area Network (LAN). You can enable the access point to
dynamically receive an IP address from your router’s DHCP server or you can
specify a static IP address for your access point, as well as configure DNS
servers. You can also set your AP Controller as a DHCP server to assign IP
addresses to other devices on your LAN.

A The AP Controller’s default IP address is 192.168.2.1

ﬂ Disable other DHCP servers on the LAN if using AP Controllers
~ DHCP Server.

LAN-side IP Address

IP Address Assignment Static [P Address ~
IP Address 193.158.2.1

Subnet Mask 2552552550
Default Gateway 192.168.2.3
Primary DNS Address 5888

Secondary DNS Address 00,00

LAN-side IP Address

IP Address Select “Static IP” to manually specify a
Assignment static/fixed IP address for your access point.
Select “DHCP Client” for your access point to
be assigned a dynamic IP address from your
router’s DHCP server, or select “DHCP Server”
for your access point to act as a DHCP server
and assign IP addresses on your LAN.

Static IP Address
IP Address Specify the IP address here. This IP address
will be assigned to your access point and will
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replace the default IP address.

Subnet Mask Specify a subnet mask. The default value is
255.255.255.0

Default Gateway For DHCP users, select “From DHCP” to get
default gateway from your DHCP server or
“User-Defined” to enter a gateway manually.
For static IP users, the default value is blank.

Primary DNS For static IP users, the default value is blank.
Address
Secondary DNS For static IP users, the default value is blank.
Address

LAN-side IP Address

IP Address Assignment DHCP Client hd
IP Address 19216821
Subnet Mask 2552552550
Default Gateway From DHCF = 19216823
Primary DNS Address From DHCF - (88832
Secondary DNS Address From DHCP  + |00.00
DHCP Client
IP Address When “DHCP Client” is selected this value
cannot be modified.
Subnet Mask When “DHCP Client” is selected this value

cannot be modified.
Default Gateway Select “From DHCP” or select “User-Defined”
and enter a default gateway.

Primary DNS Select “From DHCP” or select “User-Defined”
Address and enter a primary DNS address.

Secondary DNS Select “From DHCP” or select “User-Defined”
Address and enter a secondary DNS address.
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LAN-side IP Address

IP Address Assignment

IP Address

Subnet Mask

Default Gateway

Primary DNS Address

Second lary DNS Address

DHCP Server Static IP Address

In

dex

1

MAC Address

DHCP Client List

In

dex

MAC Address IP Address

No DHCP Client

IP Address

DHCF Server  ~
192.168.2.1
2552552550
192.168.2.120
APCH00

~ 192.168.2.240

OngHowr =
19216823
8888

0000

n

Lease Time

DHCP Server

IP Address

Specify the IP address here. This IP address
will be assigned to your access point and will
replace the default IP address.

Subnet Mask

Specify a subnet mask. The default value is
255.255.255.0

IP Address Range

Enter the start and end IP address of the IP
address range which your access point’s DHCP
server will assign to devices on the network.

Domain Name

Enter a domain name.

Lease Time Select a lease time from the drop down
menu. IP addresses will be assigned for this
period of time.

Default Gateway Enter a default gateway.

Primary DNS Enter a primary DNS address.

Address

Secondary DNS Enter a secondary DNS address.

Address

Your access point’s DHCP server can be configured to assign static (fixed) IP
addresses to specified network devices, identified by their unique MAC address:

DHCP Server Static IP Address

MAC Address

Enter the MAC address of the network device
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to be assigned a static IP address.
IP Address Specify the IP address to assign the device.
Add Click to assign the IP address to the device.

V-6-1-2. LAN Port Settings

The “LAN Port” page allows you to configure the settings for your AP
Controllers wired LAN (Ethernet) ports.

Wired LAN Port Settings

Wired LAN Port Enable Speed & Duplex Flow Contral 802.3az

LAND Enabled ¥ Auto v Enabled ¥ Enabled ¥
LA&N1 Enabled ¥ Auto v Enabled v Enabled ¥
L&NZ Enabled Auto v Enabled Enabled
LAN3 Enabled ¥ Auto v Enabled ¥ Enabled ¥
Wired LAN Port Identifies LAN port O - 4.
Enable Enable/disable specified LAN port.

Speed & Duplex Select a speed & duplex type for specified LAN
port, or use the “Auto” value. LAN ports can
operate up to 1000Mbps and full-duplex
enables simultaneous data packets
transfer/receive.

Flow Control Enable/disable flow control. Flow control can
pause new session request until current data
processing is complete, in order to avoid
device overloads under heavy traffic.
802.3az Enable/disable 802.3az. 802.3az is an Energy
Efficient Ethernet feature which disables
unused interfaces to reduce power usage.
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V-6-1-3. VLAN
The “VLAN” (Virtual Local Area Network) page enables you to configure VLAN
settings. A VLAN is a local area network which maps workstations virtually
instead of physically and allows you to group together or isolate users from

each other. VLAN IDs 1 — 4095 are supported.

A VLAN IDs in the range 1 — 4095 are supported.

VLAN Interface

Wired LAN Port VLAN Mode VLAN ID

LAND Untagzed Pot = 1
LANT Untagged Fort v 1
LANZ Untagged Port v 1
LAN3 Untagged Port 1

VLAN 1D 1

VLAN Interface

Wired LAN Identifies LAN port 1 or 2 and wireless SSIDs

Port/Wireless (2.4GHz or 5GHz).

VLAN Mode Select “Tagged Port” or “Untagged Port” for
specified LAN interface.

VLAN ID Set a VLAN ID for specified interface, if
“Untagged Port” is selected.

Management VLAN

VLAN ID Specify the VLAN ID of the management VLAN.

Only the hosts belonging to the same VLAN can
manage the device.
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V-7. Local Settings

V-7-1. System Settings

V-7-1-1. System Information

The “System Information” page displays basic system information about the

access point.

System

Model

Product Name
Uptime

System Time
Boot from
Firmware Version
MAC Address
Management VLAN ID
IP Address
Default Gateway
DHS

DHCP Server

Internal Storage

APC500
APIOAABBCCDOT0
0 day 04:11:39
2015/11/06 16:16:35
Internal memory
1.31
00:AABB:CC:DD:A0
1

192.168.2.1
192.168.2.3

Not detected

Wired LAN Port Settings

Wired LAN Port
LAND

Status

Disconnected (—)
Dizconnected (—)
Disconnected (—)

Connected (100 Mbps Full-Duplex)

VLAN Mode/ID
Untagged Port / 1

Untagged Port / 1
Untagged Port / 1

Untagged Port / 1

System

Model

Displays the model number of the access
point.

Product Name

Displays the product name for reference,
which consists of “AP” plus the MAC address.

Uptime Displays the total time since the device was
turned on.

Boot From Displays information for the booted
hardware, booted from either USB or internal
memory.

Version Displays the firmware version.

MAC Address Displays the access point’s MAC address.

Management VLAN | Displays the management VLAN ID.

ID

IP Address Displays the IP address of this device. Click

“Refresh” to update this value.
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Default Displays the IP address of the default
Gateway gateway.

DNS IP address of DNS (Domain Name Server)
DHCP Server IP address of DHCP Server.

Wired LAN Port Settings

Wired LAN Port

Specifies which LAN port (1 or 2).

Status

Displays the status of the specified LAN port
(connected or disconnected).

VLAN Mode/ID

Displays the VLAN mode (tagged or untagged)
and VLAN ID for the specified LAN port. See
V-6-1-3. VLAN

Refresh

Click to refresh all information.
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V-7-1-2. lLog

This information is useful for network administrators. Displays a detailed
information log of users and activity on the network: ID, Date and Time of
entry, Category of entry, Severity, Users, Event/Activities details.

A When the log is full, old entries are overwritten.

All Events/Activities

Search [“I match whole words
IDw Date and Time Category & severity a Users & Events/Activities
680 20151106 15:22:57 NMS Low admin Managed AP(74:DA:38:03:23:9C) connect successfully
679 2015M11/08 15:22:54 NMS Low admin Managed AP(20:1F:02:CC:DD:10) connect successfully
678 2015M11/08 15:22:25 NMS Low admin Managed AP(74:0A:38:03:23:9C) was disconnected
877 2015M11/06 15:22:22 NMS Low admin Managed AP(80:1F:02:CC:DD:10) was disconnected
676 2015M11/06 15:21:50 NMS Low admin Managed AP(74:0A:38:27:1B:54) connect successfully
875 2015M11/086 15:21:33 NMS Low admin Managed AP(74:DA:38:31:27:B8) was disconnected
574 2015M11/06 15:21:30 NMS Low admin Managed AP(74:0A:38:31:27.BA) was disconnected
673 2015111006 15:21:24 NNS Low admin Managed AP(74:DA:38:31:27:BB) was disconnected
672 2015M11/06 15:20:42 NMS Low admin Managed AP(20:1F:02:CC:DD:10) was disconnected
a71 2015M11/06 15:19:36 NMS Low admin Managed AP(74:DA:38:03:23:9C) was disconnected
870 2015M11/06 15:19:33 NMS Low admin Managed AP(74:DA:38:27:1B:54) was disconnected
669 2015M11/08 15:19:21 NMS Low admin Managed AP({00:AA:BB:CC:DD:30) was disconnected
658 2015M1/08 15:19:18 NMS Low admin Managed AP(74:DA:38:27:1B:42) was dizconnected
667 20151106 151812 NMS Low admin Managed AP(00:AA:BB:CC:DD:70) was disconnected
666 2015M1/06 15:19:00 NMS Low admin Managed AP(74:0A:38:00:00:24) was dizconnected
665 2015M11/06 15:18:47 NMS Low admin Managed AP(74:0A:38:03:23:9C) connect successfully
664 2015M11/06 15:18:46 NNS Low admin Managed AP(00:AA:BB:CC:DD:30) connect successfully
663 2015M11/06 15:18:46 NMS Low admin Managed AP(20:1F:02:CC:DD:10) connect successfully
662 20151106 15:18:45 NMS Low admin Managed AP(00:4A:BB:CC:DD:T0) connect successfully
661 201511108 15:18:15 NMS Low admin Managed AP(74:0A:38:03:23:9C) was disconnected
[Save | [ car | [ Refiesh | | s0e61 ~ [

Save Click to save the log as a file on your local
computer.

Clear Clear all log entries.

Refresh Refresh the current log.
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V-7-2. Management

V-7-2-1. Admin

You can change the password used to login to the browser-based
configuration interface here. It is advised to do so for security purposes.

If you change the administrator password, please make a note
4_ of the new password. In the event that you forget this
A password and are unable to login to the browser based
configuration interface, see V-7-3-4. Factory Default for how to
reset the access point.

Account to Manage This Device

Administrator Name admin

---- (4-32Characters)
Administrator Password

..... (Confirm)

Apply

Advanced Settings

Product Name APDOAABBCCDDA10
HTTP Port 30 (80, 1024-65535)
HTTPS Port 443 (443, 1024-65535)
HTTR
¥ HTTPS
Management Protocol ¥ TELMET
SEH
SHMP
SNMP Version viv2e v
SNMP Get Community public
SNMP Set Community private
SNMP Trap Disabled ¥
SNMP Trap Community public
SNMP Trap Manager
Apply

Account to Manage This Device

Administrator Set the access point’s administrator name.
Name This is used to log in to the browser based
configuration interface and must be between
4-16 alphanumeric characters (case sensitive).
Administrator Set the access point’s administrator password.
Password This is used to log in to the browser based
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configuration interface and must be between
4-32 alphanumeric characters (case sensitive).
Advanced Settings
Product Name Edit the product name according to your
preference consisting of 1-32 alphanumeric
characters. This name is used for reference
purposes.
HTTP Port Specify a HTTP port for management.
HTTPS Port Specify a HTTPS port for management.
Management Check/uncheck the boxes to enable/disable
Protocol specified management interfaces (see below).
When SNMP is enabled, complete the SNMP
fields below.
SNMP Version Select SNMP version appropriate for your
SNMP manager.
SNMP Get Enter an SNMP Get Community name for
Community verification with the SNMP manager for
SNMP-GET requests.
SNMP Set Enter an SNMP Set Community name for
Community verification with the SNMP manager for
SNMP-SET requests.
SNMP Trap Enable or disable SNMP Trap to notify SNMP
manager of network errors.
SNMP Trap Enter an SNMP Trap Community name for
Community verification with the SNMP manager for
SNMP-TRAP requests.
SNMP Trap Specify the IP address or sever name (2-128
Manager alphanumeric characters) of the SNMP
manager.
HTTP
Internet browser HTTP protocol management interface
HTTPS
Internet browser HTTPS protocol management interface
TELNET

Client terminal with telnet protocol management interface

SSH

Client terminal with SSH protocol version 1 or 2 management interface
SNMP
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Simple Network Management Protocol. SNMPv1, v2 & v3 protocol supported.
SNMPv2 can be used with community based authentication. SNMPv3 uses
user-based security model (USM) architecture.

V-7-2-2. Date and Time

You can configure the time zone settings of your access point here. The date
and time of the device can be configured manually or can be synchronized
with a time server.

Date and Time Settings

ans - Year Moy = Month I3 - Day
Local Time

16 - Hours 17 - Minutes 37 - Seconds

| foquire Gurrent Titme from Your PC |

NTP Time Server

Use NTP [Z] Enable

Server Name

Update Interval | (Hours}

Time Zone

Time Zone (G T+08:00) Taipel, Taiwan -

Date and Time Settings

Local Time Set the access point’s date and time manually
using the drop down menus.

Acquire Current Click “Acquire Current Time from Your PC” to

Time from your PC | enter the required values automatically
according to your computer’s current time and
date.

NTP Time Server

Use NTP The access point also supports NTP (Network
Time Protocol) for automatic time and date
setup.

Server Name Enter the host name or IP address of the time
server if you wish.

Update Interval Specify a frequency (in hours) for the access
point to update/synchronize with the NTP
server.
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Time Zone

Time Zone

Select the time zone of your country/ region. If
your country/region is not listed, please select
another country/region whose time zone is the
same as yours.
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V-7-2-3. Syslog Server

The system log can be sent to a server, attached to USB storage or sent via
email.

Syslog Server Settings

Transfer Logs Enable Syslog Server

Syslog E-mail Settings

E-mail Logs

E-mail Subject

SMTP Server Address
SMTP Server Port

Sender E-mail

Authentication Disakle

Syslog Server Settings

Transfer Logs Check/uncheck the box to enable/disable the
use of a syslog server, and enter a host
name, domain or IP address for the server,
consisting of up to 128 alphanumeric
characters.

Copy Logs to Check/uncheck the box to enable/disable
Attached USB Device | copying logs to attached USB storage.

Syslog Email Settings

Email Logs Check/uncheck the box to enable/disable email
logs. When enabled, the log will be emailed
according to the settings below.

Email Subject Enter the subject line of the email which will be
sent containing the log.

SMTP Server Specify the SMTP server address for the sender

Address email account.

SMTP Server Port | Specify the SMTP server port for the sender
email account.

Sender Email Enter the sender’s email address.

Receiver Email Specify the email recipient of the log.

Authentication Select “Disable”, “SSL” or “TLS” according to
your email authentication.

Account When authentication is used above, enter the

105



EDIMAX 39

account name.

Password

When authentication is used above, enter the
password.

V-7-2-4, I’'m Here

The access point features a built-in buzzer which can sound on command
using the “I’'m Here” page. This is useful for network administrators and
engineers working in complex network environments to locate the access

point.

Duration of Sound

Duration of Sound

10 (1-300 seconds)

ﬂ The buzzer is loud!

[

Duration of Sound

Set the duration for which the buzzer will
sound when the “Sound Buzzer” button is
clicked.

Sound Buzzer

Activate the buzzer sound for the above
specified duration of time.
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V-7-3. Advanced

V-7-3-1. LED Settings

The access point’s LEDs can be manually enabled or disabled according to
your preference.

LED Settings

Power LED * On Off

System LED * on Off

USB LED * on Off

LAN O LED * on Off

LAN 1 LED * on Off

LAM 2 LED * on Off

LAMN 3 LED * on Off
Power LED Select on or off.
Diag LED Select on or off.

V-7-3-2. Update Firmware

The “Firmware” page allows you to update the system firmware to a more
recent version. Updated firmware versions often offer increased performance
and security, as well as bug fixes. You can download the latest firmware from
the Edimax website.

[ This firmware update is for an individual access point. To
A update firmware for multiple access points in the AP array, go
to NMS Settings = Firmware Upgrade.

Firmware Location

Update firmware from '@' a file on your PC

Update Firmware from PC
Firmware Update File Ho file selected.

A Do not switch off or disconnect the access point during a firmware
@& upgrade, as this could damage the device.
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Update Firmware Select “a file on your PC” to upload firmware
From from your local computer.

Firmware Update File | Click “Browse” to open a new window to
locate and select the firmware file in your
computer.

Update Click “Update” to upload the specified
firmware file to your access point.
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V-7-3-3. Save/Restore Settings

The access point’s “Save/Restore Settings” page enables you to save/backup
the access point’s current settings as a file to your local computer or a USB
device attached to the access point, and restore the access point to previously
saved settings.

Save/Restore Method

Using Device @ Using your PC

Save Settings to PC

Save Settings D Encrypt the configuration file with a password.

Save

Restore Settings from PC
Browses- | Mo file selected.

D Open file with password.

Restore Settings

| Restore

Save / Restore Settings
Using Device Select “Using your PC” to save the access
point’s settings to your local computer.

Save Settings to PC

Save Settings Click “Save” to save settings and a new
window will open to specify a location to
save the settings file. You can also check the
“Encrypt the configuration file with a
password” box and enter a password to
protect the file in the field underneath, if you
wish.

Restore Settings from PC
Restore Settings Click the browse button to find a previously
saved settings file on your computer, then
click “Restore” to replace your current
settings. If your settings file is encrypted with
a password, check the “Open file with
password” box and enter the password in
the field underneath.
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V-7-3-4. Factory Default

If the access point malfunctions or is not responding, then it is recommended
that you reboot the device (see V-7-3-5.) or reset the device back to its factory
default settings. You can reset the access point back to its default settings
using this feature if the location of the access point is not convenient to
access the reset button.

This will restore all settings to factory defaults.

Factory Default

Factory Default Click “Factory Default” to restore settings to
the factory default. A pop-up window will
appear and ask you to confirm.

After resetting to factory defaults, please wait for the access
point to reset and restart.

Ak
4 .
4 N
A N

V-7-3-5. Reboot

If the access point malfunctions or is not responding, then it is recommended
that you reboot the device or reset the access point back to its factory default
settings (see V-7-3-4). You can reboot the access point remotely using this
feature.

This will reboot the product. Your settings will not be changed. Click "Reboot” to reboot the product now.

Reboot

Reboot Click “Reboot” to reboot the device. A
countdown will indicate the progress of the
reboot.
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V-8. Toolbox

V-8-1. Network Connectivity

V-8-1-1. Ping

Ping is a computer network administration utility used to test whether a
particular host is reachable across an IP network and to measure
the round-trip time for sent messages.

Ping Test
Destination Address

Execute

Result

Destination Address | Enter the address of the host.
Execute Click execute to ping the host.

V-8-1-2. Trace Route

Traceroute is a diagnostic tool for displaying the route (path) and measuring
transit delays of packets across an IP network.

Traceroute Test

Destination Address Execute

Result

Destination Address | Enter the address of the host.

Execute Click execute to execute the traceroute
command.
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VI. Appendix

VI-l.  Configuring your IP address

The AP Controller uses the default IP address 192.168.2.1. In order to access
the browser based configuration interface, you need to modify the IP address
of your computer to be in the same IP address subnet e.g. 192.168.2.x (x =3 —
254).

The procedure for modifying your IP address varies across different operating
systems; please follow the guide appropriate for your operating system.

In the following examples we use the IP address 192.168.2.10 though you can
use any IP address in the range 192.168.2.x (x = 3 — 254).

» Ifyou changed the AP Controller’s IP address, or if your
&% gateway/router uses a DHCP server, ensure you enter the correct
IP address. Refer to your gateway/router’s settings. Your
computer’s IP address must be in the same subnet as the AP
Controller.

If using a DHCP server on the networlk, it is advised to use your

&%\ DHCP server’s settings to assign the AP Controller a static IP
address.
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VI-1-1. Windows XP

1. Click the “Start” button (it should be located in the lower-left corner of
your computer), then click “Control Panel”. Double-click the “Network and
Internet Connections” icon, click “Network Connections”, and then
double-click “Local Area Connection”. The “Local Area Connection Status”
window will then appear, click “Properties”.

-i- Local Area Connection Properties

General | Authentication | Advanced

Connect uging:

E® AMD PCNET Family PCl Ethernet Ad

Thiz connection uzes the following ikerns:

El Client for Microsoft Metworks
.@ File and Printer Sharing for Microsoft Mebworks
FEL T

= |rternet Protocol (TCPAP)

Description

Tranzmizzion Control Protocol/lnternet Protocal. The default
wide area network, protocol that provides communication
acrozs diverse interconnected nebwark s,

[ Show icon in natification area when connected
Motify e when this connection has limited or no connectivity

[ 1] 9 H Cancel ]

2. Select “Use the following IP address”, then input the following values:

IP address: 192.168.2.10
Subnet Mask: 255.255.255.0

Click ‘OK’ when finished.
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Internet Protocol (TCPSIP) Properties

eneral |

Y'ou can get IP settings azsigned automatically if wour nebwork, supparts

thiz capability. Othemnwize, you need to azk vour nebwork, administrator for
the approprate [P zetlings.

i matically
(%) Uze the following IP address:

|P addresz 192 168 . 2 . 10
Subnet mask: 25285 285 0
Default gateway: N@‘

Obtain OMS zerver address automatically
(%) Usze the following DNS server addresses:
Preferred DMS zerver: | . . . |

Alternate DMS server: | ) . ) |

[ ak. H Cancel ]
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VI-1-2. Windows Vista

1. Click the “Start” button (it should be located in the lower-left corner of
your computer), then click “Control Panel”. Click “View Network Status and
Tasks”, then click “Manage Network Connections”. Right-click “Local Area
Network”, then select “Properties”. The “Local Area Connection Properties”
window will then appear, select “Internet Protocol Version 4 (TCP / IPv4)”,
and then click “Properties”.

.. Local Area Connection Properties X |
Networking |
Connect using:
| &¥ Intel(R) PRO/1000 MT Network Connection

This connection uses the following items:

9% Client for Microsoft Networks
™ 8 00S Packet Scheduler
D B File and Printer Sharing for Mlcmsoft Networks

1 e Intemet Protocol Vemon 4 (TCP/IPV4)
/O Driver

& Link-Layer Topology Dlscovery Responder

Install.... 1stal Sl Properties >

Description

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

oK | Cancal |

2. Select “Use the following IP address”, then input the following values:

IP address: 192.168.2.10
Subnet Mask: 255.255.255.0

Click ‘OK’ when finished.
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Internet Protocol Version 4 (TCP/IPv4) Properties M

General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

N -
10

Subnet mask:

255.255.255. 0

Default gateway:

Obtain DNS server address automatically

@) Use the following DNS server addresses:

Preferred DNS server:

Alternate DNS server:
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VI-1-3. Windows 7

1. Click the “Start” button (it should be located in the lower-left corner of

your computer), then click “Control Panel”.

—
J, Getting Started

@ Windows Media Center

,C] Calculator

Sticky Notes

% Snipping Tool
l‘:’o?‘;‘j Paint

%J) Remote Desktop Connection

Q,‘ Magnifier

'J‘ Solitaire

» Al Programs

| 'stcﬁ* programs and files

Adjust your computer's settings

s

System and Security
Review your computer's status
Back up your computer

Find and fix problems

Network and Internet
View network status and tasks
Choose homegroup and sharing optigg

View devices and printers
Add a device

Programs

Uninstall a program

X

&

>

o F &

Edimax

Documents

Pictures

Music

Games

Computer

Control Panel
Devices and Printers
Default Programs

Help and Support

View by: Category v

User Accounts and Family Safety
®) Add or remove user accounts
@ Set up parental controls for any user

Appearance and Personalization
Change the theme

Change desktop background

Adjust screen resolution

Clock, Language, and Region
Change keyboards or other input methods
Change display language

Ease of Access
Let Windows suggest settings
Optimize visual display

3. cClick “Local Area Connection”.
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View your basic network information and set up connections

LY

__hv'l
TS5-WINT

(This computer)

View your active networks

Home network
Home network

g

a

Home network

See full map

xR

@

Internet

Connect or disconnect

Mo Internet access

Access type:

HomeGroup:

Connection§_ B Local Area Connection

4. Click “Properties”.

a E H b
Eucal Area Connection Statu l X J

General

Connection

Mediz State:

Duration:

Speed:

IPv4 Connectivity:
IPvE Connectivity:

Mo Internet access
No network access
Enabled

02:08:52

100.0 Mbps

'@'Properh’es

Received

4,393,184
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5.Select “Internet Protocol Version 4 (TCP/IPv4) and then click “Properties”.

= . —
4" Local Area Connection Properties |

Metwaorling

Connect using:

L¥  Broadcom 440« 10/100 Integrated Controller

This connection uses the following tems:

% Client for Microsoft Networks
EQDS Packet Scheduler
J31 File and Printer Sharing for

-Cayer Topoogy oiscovery Mapper /0 Driver
<& Link-Layer Topology Discovery Responder

S —
Description

TCP/IP version 6. The latest version of the intemet protocol

that provides communication across diverse interconnected
networks.

[ ok || cancel |

6. Select “Use the following IP address”, then input the following values:

IP address: 192.168.2.10
Subnet Mask: 255.255.255.0

Click ‘OK’ when finished.
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Internet Protocol Version 4 (TCP/IPv4) Properties M

General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

automatically
Use the following IP address:
2 .10

192 . 168 .

Subnet mask: 255.255.255. 0

Default gateway:

Obtain DNS server address automatically

@) Use the following DNS server addresses:

Preferred DNS server: 3 i ;

Alternate DNS server:
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VI-1-4. Windows 8

1. From the Windows 8 Start screen, you need to switch to desktop mode.
Move your curser to the bottom left of the screen and click.

(=

Intemet Explorer

Rio de Janeiro, Brazil

v
uel

Photos Maps St L]

NASDAQ ESPN - Bret Bielema takes Arkansas job =
2,996.69 ¥ -0.18% (-5.51)
12/4/2012 515 PM EST O

il i s i
- e

&®» il

4 London K
6 Mostly Cloudy - ‘ .
39/28° S

=] ¢ NASA to launch

Weather Music Video

2. In desktop mode, click the File Explorer icon in the bottom left of the
screen, as shown below.

Windows 8
Build 9200

2:47PM
12/3/2012

< [m 9
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3. Right click “Network” and then select “Properties”.

Network View v @
@ - 1 7' b Metwork v & Search Network -l
Metwork discovery and file sharing are turned off, Network computers and devices are not visible, Click to change... x
457 Favorites This folder is empty.
B Desktop
& Downloads

5l Recent places

4| Libraries
3 @ Documents
3 Jﬂ Music
I* = Pictures
B8 Videos

I (M Computer

Expand

Open in new window
Pin to Start

Map network drive...
Disconnect network drive...

Delete

<J

Oiterns = =
2:53PM
12/3/72012

% 93

4. Inthe window that opens, select “Change adapter settings” from the left
side.
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FT e Library Tools  Picture Tools Pictures - g -

Home Share View Manage Manage v e
@ @ ~ 1 [ » Libraries » Pictures » v & Search Pictures -l
¢ Favorites
B Desktop
& Downloads

1 &Y <« Networkand Internet » Network and Sharing Center v & Search Control Panel »
5 Recent places

View your basic network information and set up connections
= Libraries
@ Documents
J’ Music
[=] Pictures

B videos

View your active networks

Change adapter settings
hange advanced shag Network Access type: Internet

Public network Connections: [ Ethernet

Change your networking settings

uC t
1% Computer ¥ Set up a new connection er network

Set up a broadband, dial-up, or VPN connection; or set up a router or access point,
e'! Metwork

@ Troubleshoot problems

Diagnose and repair network problems, or get troubleshooting information.

See also

HomeGroup
Internet Options

Windows Firewall

Titem  1item selected  Library includes: 2 locations

b g

| [ s Network _ﬁl-

Network View v @
@ - 1 f' b Metwork v & Search Network -l
Metwork discovery and file sharina are turned off, Network computers and devices are not visible, Click to chanae... x
ek ey ndfle , _ s
) o MNetwork and Sharing Center
0 Favorites
B Desktop
8 Downloads 1 L& « Network and Internet + Network Connections » v ¢ |  Search Metwork Connections @
5l Recent places
Organize v Disable this network device Diagnose this connection Rename this connection ~ @ @
= Libraries
@ Documents
&' Music @ Disable
[ Pictures Status
B videos Diagnose
) Bridge Connections
1% Computer
Create Shortcut
ej Metwork e
Repam
Ditems Titem  1item selected =2

2:55 PM

12/3/2012
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6. Select “Internet Protocol Version 4 (TCP/IPv4) and then click “Properties”.

%

Network - o
Network View v @
@ - b “' b Metwork v & Search Network -l
Metwork discovery and file sharina are turned off, Network computers and devices are not visible, Click to chanae... x
CH Network and Sharing Center - O
W Favorites @ N K C . o
B Deskiop etworl onnections
& Downloads + @ «¢ Metwork and Internet + Metwork Connections [N ] Search Network Connections @
5l Recent places
4 Libraries
G Documents Networking
J’ Music -
nnect using:
[ Pictures 9
@ Broadcom 44(%¢ 10100 Integrated Controller
B videos
1% Computer This connection uses the following items:
gF\Ie and Printer Sharing for Microsoft Networks ~
€ Network [ -2 Microsoft Network Adapter Muttiplsxor Protacol
-2 Microsoft LLDP Protocol Driver
wdu Link-Layer Topology Discowvery Mapper /0 Driver
& Link-Layer Topology Discovery Responder
i e
Description
Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks
0items Titem  1item selected == =
o 255 PM
LG
s MR

7. Select “Use the following IP address”, then input the following values:

IP address: 192.168.2.10
Subnet Mask: 255.255.255.0

Click ‘OK’ when finished.
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VI-1-5. Mac

1. Have your Macintosh computer operate as usual, and click on “System
Preferences”

System Preferences

2. In System Preferences, click on “Network”.

Internet & Network
HrreéNQ @
| S
MobileMe Metwork QuickTime Sharing

3. Click on “Ethernet” in the left panel.

enon Network
(4[> |[ ShowaAll | Q
Location: | Location (5/2/13 2:54 PM) &l
< e <"““> Status: Connected
. . Ethernet is currently active and has the IP
FireWire address 169.254.75.4.
Mot Connected
@ Wi-Fi = Confi . :
off = onfigure IPv4: | Using DHCP
IP Address: 169.254.75.4
Subnet Mask: 255.255.0.0
Router:
DNS Server:
Search Domains:
= e | Advanced... | )
. 43 .
5] Click the lock to prevent further changes. | Assistme... | Revert Apply

4. Open the drop-down menu labeled “Configure IPv4” and select
“Manually”.
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e 00 Network
< > | [ ShowAll (Qq 7‘
Location: | Location (5/2/13 2:54 PM) 4]
. Ethernet i
“ Connected A Status: Connected
" > Ethernet is currently active and has the IP
@ FireWire address 169.254.75.4.
Not Connected
o WA = Configure IPv4 v Usiggd) DHCP
gSing DHCP with manual address
IP Address i tP
e o AL —
Router off
DNS Servet Create PPPoE Service...
Search Domains:
[+ = |¥ev| | Advanced... | (?7)
'  Assistmen.
I™1 " Click the lock to prevent further changes. | Assistme... | Revert Apply

5. Enterthe IP address 192.168.2.10 and subnet mask 255.255.255.0. Click
on “Apply” to save the changes.

8 00 Network
Show All Q@
Location: | Location (5/2/13 2:54 PM) =
a8 @"“> Status: Connected
. . Ethernet is currently active and has the IP
FireWire address 169.254.75.4.
Not Connected
WiFi =
e = yall |
P Address: |192.168.2.10) |
N
Subnet Mask: |255.255.0.0 /
DNS Server:
Search Domains:
e (3)
| + | - |#'| | Advanced... | (7)
.
| Click the lock to prevent further changes. | Assistme... | | Revert | | Apply |
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VII. Best Practice

VII-1. How to Create and Link WLAN & Access Point Groups

You can use NMS to create individual SSIDs and group multiple SSIDs together
into WLAN groups. You can then assign individual access points to use those
WLAN group settings and/or group multiple access points together into access
point groups, which you can also assign to use WLAN group settings.

Follow the example below to:

A. Create a WLAN group.
B. Create an access point group.
C. Assign the access point group to use the SSID group settings.

A.
1. Go to NMS Settings = WLAN and click “Add” in the WLAN panel:

-
Eﬂlm@ Wizard| Home | Logout | | Global (English) ¥

APC500 Dashboard Zone Plan NMS Monitor NMS Settings Local Network Local Settings Toolbox

* Access Point WLAN
_ Search Match whole words
* RADIUS

Name/ESSID VLANID Authentication Encryption Additional Authentication
» Access Control edimax2.4 1 OPEN MNOME Mo additional authentic ation
b G (e Add | Edit | | Clone | | Delete Selected | | Delete All
¥ Users

WLAN Groups

* Guest Portal

. Search Match whole words
» Zone Edit
Group Name WLAN meml| bers WLAN member list Used AP Used AP Group
» Schedule
Edimax group 1 edimax2 4

» Device Monitoring

Add | | Edit | | Clone | | Delete Selected | | Delete All
* Firmware Upgrade

» Advanced
System Security

Date and Time
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2. Enter an SSID name and set authentication/encryption and click

llApply” .
EDimax &

APC500

Wizard| Home | Logout | | Global (English) ¥

NMS Monitor

NMS Settings

» Access Point

*» RADIUS

v

Access Control

-

Guest Network

-

Users

v

Guest Portal

v

Zone Edit

v

Schedule

v

Device Monitoring

v

Firmware Upgrade

v

Advanced
System Security

Date and Ti

e

AN Set
Name/ESSID Edimax SSID1
Description
VLANID 1
Broadcast SSID Enable *
Wireless Client Isolation | Disable v
Load Balancing 50 150
Authentication Method WPA-PSK v

WPA Type WPA/WPAZ2 Mixed Mode-PSK ¥

Encryption Type TKIP/AES Mixed Mode ¥

Key Renewal Interval 60 minute{s

Pre-shared Key Type Passphrase A

Pre-shared Key 12345678

Additional Authentication No additional authentication v

Smart Handover Settings
Smart Handover Enable ® Disable

RSSI Threshold -80 ¥ |dB

Active WLAN Schedule Settings *This function will not work until (NMS Settings-
>Advanced->Date and Time->NTP Time Server) are enabled

Schedule Group Disable v

| Cancel | <

3. The new SSID will be displayed in the WLAN panel. Repeat to add
additional SSIDs according to your preference, and then click “Add” in
the WLAN Group panel:

EDimax &

APC500

Wizard| Home | Logout | | Global (English) ¥

NMS Monitor

NMS Settings

Local Netw

» Access Point

* RADIUS

v

Access Control

v

Guest Network

v

Users

v

Guest Portal

v

Zone Edit

v

Schedule

v

Device Monitoring

v

Firmware Upgrade

v

Advanced
System Security

Date and Time

WLAN
Search Match whole words
Name/ESSID VLAN ID Authentication Encryption Additional Authentication
edimax2.4 1 OPEN HONE Mo additional authentic ation
Edimax S5ID1 1 WPATPSKWPAZPSK TKIPAES Mo additional authentication
Edimax SSID2 1 WPATPSKWPAZPSK TKIPAES No additional authentic ation

Add | | Edit | | Clone | | Delete Selected | | Delete All |

WLAN Groups

Search Match whole words
Group Name WLAN members WLAN member list Used AP Used AP Group
Edimax group 1 edimax2.4

d Edit | | Clone | | Delete Selected | | Delete All |

LS
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4. Enter a name for the SSID group and check the boxes to select which
SSIDs to include within the group. Click “Apply” when done.

Wizard| Home | Logout | | Global (English) ¥

APC500 itor NMS Settings

¥ Access Point WLAN Group Settings
T .. ...
* RADIUS Description
» Access Control Search Match whole words
> Guest Network Name/ESSID VLAN ID Schedule Group

e edimax2.4 Override |1 Override | Disable ¥
* Users embers =

v Edimax SSI01 Override |1 oOverride | Disable ¥
> Guest Portal # Edimax 55102 ) override |1 Override | Disable ¥
*Schedule Group function will not work until (NMS Settings >Advanced->Date and Time >NTP Time

> Zone Edit Server) are enabled.
* Schedule

Al Cancel
> Device Monitoring

» Firmware Upgrade

5. The new WLAN group will be displayed in the WLAN Group panel.
Repeat to add additional WLAN groups according to your preference:
l:DiHIAx Wizard| Home | Logout | | Global (English) ¥

APCH00 Zone Plan Monitor NMS Settings Local Networl Toolbox

_ Search Match whole words

* RADIUS

Name/ESSID VLANID Authentication Encryption Additional Authentication
> Access Control edimax2.4 1 OPEN NONE Ne additional authentic ation

Edimax S5I01 1 WPATPSKWPAZPSK TEIPAES Ne additional authentic ation
> Guest Network

Edimax S5I102 1 WPATPSKWPAZPSK TKIPAES Mo additional authentic ation
¥ Users

Add | | Edit | | Clone | | Delete Selected | | Delete All

* Guest Portal e ! - g

v

Zone Edit ‘WLAN Groups

> Schedule

Search Match whole words
* Device Monitori
evice Monitoring Group Name WLAN members WLAN member list Used AP Used AP Group
* Firmware Upgrade Edimax group 1 edimax2.4
Edimax 55101
> Advanced Edimax 531D Group 1 2
Edimax SSID2
System Security
Edimax SSID Group 2 ]

Date and Time

Add | | Edit | | Clone |  Delete Selected | | Delete All
L2 ) LSS | L J
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1. Go to NMS Settings = Access Point and click “Add” in the Access Point
Group Panel:

-
[Dlm@ Wizard| Home | Logout | | Gisbal (English) ¥

APC500 Dashboard Zone Plan NMS Monitor NMS Settings Local Network Local Settings Toolbox

O

* WLAN

Search Match whole words
> RADIUS
246Tx  5GTX )
MAC Address Device Name Model AP Group 24G Channel 5G Channel T Pt Status Action
fic=s s antl 80:1F:02:CC:DD:10 AP201F02CCDD10  WAP1750 System Default NiA NiA Full Full 0
> Guest Network T4DAIB2T1B48 APTADA3S271B4E  CAP1200  System Default NiA NiA Full Full (s)
I J
> Usere 74DAB271B:3C APT4DAIB271B3C  CAP1200 System Default NiA NIA Full Full 0
74DA3803:23°9C APT4DA3S03230C WAP1750  System Default NIA NIA Full Full (#)
> Guest Portal 74DA3B27:1B:46 APTADAIE271B45  CAP1200  System Default NiA NA Ful Full O
> Zone Edit 74.DA38271B:38 APTADA3E271B38  CAP1200 System Default 1 kL] Full Full (»)
s Schedule TADA3E2T1B54  APTADA3BITIBSd  CAP1200 Systam Default 1 36 Full Full (]
T4DA3B2T1B:40 APTADA3E2T1BAD  CAP1200 System Default 11 6 Full Full 0
> Dew o
Device Monitoring T4DA3E2T-1B3E APTADA38271B3E  CAP1200 System Default 1 36 Full Ful O
> Firmware Upgrade 74DA2B2T:1B:44  APT4DAIB271B44  CAP1200  System Default 11 36 Full Full (]

» Advanced 3
| Refresh | | Edit | | Delete Selected | | Delete All |

System Security

Date and Time Access Point Group

Search Match whole words
Group Name AP Members B LI 5 WL.AN 2 ElCr s Nepeh fEEER rdetwork RADIUS Profile  Access Control Profile
Profile Profile Profile Profile
System Default 10 Disabled Disabled Disabled Disabled Disabled Disabled

Addy ~Edit | | Clone | | Delete Selected | | Delete All |

AL:e@Pninl Settings

Auto Approve ® Enable "' Disable

Apply

2. Enter a Name and then scroll down to the Group Settings panel and use
the << button to add selected access points into your group from the
box on the right side. Click “Apply” when done.
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Search Search
Group Name : Edimax 5F System Default v
MAC Address Device Name MAC Address Device Name
T4:DA:38:1E:54:30 T4:DA:38:3E:79:10 APTADA3BIETSI0
T4:DA:38:1E:54:3E 74:DA:38:3E:78:C0 APT4DAIBIETECT
'
T4:DA:38:64:CD:32 F T4 o,

Members k“ 74:DA:38:30:71:D8

T4:DA:38:06:E1:AA
80:1F:02:F1:95:D2

Apply Cancel

3. The new access point group will be displayed in the Access Point Group
panel. Repeat to add additional access point groups according to your
preference:

-
Eﬂlm@ Wizard| Home | Logout | [ Global (English) ¥

APC500 Dashboard Zone Plan NMS Monitor NMS Settings Network Toolbox

O

> WLAN Search Match whole words
7 RADIUS MAC Address Device Namz Madel AP Group 24G Channel  5G Channel ijic?vl—: 5G Tx Power Status Action
® Lizees bl 30:17.02.CCDDA0 APSOTFO2GCDDI0  WAP1750 System Default NiA NIA Full Full (s ]
> Guest Network 7TADA332718:48 AP7ADA3S271B48  CAP1200 Systerr Dedault NiA WA Full Ful (s)
s Users T4DA38:271B:3C  APTADA3B271B3C  CAP120) System Default NiA VA Ful Ful (8]
7TADA3303230C APTADA3803230C  WAP1TAD Syster Default NIA WA Full Ful (s]
D Em=iE ] 74DA3327-1B46 APTADA38271B46  CAP1200 Systerr Default NiA s Full Ful (s)
> Zane Edit TADA332718:38 APT4DA38271B38  CAP120) System Default 1 36 Ful Ful (8]
s Sehodute 7TADA33271B34 APTADA38271B54  CAP120) Syster Default 1 38 Full Ful (s]
TADA332718:40  AP7ADA3S271B40  CAP1200 Systerr Dedault 1 36 Full Ful (s]
? 03 LI T4DA33271B3E APT4DA3B2TIBIE  CAP120 System Default 11 36 Ful Ful (s)
> Firmware Upgrade TADA33271B44 APTADA38271B44  CAP120) System Default 1 38 Full Ful (s]

? Advanced [Refresh | [ Edit | [ Delete Selected | [ Delete All |

System Security

Date and Time Access Point Gronp

Search Match whole words
Group Name APMcmbers 4G WLAN SGWLAN  24G GuestNetwork  5G GuestNetwork  puiyis profile  Access Control Profile
Profile Profile Profile Profile
System Default 7 Disabled Disabled Disabled Disabled Disabled Disabled
Edimax SF 3 Disabled Disabled Disabled Disabled Disabled Disabled

Add | | Edit | | Clone | | Delete Selected | | Delete All |

Access Point Settings

Auto Approve * Enable Disable

Apply
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C.

1. Go to NMS Settings = Access Point and select an access point group
using the checkboxes in the Access Point Group panel. Click “Edit”:

L]
[Dlm@ Wizard| Home | Logout | | Global (Engiish) ¥

APC500 Dashboard Zone Plan NMS Monitor NMS Settings Local Network Local Settings Toolbox

O

* WLAN

Search Match whole words
* RADIUS ) _ . 24GTx o )
MAC Address Device Hame Model AP Group 2.4G Channel  5G Channel power 00 TxFower  Status Action
paccessiconte 80-FIZ:CCODAD APSDFO2CCDDI0  WAP1750 System Default NA N2 Full Full () ®
* Guest Network TADA3E271B48 APT4DA3E2TIB48  CAP1200 System Default NA NiA Full Full (%) ®
; Pr—— p— 5 "
> Ueors T4DAISITARAC AFTADA3S2TIBIC  CAF1200 System Default NA Ni& Ful Full (%) ®
74DA38:03:23.00 APT4DA3803230C  WAP1750 System Default NA NiA Full Ful (#] ®
>
Guest Portal 74DA38271B46 APTADAIE2TIBAS  CAP1200 System Default NA N2 Full Ful (») ®
» Zone Edit TADA3E2T1B38 APT4DA3EITIB38  CAP1200 System Default 1 36 Full Full (%) ®
S T4DA3827:1B:54  APTDAEZTIBSS  CAP1200 System Default 1 % Full Ful (») ®
TADA3827:1B40 APTADA3EZTIB40  CAP1200 System Default 1 kL] Ful Full (#) ®
* Device Monitoring
TADA3E2TIB3E APTADAZE2TIB3E  CAP1200 System Default 1 36 Ful Full (%) ®
> Firmware Upgrade T4DA3827:1B:44  APTADAIEZTIB4Y  CAP1200 System Default 1 % Ful Full (») ®

» Advanced

| Refresh | | Edit | | Delete Selected | | Delete All |

System Security

Date and Time Access Point Group

Search Match whole words
Group Name AP Members =i WLAN c5 W\TAN 2 Guast_Network THE LR RADIUS Profile  Access Control Profile
Profile Profile Profile Profile
System Default T Disabled Disabled Disabled Disabled Disabled Disabled
Ld Edimax 5F 3 Disabled Disabled Disabled Disabled Disabled Disabled
Add | | Edild |-Clone | | Delete Selected | | Delete All |

Access Point Qlings
Auto Approve ® Enable " Disable

Apply

2. Scroll down to the Profile Group Settings panel and check the “Override
Group Settings” box for WLAN Group (2.4GHz and/or 5GHz). Select
your WLAN group from the drop-down menu and click “Apply”:

Profile Group Settings

. Radio BIGIN (2.4 GHz) Radio AIN/AC (5.0 GHz)
((WLAN Group ) ¥ puepride Default Setting | Disable v | Override Default Setting | Disable v
Guest Network Group TR Erride Default Setting Dls.able Override Default Setting | Disable v
Edimax group

Edimax SSID Group 1
RADIUS Group Override Default Setting | Edimax SSID Group 2

MAC Access Control

Override Default Setting | Disable ¥
Group

3. Repeat for other access point groups according to your preference.
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FDIMAX

NETWORKING PEOPLE TOGETHER

COPYRIGHT

Copyright © Edimax Technology Co., Ltd. all rights reserved. No part of this publication
may be reproduced, transmitted, transcribed, stored in a retrieval system, or translated
into any language or computer language, in any form or by any means, electronic,
mechanical, magnetic, optical, chemical, manual or otherwise, without the prior written
permission from Edimax Technology Co., Ltd.

Edimax Technology Co., Ltd. makes no representations or warranties, either expressed or
implied, with respect to the contents hereof and specifically disclaims any warranties,
merchantability, or fitness for any particular purpose. Any software described in this
manual is sold or licensed as is. Should the programs prove defective following their
purchase, the buyer (and not this company, its distributor, or its dealer) assumes the
entire cost of all necessary servicing, repair, and any incidental or consequential damages
resulting from any defect in the software. Edimax Technology Co., Ltd. reserves the right
to revise this publication and to make changes from time to time in the contents hereof
without the obligation to notify any person of such revision or changes.

The product you have purchased and the setup screen may appear slightly different from
those shown in this QIG. The software and specifications are subject to change without
notice. Please visit our website www.edimax.com for updates. All brand and product
names mentioned in this manual are trademarks and/or registered trademarks of their
respective holders.
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Federal Communication Commission Interference Statement

This equipment has been tested and found to comply with the limits for a Class B digital device, pursuant to Part
15 of FCC Rules. These limits are designed to provide reasonable protection against harmful interference in a
residential installation. This equipment generates, uses, and can radiate radio frequency energy and, if not
installed and used in accordance with the instructions, may cause harmful interference to radio communications.
However, there is no guarantee that interference will not occur in a particular installation. If this equipment does
cause harmful interference to radio or television reception, which can be determined by turning the equipment
off and on, the user is encouraged to try to correct the interference by one or more of the following measures:

1. Reorient or relocate the receiving antenna.

2. Increase the separation between the equipment and receiver.

3. Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.
4. Consult the dealer or an experienced radio technician for help.

FCC Caution

This device and its antenna must not be co-located or operating in conjunction with any other antenna or
transmitter. This device complies with Part 15 of the FCC Rules. Operation is subject to the following two
conditions: (1) this device may not cause harmful interference, and (2) this device must accept any interference
received, including interference that may cause undesired operation. Any changes or modifications not expressly
approved by the party responsible for compliance could void the authority to operate equipment.

Federal Communications Commission (FCC) Radiation Exposure Statement

This equipment complies with FCC radiation exposure set forth for an uncontrolled environment. In order to avoid
the possibility of exceeding the FCC radio frequency exposure limits, human proximity to the antenna shall not be
less than 2.5cm (1 inch) during normal operation.

Federal Communications Commission (FCC) RF Exposure Requirements

SAR compliance has been established in the laptop computer(s) configurations with PCMCIA slot on the side near
the center, as tested in the application for certification, and can be used in laptop computer(s) with substantially
similar physical dimensions, construction, and electrical and RF characteristics. Use in other devices such as PDAs
or lap pads is not authorized. This transmitter is restricted for use with the specific antenna tested in the
application for certification. The antenna(s) used for this transmitter must not be co-located or operating in
conjunction with any other antenna or transmitter.

R&TTE Compliance Statement

This equipment complies with all the requirements of DIRECTIVE 1999/5/EC OF THE EUROPEAN PARLIAMENT AND
THE COUNCIL of March 9, 1999 on radio equipment and telecommunication terminal equipment and the mutual
recognition of their conformity (R&TTE). The R&TTE Directive repeals and replaces in the directive 98/13/EEC
(Telecommunications Terminal Equipment and Satellite Earth Station Equipment) As of April 8, 2000.

Safety

This equipment is designed with the utmost care for the safety of those who install and use it. However, special
attention must be paid to the dangers of electric shock and static electricity when working with electrical
equipment. All guidelines of this and of the computer manufacture must therefore be allowed at all times to
ensure the safe use of the equipment.

EU Countries Intended for Use

The ETSI version of this device is intended for home and office use in Austria, Belgium, Bulgaria, Cyprus, Czech,
Denmark, Estonia, Finland, France, Germany, Greece, Hungary, Ireland, Italy, Latvia, Lithuania, Luxembourg, Malta,
Netherlands, Poland, Portugal, Romania, Slovakia, Slovenia, Spain, Sweden, Turkey, and United Kingdom. The ETSI
version of this device is also authorized for use in EFTA member states: Iceland, Liechtenstein, Norway, and
Switzerland.

EU Countries Not Intended for Use
None
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English:
Frangais:
Cestina:
Polski:
Romana:
Pycckuia:
Magyar:
Tiirkge:
YKpaiHCbKa:
Slovencina:
Deutsch:
Espafiol:
Italiano:
Nederlands:
Portugués:
Norsk:
Svenska:

Dansk:

EU Declaration of Conformity

This equipment is in compliance with the essential requirements and other relevant
provisions of Directive 1995/5/EC, 2009/125/EC, 2006/95/EC, 2011/65/EC.
Cet équipement est conforme aux exigences essentielles et autres dispositions de la
directive 1995/5/CE, 2009/125/CE, 2006/95/CE, 2011/65/CE.
Toto zafizeni je v souladu se zakladnimi poZadavky a ostatnimi pfisluSnymi ustanovenimi
smérnic 1995/5/ES, 2009/125/ES, 2006/95/ES, 2011/65/ES.
Urzadzenie jest zgodne z ogdlnymi wymaganiami oraz szczegdlnymi warunkami
okreslonymi Dyrektywg UE 1995/5/EC, 2009/125/EC, 2006/95/EC, 2011/65/EC..
Acest echipament este in conformitate cu cerintele esentiale si alte prevederi relevante ale
Directivei 1995/5/CE, 2009/125/CE, 2006/95/CE, 2011/65/CE.
3T0 060pyAOBaHME COOTBETCTBYET OCHOBHbLIM TPEBOBaHMAM U NONOKEHUAM [ANPEKTUBDI
1995/5/EC, 2009/125/EC, 2006/95/EC, 2011/65/EC.
Ez a berendezés megfelel az alapvetd kdvetelményeknek és mas vonatkozé irdnyelveknek
(1995/5/EK, 2009/125/EK, 2006/95/EK, 2011/65/EK).
Bu cihaz 1995/5/EC, 2009/125/EC, 2006/95/EC, 2011/65/EC direktifleri zorunlu istekler ve
diger hiikimlerle ile uyumludur.
O6nagHaHHA BiAMNOBiAae BUMoram i ymosam anpektmsu 1995/5/EC, 2009/125/EC,
2006/95/EC, 2011/65/EC.
Toto zariadenie spifia zakladné poZiadavky a dalSie prislu§né ustanovenia smernic
1995/5/ES, 2009/125/ES, 2006/95/ES, 2011/65/ES.
Dieses Gerat erfullt die Voraussetzungen gemaR den Richtlinien 1995/5/EC, 2009/125/EC,
2006/95/EC, 2011/65/EC.
El presente equipo cumple los requisitos esenciales de la Directiva 1995/5/EC,
2009/125/EC, 2006/95/EC, 2011/65/EC.
Questo apparecchio € conforme ai requisiti essenziali e alle altre disposizioni applicabili
della Direttiva 1995/5/CE, 2009/125/CE, 2006/95/CE, 2011/65/CE.

Dit apparaat voldoet aan de essentiéle eisen en andere van toepassing zijnde bepalingen
van richtlijn 1995/5/EC, 2009/125/EC, 2006/95/EC, 2011/65/EC..
Este equipamento cumpre os requesitos essénciais da Directiva 1995/5/EC, 2009/125/EC,
2006/95/EC, 2011/65/EC.
Dette utstyret er i samsvar med de viktigste kravene og andre relevante regler i Direktiv
1995/5/EC, 2009/125/EC, 2006/95/EC, 2011/65/EC.
Denna utrustning ar i 6verensstammelse med de vasentliga kraven och 6vriga relevanta
bestammelser i direktiv 1995/5/EG, 2009/125/EG, 2006/95/EG, 2011/65/EG.
Dette udstyr er i overensstemmelse med de vaesentligste krav og andre relevante
forordninger i direktiv 1995/5/EC, 2009/125/EC, 2006/95/EC, 2011/65/EC.

suomen kieli: Tama laite tayttaa direktiivien 1995/5/EY, 2009/125/EY, 2006/95/EY, 2011/65/EY

oleelliset vaatimukset ja muut asiaankuuluvat maaraykset.

PO0COOODEDDD CEFE A& HI
DOOGOADOOPOODOD

WEEE Directive & Product Disposal

At the end of its serviceable life, this product should not be treated as household or general waste. It
should be handed over to the applicable collection point for the recycling of electrical and electronic
— equipment, or returned to the supplier for disposal.
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Declaration of Conformity

We, Edimax Technology Co., Ltd., declare under our sole responsibility, that the
equipment described below complies with the requirements of the European R&TTE
directives.

Equipment: Access Point Controller
Model No: APC500

The following European standards for essential requirements have been followed:

Directives 1999/5/EC

EMC . EN 55022:2010/AC:2011;
EN 55024:2010;
Safety (LVD) . IEC 60950-1:2005 (2nd Edition)+Am 1:2009+Am 2:2013

EN 60950-1:2006+A11:2009+A1:2010+A12:2011+A2:2013

Directives 2006/95/EC
Safety (LVD) : IEC 60950-1:2005 (2nd Edition)+Am 1:2009+Am 2:2013
EN 60950-1:2006+A11:2009+A1:2010+A12:2011+A2:2013

Edimax Technology Co., Ltd.
No. 3, Wu Chuan 3" Road,
Wu-Ku Industrial Park,
New Taipei City, Taiwan

Date of Signature: Dec, 2015

Printed Name: Albert Chang
Title: Director
Edimax Technology Co., Ltd.
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Notice According to GNU General Public License Version 2

This product includes software that is subject to the GNU General Public License version 2. The program is free software and
distributed without any warranty of the author. We offer, valid for at least three years, to give you, for a charge no more
than the costs of physically performing source distribution, a complete machine-readable copy of the corresponding source
code.

Das Produkt beinhaltet Software, die den Bedingungen der GNU/GPL-Version 2 unterliegt. Das Programm ist eine sog. ,,Free
Software”, der Autor stellt das Programm ohne irgendeine Gewahrleistungen zur Verfiigung. Wir bieten Ihnen fiir einen
Zeitraum von drei Jahren an, eine vollstandige maschinenlesbare Kopie des Quelltextes der Programme zur Verfligung zu
stellen — zu nicht hoheren Kosten als denen, die durch den physikalischen Kopiervorgang anfallen.

GNU GENERAL PUBLIC LICENSE
Version 2, June 1991

Copyright (C) 1989, 1991 Free Software Foundation, Inc. 51 Franklin Street, Fifth Floor, Boston, MA 02110-1301, USA
Everyone is permitted to copy and distribute verbatim copies of this license document, but changing it is not allowed.

Preamble

The licenses for most software are designed to take away your freedom to share and change it. By contrast, the GNU General
Public License is intended to guarantee your freedom to share and change free software--to make sure the software is free
for all its users. This General Public License applies to most of the Free Software Foundation’s software and to any other
program whose authors commit to using it. (Some other Free Software Foundation software is covered by the GNU Lesser
General Public License instead.) You can apply it to your programs, too.

When we speak of free software, we are referring to freedom, not price. Our General Public Licenses are designed to make
sure that you have the freedom to distribute copies of free software (and charge for this service if you wish), that you receive
source code or can get it if you want it, that you can change the software or use pieces of it in new free programs; and that
you know you can do these things.

To protect your rights, we need to make restrictions that forbid anyone to deny you these rights or to ask you to surrender
the rights. These restrictions translate to certain responsibilities for you if you distribute copies of the software, or if you
modify it.

For example, if you distribute copies of such a program, whether gratis or for a fee, you must give the recipients all the rights
that you have. You must make sure that they, too, receive or can get the source code. And you must show them these terms
so they know their rights.

We protect your rights with two steps: (1) copyright the software, and (2) offer you this license which gives you legal
permission to copy, distribute and/or modify the software.

Also, for each author’s protection and ours, we want to make certain that everyone understands that there is no warranty for
this free software. If the software is modified by someone else and passed on, we want its recipients to know that what they
have is not the original, so that any problems introduced by others will not reflect on the original authors’ reputations.

Finally, any free program is threatened constantly by software patents. We wish to avoid the danger that redistributors of a
free program will individually obtain patent licenses, in effect making the program proprietary. To prevent this, we have
made it clear that any patent must be licensed for everyone’s free use or not licensed at all.

The precise terms and conditions for copying, distribution and modification follow.
TERMS AND CONDITIONS FOR COPYING, DISTRIBUTION AND MODIFICATION

0. This License applies to any program or other work which contains a notice placed by the copyright holder saying it may be
distributed under the terms of this General Public License. The ““Program’“, below, refers to any such program or work, and a
““work based on the Program’“ means either the Program or any derivative work under copyright law: that is to say, a work
containing the Program or a portion of it, either verbatim or with modifications and/or translated into another language.
(Hereinafter, translation is included without limitation in the term ‘““modification’.) Each licensee is addressed as ‘“you’”.
Activities other than copying, distribution and modification are not covered by this License; they are outside its scope. The
act of running the Program is not restricted, and the output from the Program is covered only if its contents constitute a
work based on the Program (independent of having been made by running the Program). Whether that is true depends on
what the Program does.
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1. You may copy and distribute verbatim copies of the Program’s source code as you receive it, in any medium, provided that
you conspicuously and appropriately publish on each copy an appropriate copyright notice and disclaimer of warranty; keep
intact all the notices that refer to this License and to the absence of any warranty; and give any other recipients of the
Program a copy of this License along with the Program.

You may charge a fee for the physical act of transferring a copy, and you may at your option offer warranty protection in
exchange for a fee.

2. You may modify your copy or copies of the Program or any portion of it, thus forming a work based on the Program, and
copy and distribute such modifications or work under the terms of Section 1 above, provided that you also meet all of these
conditions:

a) You must cause the modified files to carry prominent notices stating that you changed the files and the date of any
change.

b) You must cause any work that you distribute or publish, that in whole or in part contains or is derived from the
Program or any part thereof, to be licensed as a whole at no charge to all third parties under the terms of this
License.

c) If the modified program normally reads commands interactively when run, you must cause it, when started
running for such interactive use in the most ordinary way, to print or display an announcement including an
appropriate copyright notice and a notice that there is no warranty (or else, saying that you provide a warranty)
and that users may redistribute the program under these conditions, and telling the user how to view a copy of
this License. (Exception: if the Program itself is interactive but does not normally print such an announcement,
your work based on the Program is not required to print an announcement.)

These requirements apply to the modified work as a whole. If identifiable sections of that work are not derived from the
Program, and can be reasonably considered independent and separate works in themselves, then this License, and its terms,
do not apply to those sections when you distribute them as separate works. But when you distribute the same sections as
part of a whole which is a work based on the Program, the distribution of the whole must be on the terms of this License,
whose permissions for other licensees extend to the entire whole, and thus to each and every part regardless of who wrote
it.

Thus, it is not the intent of this section to claim rights or contest your rights to work written entirely by you; rather, the intent
is to exercise the right to control the distribution of derivative or collective works based on the Program.

In addition, mere aggregation of another work not based on the Program with the Program (or with a work based on the
Program) on a volume of a storage or distribution medium does not bring the other work under the scope of this License.

3. You may copy and distribute the Program (or a work based on it, under Section 2) in object code or executable form under
the terms of Sections 1 and 2 above provided that you also do one of the following:

a) Accompany it with the complete corresponding machine-readable source code, which must be distributed under
the terms of Sections 1 and 2 above on a medium customarily used for software interchange; or,

b) Accompany it with a written offer, valid for at least three years, to give any third party, for a charge no more than
your cost of physically performing source distribution, a complete machine-readable copy of the corresponding
source code, to be distributed under the terms of Sections 1 and 2 above on a medium customarily used for
software interchange; or,

c) Accompany it with the information you received as to the offer to distribute corresponding source code. (This
alternative is allowed only for noncommercial distribution and only if you received the program in object code or
executable form with such an offer, in accord with Subsection b above.)

The source code for a work means the preferred form of the work for making modifications to it. For an executable work,
complete source code means all the source code for all modules it contains, plus any associated interface definition files, plus
the scripts used to control compilation and installation of the executable. However, as a special exception, the source code
distributed need not include anything that is normally distributed (in either source or binary form) with the major
components (compiler, kernel, and so on) of the operating system on which the executable runs, unless that component
itself accompanies the executable.

If distribution of executable or object code is made by offering access to copy from a designated place, then offering
equivalent access to copy the source code from the same place counts as distribution of the source code, even though third
parties are not compelled to copy the source along with the object code.

4. You may not copy, modify, sublicense, or distribute the Program except as expressly provided under this License. Any
attempt otherwise to copy, modify, sublicense or distribute the Program is void, and will automatically terminate your rights
under this License. However, parties who have received copies, or rights, from you under this License will not have their
licenses terminated so long as such parties remain in full compliance.
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5. You are not required to accept this License, since you have not signed it. However, nothing else grants you permission to
modify or distribute the Program or its derivative works. These actions are prohibited by law if you do not accept this License.
Therefore, by modifying or distributing the Program (or any work based on the Program), you indicate your acceptance of
this License to do so, and all its terms and conditions for copying, distributing or modifying the Program or works based on it.

6. Each time you redistribute the Program (or any work based on the Program), the recipient automatically receives a license
from the original licensor to copy, distribute or modify the Program subject to these terms and conditions. You may not
impose any further restrictions on the recipients’ exercise of the rights granted herein. You are not responsible for enforcing
compliance by third parties to this License.

7. If, as a consequence of a court judgment or allegation of patent infringement or for any other reason (not limited to patent
issues), conditions are imposed on you (whether by court order, agreement or otherwise) that contradict the conditions of
this License, they do not excuse you from the conditions of this License. If you cannot distribute so as to satisfy
simultaneously your obligations under this License and any other pertinent obligations, then as a consequence you may not
distribute the Program at all. For example, if a patent license would not permit royalty-free redistribution of the Program by
all those who receive copies directly or indirectly through you, then the only way you could satisfy both it and this License
would be to refrain entirely from distribution of the Program.

If any portion of this section is held invalid or unenforceable under any particular circumstance, the balance of the section is
intended to apply and the section as a whole is intended to apply in other circumstances.

It is not the purpose of this section to induce you to infringe any patents or other property right claims or to contest validity
of any such claims; this section has the sole purpose of protecting the integrity of the free software distribution system,
which is implemented by public license practices. Many people have made generous contributions to the wide range of
software distributed through that system in reliance on consistent application of that system; it is up to the author/donor to
decide if he or she is willing to distribute software through any other system and a licensee cannot impose that choice.

This section is intended to make thoroughly clear what is believed to be a consequence of the rest of this License.

8. If the distribution and/or use of the Program is restricted in certain countries either by patents or by copyrighted interfaces,
the original copyright holder who places the Program under this License may add an explicit geographical distribution
limitation excluding those countries, so that distribution is permitted only in or among countries not thus excluded. In such
case, this License incorporates the limitation as if written in the body of this License.

9. The Free Software Foundation may publish revised and/or new versions of the General Public License from time to time.
Such new versions will be similar in spirit to the present version, but may differ in detail to address new problems or
concerns.

Each version is given a distinguishing version number. If the Program specifies a version number of this License which applies
to it and “any later version’”, you have the option of following the terms and conditions either of that version or of any later
version published by the Free Software Foundation. If the Program does not specify a version number of this License, you
may choose any version ever published by the Free Software Foundation.

10. If you wish to incorporate parts of the Program into other free programs whose distribution conditions are different,
write to the author to ask for permission. For software which is copyrighted by the Free Software Foundation, write to the
Free Software Foundation; we sometimes make exceptions for this. Our decision will be guided by the two goals of
preserving the free status of all derivatives of our free software and of promoting the sharing and reuse of software
generally.

NO WARRANTY

11. BECAUSE THE PROGRAM IS LICENSED FREE OF CHARGE, THERE IS NO WARRANTY FOR THE PROGRAM, TO THE EXTENT
PERMITTED BY APPLICABLE LAW. EXCEPT WHEN OTHERWISE STATED IN WRITING THE COPYRIGHT HOLDERS AND/OR OTHER
PARTIES PROVIDE THE PROGRAM ““AS IS"* WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED OR IMPLIED, INCLUDING,
BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE. THE
ENTIRE RISK AS TO THE QUALITY AND PERFORMANCE OF THE PROGRAM IS WITH YOU. SHOULD THE PROGRAM PROVE
DEFECTIVE, YOU ASSUME THE COST OF ALL NECESSARY SERVICING, REPAIR OR CORRECTION.

12. IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING WILL ANY COPYRIGHT HOLDER, OR ANY
OTHER PARTY WHO MAY MODIFY AND/OR REDISTRIBUTE THE PROGRAM AS PERMITTED ABOVE, BE LIABLE TO YOU FOR
DAMAGES, INCLUDING ANY GENERAL, SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES ARISING OUT OF THE USE OR
INABILITY TO USE THE PROGRAM (INCLUDING BUT NOT LIMITED TO LOSS OF DATA OR DATA BEING RENDERED INACCURATE
OR LOSSES SUSTAINED BY YOU OR THIRD PARTIES OR A FAILURE OF THE PROGRAM TO OPERATE WITH ANY OTHER
PROGRAMS), EVEN IF SUCH HOLDER OR OTHER PARTY HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.
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