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Copyrights

© All rights reserved. This publication contains information that is protected by copyright. No part may be
reproduced, transmitted, transcribed, stored in a retrieval system, or translated into any language without
written permission from the copyright holders.

Trademarks

The following trademarks are used in this document:

( Microsoft is a registered trademark of Microsoft Corp.

(] Windows, Windows 7, 8, 10 and Explorer are trademarks of Microsoft Corp.

® Apple and Mac OS are registered trademarks of Apple Inc.

° Other products may be trademarks or registered trademarks of their respective manufacturers.
Safety Instructions

® Read the installation guide thoroughly before you set up the router.

(] The router is a complicated electronic unit that may be repaired only be authorized and qualified personnel.
Do not try to open or repair the router yourself.

L Do not place the router in a damp or humid place, e.g. a bathroom.
The router should be used in a sheltered area, within a temperature range of +5 to +40 Celsius.

Do not expose the router to direct sunlight or other heat sources. The housing and electronic components
may be damaged by direct sunlight or heat sources.

® Do not deploy the cable for LAN connection outdoor to prevent electronic shock hazards.
(] Keep the package out of reach of children.
( When you want to dispose of the router, please follow local regulations on conservation of the environment.

Warranty

@ We warrant to the original end user (purchaser) that the router will be free from any defects in workmanship
or materials for a period of two (2) years from the date of purchase from the dealer. Please keep your
purchase receipt in a safe place as it serves as proof of date of purchase. During the warranty period, and upon
proof of purchase, should the product have indications of failure due to faulty workmanship and/or materials,
we will, at our discretion, repair or replace the defective products or components, without charge for either
parts or labor, to whatever extent we deem necessary tore-store the product to proper operating condition.
Any replacement will consist of a new or re-manufactured functionally equivalent product of equal value, and
will be offered solely at our discretion. This warranty will not apply if the product is modified, misused,
tampered with, damaged by an act of God, or subjected to abnormal working conditions. The warranty does
not cover the bundled or licensed software of other vendors. Defects which do not significantly affect the
usability of the product will not be covered by the warranty. We reserve the right to revise the manual and
online documentation and to make changes from time to time in the contents hereof without obligation to
notify any person of such revision or changes.

Be a Registered Owner
@ \Web registration is preferred. You can register your Vigor router via http://www.DrayTek.com.
Firmware & Tools Updates

® Due to the continuous evolution of DrayTek technology, all routers will be regularly upgraded. Please consult
the DrayTek web site for more information on newest firmware, tools and documents.

http://www.DrayTek.com

Vigor2927 Series User’s Guide



Table of Contents

Part 1 INSTAIAION ... oo e e e e et e e e e e e e e e eeaans e e e eeeeaeeessnnnnnnns [
[ Vi o To 11 ox 1 o] o KU TSP T TR 1
[-1-1 Indicators @and CONNECIOIS .......oiiuuiiiiiiiee ettt e e e e ettt e e e e e et e e e e e e e e e e e anbabeeeeaaaeesannees 2
R R Y o T 22 2

Rt Y T o 22 4 4

[-1-1-3 Vigor2927ac / Vigor2927ax / Vigor2927Lac ....cueeeeiiiiie e iiiiieeeaeaeeeaanns 6

R AV o o) 22 Ay A - U 10

I-1-2 Notes for Antenna Installation (for “L” model) ..o 12

[-2 Hardware INSTAIALION ...........oiiiiiiiee it e et e e et e e e s abb e e e s snbeeessnneeeean 14
e R 1S3 =TT aTo Y AT (o] = (o T (= PSSP 14
[-2-2 Wall-Mounted INSLAllAtioN ..........ooiiiiiiee et snaee e e 15
[-2-3 Installing USB Printer t0 VIgOr ROULET ..........uuviiiiiie e e e e e e e e s s snneen e e e e e e 16

[-3 ACCESSING WED PAQE .. ..t e e e e e e e e e e e e e e s r e e e e e e e e e eee s 23
[ N @ g =T o 1T TN = 111 Yo} o S 25
I - T o o T - (o PP 27
YT (U T= U = T o= PP 28
[-5-2 NAME WIth @ LINK ....coiiiiiiiiiice et e e e e e e e e s et ee e e e e e sneeees 29
I-5-3 Quick Access for CommoN USEA MENU .......uuuuuiiiiiii s 30
R A T 1Y - o PSPPSR 31
[-5-5 WED CONSOIE ..ottt e e e et e e e e st e e e e anbaeeeesntaeeanees 32
o OtoT g e [ 5= Tod (o ISP 33
LS A e T o 15 | PP PUPPPTPPPN 33
[-5-8 ONINE STAIUS ....eeieiiiiie ettt et e st e e e snbe e e e s anbr e e e s aneeeeaneee 34
[-5-8-1 Physical CONNECTION .....ciiii e ettt v eeeanas 34

[-5-8-2 VIrTUAL WAN ...ttt et ettt et e et e e eeae e raaeeaanes 37

SR O U Tod QS = T ALY (o SRS 38
[-6-1 FOr WANIL/WANZ (EtNEINEL) ...ttt e e e e et e e e e e e s e s nanrraae e e e e e e e e eanes 39
[-6-2 For WAN3/WAN4 (Wireless 2.4G/Wireless 5G) ......ccccurieiieeeeiiiiiiieieeee e sssiieeee e e e e e 48
[-6-3 FOr WANS/WANB (USB)....cccitiiiiiiiiiieeitiiee e estieee e sttt e sttt e e st e e e snbteeessbbeeeessnbeeeessnbeeeeens 54

[-7 Service ACHIVALION WIZAIT ........cueiiiiiiiiee it e et e e s sbb e e e s sebeeeesabeee e 56
[-8 REQISTEIING VIgOr ROULET ......ciiiiiiiiii ittt ettt ettt ettt ettt e et e e e st b e e e e sbb e e e e sbbeeeenareeeeaas 58
Part 1 CONNECTIVITY ..oieiiiieeeiii et e e e e e e et e e e e e e e e e eeaessnaeeeeeeeeeennnnns 61
L R ISP OUPROTPPRRTIPIN 62
V=T o =T T (=] o = ol = PSPPSR 64

L R A =Y g 1= = YIRS Y= (] o PR 64
[1-1-1-1 WANL/WAN2 (EThernet) ... .ot e e e eeas 67

[1-1-1-2 WAN3/WAN4 (Wireless 2.4G OF 5G) ..uuuuiiiiiii i eeaes 69

[1-1-1-3 WANS5 /7 WANG (USB) 0r WANS (LTE) +eununeeiii i e e e e e e eeeeeeaaes 70

| R (=T Lo Vol o 2] PP 72
[1-1-2-1 Details Page for PPPOE in WAN1/WAN2 (Physical Mode: Ethernet) ............. 75

Vigor2927 Series User’s Guide



[1-1-2-2 Details Page for Static or Dynamic IP in WAN1/WAN2 (Physical Mode: Ethernet)

....................................................................................................... 78
[1-1-2-3 Details Page for PPTP/L2TP in WAN1/WAN2 (Physical Mode: Ethernet) ....... 82
[I-1-2-4 Details Page for Static or Dynamic IP in WAN3/WAN4 (Physical Mode: Wireless
B YT =Y =TSR ) 84
[I-1-2-5 Details Page for 3G/4G USB Modem (PPP mode) in WANS5 / WANG .............. 86
[I-1-2-6 Details Page for 3G/4G USB Modem (DHCP mode) in WAN5 / WANG............. 88
[1-1-2-7 Details Page for IPv6 - Offline in WANI~WANG .......cccoiiiiiiiiiiiiiieeeenns 90
[1-1-2-8 Details Page for IPv6 - PPP in WANL/WAN2 ... 91
[1-1-2-9 Details Page for IPv6 - TSPC in WANL~WANG .....ccvviiiie i eeeecaeeeenns 92
[1-1-2-10 Details Page for IPv6 - AICCU in WANLI~WANG ......cooeiiiiiiiieiienieeaeanns 94
[I-1-2-11 Details Page for IPv6 - DHCPv6 Client in WANLT/WAN2 .......ccoiiiiiiiiiiinnnes 95
[1-1-2-12 Details Page for IPv6 - Static IPv6 in WANL/WAN2 .....ccoviiieiiiiiiiiieananns 97
[1-1-2-13 Details Page for IPv6 - 6in4 Static Tunnel in WANL/WAN2 .............coooeee. 98
[1-1-2-14 Details Page for IPv6 - 6rd in WANL/WAN2 ..., 100

[1-1-3 MUIEI-VLAN L.ttt sttt ekt e b e e sat e e sm bt e e stbeeenteeeteeesmbeeesreeesneeeneeas 102
[1-1-4 WAN BUGGEL ...ttt ettt sttt ek e e st et e sab e e eabe e e sbbe e e beeessneaneeas 108
[1-1-4-1 GeNeral SETUP . ..ttt e 108

L R - | 1L P 112
APPHCALION NOTES ...ttt e s et e e e ab e e e sabee e 113
A-1 How to set up Multi-PVC for triple play deployment?...........c.cooiiiiiiiiin. 113

L I TR U PP PP RTOPRT 118
WED USEI INTEITACE ...ttt e e e e et e e e e e e e eeeee 120
| R T o 1T = Y= (U] o PP PTTP TR 120
[1-2-1-1 Details Page for LAN1 - Ethernet TCP/IP and DHCP Setup..........cceunn..... 122

[1-2-1-2 Details Page for LAN2 ~ LAN8 and DMZ ........oeiniiiii i 126

[1-2-1-3 Details Page for IP Routed Subnet .........covviiiiiiiiiiii e 128

[1-2-1-4 Details Page for LAN IPV6 SETUD ... .ouneie it 130

[1-2-1-5 DHCP Server OPTiONS . ......ueee ettt et et et e e e e e aaaeens 133

1Y I Y ORI 135
[1-2-3 BINA IP 10 MAC ...ttt ettt et eb e st e e smt e e snte e e sbee e enbeeenneeeneeas 139
[1-2-4 LAN POIE IVIIITOT . ...ttt ettt sttt et e e st e e e sbb e e sabe e e abee e embe e e nneeneeas 142
[1-2-5 WIEO B02.1X ..eeuteieieeeeitee ettt ettt ettt ettt et ek e e st e ek e e ebbe e s ebee e sabeeanbe e e sabe e e sbneesaneeneeas 143

[1-3 Hardware ACCEIEIALION .........u ittt e e e e e et e e e e e e e e snnbraeeeeaaesennneees 144
1B Y= (1] o IO O U PP PR P PPR PP 144

L N OO OO TP TP PR PP 146
WED USEI INEITACE ...ttt e e e 147
[1-4-1 POt REAIMECHION ... .eiiiiiiiiie ittt ettt et e e e st e e e s bt e e e s nbbeeeessnbeeeaas 147
[1-4-2 DIMZ HOSL ...ttt sttt e e s e e e n e e s ne e e nnne e nne s 151
1R A @] 01T o I o] TP PP P PP TPPPPPRPPT 154
1B o T A I T [ [T ] o PO PPP PP PPPPRRRPPRP 156
A I T OO 158

| oY o] o] o= 11T ] o < TP REPTR 158
WED USEI INTEITACE ..ottt e e e e e e e e e e eeeee 161
[1-5-1 DYNAMIC DINS ...ttt bttt e sa e e s b e e e sabe e enbe e e sbbe e e beeesnneeseeas 161
[1-5-2 LAN DNS / DNS FOrWAITING .....veeiieeeiiieiiiie ettt nnneesnee s 167
[1-5-3 DINS SECUFLY ...eeuteieieeesitie ittt ettt ettt s e bt e s bt e s bt esab e e s b e e e snbe e e nnneesnneenreas 171
[1-5-3-1 GENEIAl SETUP . .eeeiiiie ettt ettt ettt ettt e e e e eeaaneens 171

Vigor2927 Series User’s Guide



[1-5-3-2 DOMAIN DIAQNOSE . ... et ettt ettt et ettt e e aneee e 172

[1-5-4 SCREAUIB........eiiie ettt e e st e e e s ettt e e e sstaeeeesntbeeeesnraeeeestaeanaas 173
[1-5-5 RADIUSITACACS ..ottt ettt ettt te ettt e st e e st e e st e e e s asta e e e s sntbe e e s snsteeesanneeeeas 176
[1-5-5-1 EXternal RADIUS ... .ttt et e et e e e aaeens 176
[1-5-5-2 Internal RADIUS ......nii ittt et et e e e aaneens 177
[1-5-5-3 EXEErNal TACAC S ...ttt et ettt e aaeens 180

[1-5-6 ACLIVE DIF€CIONY/LDARP .....eeiiitteee ettt e e et e e e e abneee e 181
[1-5-6-1 GENETAl SETUP ... n ettt et aeeas 181
[1-5-6-2 Active Directory / LDAP Profiles .....cceeiiiiiiii e 182

[I-5-7 UPIP ettt e bt e e sttt e e s eb b et e e s sa b et e e e anbe e e e e snbb e e e e snbbeeennbeeeenas 183
[1-5-8 IGMP ...ttt ettt e ekt e e e ea bt e e e sa b et e e e e bt e e e et bt e e e e bbe e e e s nnbeeenabeee e 185
[1-5-8-1 General SETLING .. ..conunii e e e 185
[1-5-8-2 WOIKING STatUS ...coiiiiiit ittt ettt e e e e e eeaaneens 186

[1-5-9 WEKE ON LAN ..ottt ettt e e sttt e e e sttt e e st e e e e sttt e e e snbbeeeesnnbeeeaas 187
[1-5-10 SMS / M@l AlSIT SEIVICE ... .ueiiiiiiiiie ittt e s snraee s 188
[1-5-10-1 SMS ALK, ...ttt et et 188
Lo T K0V - T Y 1= o 189
] I = T [0 T | PRSP 190
Lo D2 e o I AN = 11 =T o T 1 2RSS 193
[1-5-12-1 GeNeral SEBTUD . eee ettt et et 194

LT I o] 1 1 To )Y/ 0 T 196
[1-5-13 Local 802.1X GENEIAl SELUP ......uvviiiiieeee et e e e e e e e e st e e e e e e s st r e e e e e e e s s eanraeeeeaaeeas 198
YN o] o] Toz= 11T g TN \\ 0] (=TSR 200
A-1 How to use High Availability?........ccooiiii e e 200

A-2 HOW 10 USE DrayD DN S ... ettt e e aa e aaaaans 208

A-3 How to Implement the LDAP/AD Authentication for User Management? ......... 213

A-4 How to Configure Customized DDNS?. .....ceiiiiiiii e i ceii e e e eaineeeeans 216

LR Lo 11T RSP 220
WED USEI INEITACE ... e st e e e nneee 221
[1-5-1 STALIC ROULE ....eeiiiiiiiii ettt e e et e e e st e e e s bt e e e e s nbbeeeesnbeeeeaas 221
[1-6-2 Load-Balance /ROULE POIICY ........ccuuiiiiiiiiiie ittt 226
Diagnose fOr ROULE POLICY . ......ueiee et 231

[1-8-3 BGP ...ttt ettt e — e et e e e et b et e e et —a e e e e ettt e e e abaaeeearaaeearraeaeaas 234
[1-6-3-1 BaSIC SETEINGS -« . e ettt ettt ettt ettt 234
[1-6-3-2 SAtiC NETWOIK . ...t e 235
APPHCALION NOTES ...ttt e s et e e e ab e e e sabee e 236
A-1 How to set up Address Mapping with Route Policy? ........c.oooiiiiiiiiiiiiiiiins 236

A-2 How to use destination domain name in a route policy?.......ccoeevvvviiiiinnnn... 238

A-3 Introduction to Load Balance/Route POlICY ......ooiiiiiiii i 240

LR I PRSPPI 242
V=T o =T g ] (=] o = o= PRSI 243
I R =Y o 1T =T IS Y= 1 ] o [ SRR 243
L S/ S 0 = 243
[1-7-1-2 SMS INDOX/OUEDOX . .uueeete ettt et e e et et e e e e e eaaeens 244

[1-7-2 SIMS INB0OX .. teiie ettt ettt e e e st e e e s bt e e e s stba e e e e asbeeaeessbaeeeesnbaeeeesnseaeaas 245
[1-7-3 SENU SMS ...ttt e st e e e s bt e e e s ettt e e e ssbeeeeesnbeeeessnbaeeeeabeeeans 248
1y o 10 (=] g @20 ] 14 1T T [0 L RSP 249

Vigor2927 Series User’s Guide

vi



I = 1 (1 251

Part I WITlESS LAN ..ottt e e e e e e e eas 253
-1 Wireless LAN (2. AGHZ/SGHZ) ...ttt e e 254
WED USEI INTEITACE ...t nne e e snneenneas 257
[11-1-1 WIreleSS WIZAIM........eeeiiieiiiie ettt ettt e snre e snn e nnneenneas 257

1R R 1T o 1= oY Y= (U o SRR 261
e = o PSS 263
[11-1-4 ACCESS CONLION ...eeiiiiieiiieitee ettt r e s e s e s e nnn e nnneenneas 265
LR R SR Y S TP PP OO PPPPP PP OPPPPRPPR 267
[11-1-6 WDS (FOF BGHZ) ...coceiieiieieee ettt e e e e e s et e e e e e e s s snntreeeeeeeeanns 270
[1-1-7 AQVANCET SEIING ...eeiiiiiiiieiitiie ettt ettt et e e e st e e e e sbbe e e e snreeea 272
[11-1-8 STAION CONIOL......eeiiiiiiiiie ittt e e e s e e e sbre e e e snneee e 276
[11-1-9 Bandwidth ManagQemMENTt.........coiiuuiiiiiiiie ettt e e e e e e annbeeeaaae s 277
[11-1-10 AP DISCOVEIY ...cteiiiiittteeet e e e ettt e e et e ettt e e e e e e e e aa b et e e e e e e e e e aasnbbeaeeeeeeeaesnnnbeaeeeeanaans 278
I N ] o = 1] ] O PP PP PP PP 279
[11-1-12 Band Steering (2.4 GHZ) ......ccoi it e e e e e 281
LR e 3 = Lo - T a1 Vo SRS 285
] = 1o I ] O O ROTRPRRP 286
PArT IV VPN Lo ettt e et et e et e e e eaa s 289
IV-1 VPN 8Nd REMOTE ACCESS ...coiiutiiiieiiiiiie ittt ettt ettt e e s st e e s e e s anre e e e snneas 290
WED USEI INEITACE ...ttt e st e e e e e nnee e 201
IV-1-1 VPN CHENE WIZAIT ...coiuviiiie ittt et e e e st e e e s snbe e e e s snbaeeeesnbeeaens 291
IV-1-2 VPN SEIVEN WIZAIM .......eiiiiiieiiie ettt ettt nnne e 297
[V-1-3 REMOLE ACCESS CONION ....uviiiiiiiieiie ettt e e e 305

Y R o o e 1T T = LT (1 o 306
IV-1-5 SSL GENEIAl SEIUPD ...ueetieiiiiee e i e e ettt e s e e e e e e s e e e e e e s s st ar e e e e e e e sannsnraneeeaeeeas 308
IV-1-6 IPSEC GENEIAl SEIUP ...uvvviiiieiee ittt e et e et e e e e e e e s e e e e e e s s st e e e e e e e e s nnsnreneeeaeeeas 309
[V-1-7 IPSEC PEEI IAENTILY ....coeviiieiiiiie ettt ettt e st e s sbb e e e s sabeee e 312
[V-1-8 VPN MatCREr SEIUD ..ttt 314
V=120 OPENVPIN e e e e e e e e e e e e e e e e e e e e e e 316
[V-1-9-1 OPenVPN SEIrVEIN SETUD ...t eeeees 316

LY I A O 1= ) o] o) T 318

[V-1-10 REMOLE Diall-iN USEI ....eiiiiiiiiieiiiiiie ettt 320
IV=1-00 LAN T0 LAN e e e e e e e e e e e e e e e e e aa e 324
IV-1-12 VPN Trunk ManAgEIMENT ......ccoiiuiiiiaiiiiite ittt ettt ettt e e et e e snneeeeseneeees 333
IV-1-13 COoNNECtioN MaNAGEMENT.......i i eie ettt e e et e e e e e e e s enb e e e e e e e e e s snbbbeeeeaaaaeas 340

PN o] o] o= 11 To] o N o] (=23 TP PPUTTUROPPRRP 342
A-1 How to Build a LAN-to-LAN VPN Between Vigor Routers via IPsec Main Mode ... 342

A-2 How to Build a LAN-to-LAN VPN Between Vigor Routers via IKEV2.................. 347

IV-2 Certificate ManNAGEIMENL........oiuuiiiiiiiiii ettt e e st e e sbb e e e sab e e e e seneeas 350
WED USEI INEITACE ...ttt e st e e e e e nnee e 351

Vigor2927 Series User’s Guide

vii



Y I o Tor= 1 I O =Y 4 1] [o7= L (= 351

[V-2-2 Trusted CA CertifiCAte ......coiiiiiii ittt e e e 356
[V-2-3 Certificate BACKUPD .......c.ueiieiiiiiie ittt e e 359
[V-2-4 Self-Signed CertifiCate ..........ueiiiiiiiei e 360
Part V SECUTITY oo 361
Ry R 1 =T | PP UUPTUPRRPPRRN 362
WED USEI INEITACE ... st e st 364
R R T o 1= - IR = (U] o PSR 364

R R w111 Y=Y (U o OSSO 369
V-1-3 DEIENSE SEUUP ....eeeiiiiiiiie ettt ettt e st e e s et e e e et e e e e abe e e e e 379

R e 0 T 1= 1= S0 379

V-1-3-2 SP00fiNg DefeNSe. . .ue et 382

R - To | o 1= RS 383
V-2 Central Security Management (CSM).......cc.uuiiiiiieeei e s e e e e e e e e e e e e e eanrrneees 386
WED USEI INTEITACE ..coiie et e s e e e e e e s e ee e e e e e e neeees 387
V-2-1 APP ENnforcement Profile ...........ueeiiiieiiii e 387
V-2-2 APPE Signature UPGrade ............eooiiiiiiiiiiiiiee et see e e e e e s s sisbeaeeeaa e e e e annes 389
V-2-3 URL Content Filter Profile ............eoiiiie e 391
V-2-4 Web Content Filter Profile....... ... 395
V-2-5 DNS FIlter PrOfil@ ..ccoiiiiiie ittt e 398

YN o] o] Toz= 1x 1] g TN V0] (=1 PSRR 400
A-1 How to Create an Account for MyVigor ......coviiiiiiiiiiiiiii i eeaeee e 400

A-2 How to Block Facebook Service Accessed by the Users via Web Content Filter / URL

(00 o1 =T 1 T 1 =T 405

Part VI ManagemENTt ... e e 411
RV B RS V) (=T o T\ F= Tl 1 (=] = Vg (o U 412
V=T o =T ] (=] o = o= ST PRR 413
VI-1-1 SYSEEM SEAIUS ..iieiiiiiie et e e e e e e e e e e et e e e e e e ee s neeaeaees 413
RV I 01 I SRR 415
VI-1-3 AdMINIStrator PASSWOIT .......ccoiiiiiiiiiiiiei ittt e et e e e s sabeee e e 418
VI-1-4 USEI PASSWOIU .....eiiiiiiiie e itiiee sttt ettt sttt e e sttt e e s ettt e e s sttt e e e e bt e e e s nnbeeeeesnbaeeeseee 421
VI-1-5 LOGIN PAGE GIrEETING .. .eeeiiiiiiiieiitiiee ettt ettt ettt et e e ettt e e s sbb e e e s sibe e e e s sanneeeeans 424
VI-1-6 CoNfiguration BACKUP ........vutiieitiiie ettt ettt e et e e sbae e e e sbneeeeanes 426
VI-1-7 SYSIOQIMAIT ALBIT ...ttt e e e et e e e e e e e e abn e eee e e e e e e eneees 429
VI-1-8 TiME @NU DALE......ceiiiiiieeeiiiiee ettt crt ettt e e e e st e e e e sntae e e e sntae e e e atbeeeeasteeeesnsreeeennes 432
V=129 SNIMP et ekttt e e ettt e e ettt e e e e aR bt e e e en e e e e e tbe e e e atae e e e e rreeennnes 433

AV e O Y = T g F= T =T 0 41T | SO PTTPSPPP 435

[V I B == 1o =1 I @] i o S PRR R 439
VI-1-12 Self-Signed CertifiCate .........cuuuiiiieei e a e e s e e e e e e e e e e ennes 444
VI-1-13 REDOOL SYSIEIM.. ...t e e s e e e e e e s e s b eee e e e e e e e nes 446
VI-1-14 FirmWare UPQIa0E .....coeeieeiiiiieiieeeieee e s issiieeee e ae e e s s snntaeeeeeeeesssnssstnaeseaeessssnnssnnnneseeessannns 447

viii

Vigor2927 Series User’s Guide



VI-1-15 Firmware BaCKUP ......uveviiie it e s s e e e e e e e e s ae e e e e e e e e nnnes 448

VI-1-16 Internal SErvice USEI LiSt.......ocuiiiiiiiiee ittt sbeee e 449
VI-1-17 DasShboard CONMIOL.........oeiiiiiiiiiiiieee ettt e e e e eee e e e e e e s s snnbeaeeeaeeeaeannes 450
VI-2 Bandwidth ManagemMeENT..........ccoiiiiiiiiiiiiee ittt e e st e e e s nbneee e 451
WED USEI INTEITACE ..ciiie ettt e s e e e e e e e e eee e e e e e e neeees 452
VI-2-1 SESSIONS LIMIT ..ottt e e e et e e e e e e e s abn e e e e e e e e e eeeees 452
YA R 2T U o VYT |1 I T o T SRR 454
VI-2-3 QUALILY OF SEIVICE .....eiiiiiiiie ettt ettt e e et e e e e e e e e bbb b e ee e e e e e e anneees 456
[V Y o = @ Lo 1 P ERTR 462
A B R B LT Y oY= To [T 0 1 T= o | SO UPP PSPPI 463
V=T o =T ] (=] o = ol SRR 464
RV e R =T g 1= TR (U] o SR 464
VI=3-2 USEI PrOfil@ ..ccoeeiee ettt e e e 466
Y e B U L] T o €1 o 1U TP TP PP PPRRPTO 470
VI-3-4 USEI ONIINE STALUS ....eviiiiiiee it e e e e e e e et r e e e e e e s nnnnbeeeeeeeeesnnnes 471
APPHCALION NOTES ...t e et e e e sib e e e et e eneee 473
A-1 How to authenticate clients via User Management ...........cccoviiiiieeiiiiinnnnn. 473

A-2 How to use Landing Page Feature .......ccceoeiiiiiiiiiiiiiii e v eceeeean 482

VI-4 HOtSPOt WED POFTALL ... ittt st e st e e st e e e sireee e 486
WED USEI INTEITACE ..eeiie et s e e e e e e s e b ee e e e e e e nneees 486
VI-4-1 Profile SEIUPD . ..ottt 486
VI-4-1-1 Login MeThOd ... ..ee e e e 487
VI-4-1-2 Steps for Configuring a Web Portal Profile............ccovviiiiiiiiiianan . 487
VI-4-2 USEI INFOIMALION. ... ..eiiiiiiee et e e e e e e e e e st r e e e e e e s enntnneeeeeeeeeeannnees 503
RV =T a0 o 503
VI-4-2-2 Database SETUD «.uuunii ettt ettt ettt ettt e aeaan 504
VA C R @ 10 T ] =T 1Y, =T =T 1= o 1= o 506
VI-4-4 PIN GENEIALON ...ttt e e e ettt e e e e st e et e e e e e st b e et e e e e e s s nbn b e e e e e e e e e nnnees 509
R 1 S 7 Y [ 509
[V e LN R €T o [T = U {0 510
VI-4-4-3 PIN VOUCKET ...ttt ettt et et et e et et e et e e e e eaeeaans 511

F Y o] o] o= 11 To] o NN 0] (=23 TP PUTT T UPOTPRRP 513
A-1 How to create Facebook APP for Web Portal Authentication?...................... 513

A-2 How to create Google APP for Web Portal Authentication?......................... 519

VI-5 Central Management (VPN) ...ttt e e s sbre e e e s anneeee s 521
WED USEI INTEITACE ..ottt e e e e e e e e e e eeeee 522
VI-5-1 GENEIAI SEUUP ...ttt e ettt e e e e e s e b bbb et e e e e e e e s nbnbeeeeaaeeesnnees 522
VI-5-1-1 General SEtINGS. .. ...ttt ettt e e eaas 522
VI-5-1-2 IPSEC VPN SETEINGS .. ettt ettt et ettt e eaeeaaas 523
VI[-5-2 CPE MANAGEMENT......eeiiiiiiiiiiiireiii et e e e s e e e e e s s e e e e e e e s s s e neeeeeesaannes 524
VI-5-2-1 Managed DeVvice LISt ... e e e 524
VI-5-2-2 CPE MaNTENANCE .. ...ttt ettt ettt et ettt et e et e e e eaaeeaaas 527

RV L B € To oo | 1= 1= o 529
VI-5-3 VPN MaNAGEMENT.....tuiiiiiii ittt sttt e e e et e e e e e e e as b r e e e e e e eeababnnaeeaaee 531
RV R B o o R/ AN 1= PSR 532

Vigor2927 Series User’s Guide



F Y o] o] o= 11T TN Vo) =SSP 533

A-1 CVM Application - How to manage the CPE (router) through Vigor2927 series? . 533
A-2 CVM Application - How to build the VPN between remote devices and Vigor2927

LT T 537

A-3 CVM Application - How to upgrade CPE firmware through Vigor2927 series?.... 539

VI-6 Central ManagemeENt (AP) ...t e e e e e e e e e e e 542
WED USEI INTEITACE ..ceiii e e e e s e e e e e e e s e eee e e e e e e nreees 543

RV R - T ] o - o 1RSSR 543

[V SRS = |11 PSPPSR 544
VI-6-3 WLAN PrOfil@......eeiiiiiiiiee ittt et sae e e st e e e st e e e e nraeennees 545
VI-6-4 AP MAINTENANCE ... ...ttt e ettt e e e e e e et e e e e e e e e e s annbeeeeeaaeesannes 550

RV SRR Y o 1V - o SRR 551
YR ST I = 1 1o 1= 1 o o ISR 556

AV R G A V=T o o T ORI PPPRUP 557

[V ORI o] = | I = 1 oS PERR R 558
VI-6-9 Station NUMDET .....cooiiiiii e 558
VI-6-10 LOAA BAIANCE ....cooiiiiiiieiiiiie ettt et sttt e e s s nbe e e eeee 559
VI-7 Central Management (SWILCN) .......ueieieciiiiiieeir e e e e e e e e e e e e e nnnnrneeees 561
WED USEI INTEITACE ..ciiie et e e s e e e e e e s eee e e e e e e neeees 562
Ry S = |11 SRR 562
VI-7-1-1 SWILCH STAtUS ...t eaee e e 562

VI-7-1-2 SWItCh HIErarChy ..o ettt eaas 564

V=72 PPOFIE oottt e e et e e sr e e aneee 565
YR e I € (01U o PP RPN P PR RPPTRTOPN 568

AV Ry Y =T a1 1= =T g o] = PSR 570
Yy R [T ¢ =T o o B o To TP PPPTRP 571
RV A =Y o = ] o 571

VI-7-5-2 SWItch and POrt SetUD ..o et e e eas 571

RV ST Y -1 o oo 573

VI-7-6 DAtabase SEIUP ......uuviiiiieie e e e e e e s e r e e e e e e s et e e e e e e e e sannnnreeeeeaeeeeannes 574

RV R ST U ] ] o Lo o £ S PS 575
VI-8 Central Management (EXternal DEVICES) ......uuuuieieeiiiiiiiiiiiieee e s e cier et e e e e s e e e e e e e sneneeees 576
o L AV O ] 4 1= = USSP 579
V1 R @ o] [T o SRS =] 1] T TP URUT ORI 580
V=T o =T g ] (=] o = ol PR 581
RV R = @ =X R PRR PR 581
[V | = 1 (o 11 | PR 584
RV e B Y G T @ ] o = o RS 586

BT L V£ I 1  o U o 588
VII-1-5 SErviCe TYPE ODJECE....ciieii ittt e e e e r e e e e e s s r e e e e e e e s ennns 590
VI-1-6 SEIVICE TYPE GIOUP ..eveeeeiitiieeiiitiieeeiittteeesitteee e sate e e e e sttt e e e abae e e e sbbeeeesabbeeeesabbeeeesannneeenn 592
VI-1-7 KEYWOIT ODJECT....ceiiiiiiieiiiitiiee ettt ettt ettt e e st e e e e e e e nbe e e e 594
VII-1-8 KEYWOIT GIOUP ...uietiiiiiieee e ettt e e e e ettt e e e e e e sttt et e e e e e e e sannbbbe e e e e e e e e s aanbbneeeeaaaeeesnnres 596

Vigor2927 Series User’s Guide



VII-1-9 File EXtENSION ODJECT ...oiei ittt e e e e e e e e e s e e e e e e e e e e 597

VII-1-10 SMS/Malil SEIVICE ODJECE .....uuviiiiiee et e e e s nrrae e e e e e e e e annes 599
VII-1-11 NOtification OBJECT........coviiieeiiie e 604
VI-1-12 SEHNG ODJECT ...eeiiiiiiiiie ettt e et e e e snbae e e e 607
VI-1-13 COUNLIY ODJECT ..ceiiiiiiie ittt st bbe e e ebe e e eeee 608
VII-1-14 ODbjects BACKUP/RESIOIE ........ueiiiiaiiiiiieiiee ettt e e ee e e e e e e eanes 611
F Y o] o] o= 11 To] o NN o] (=23 TSP PUTTUROTPRRP 612
A-1 How to Send a Notification to Specified Phone Number via SMS Service in WAN
D] TS0 o =T o o o 612
V-2 USB APPIICALION .....eeiiiiieieee ittt ettt e st e e e s bb e e e s bbe e e e s aabeeeannrneeeea 616
WED USEI INEITACE ...ttt et e e e e e 617
VII-2-1 USB GENEIal SETNGS ...oeiiiiiiieiiiiiee ettt et e e e e e e e s e snnbeaeeeaaeeaeannes 617
VI1-2-2 USB USEr MaANAGEMENT .....uuuiiiiiiiiiiiiiitiiititibitibiteies e 618
RV e B T b o] (o] = PSR 620
V11-2-4 USB DEVICE SEALUS. ... .eeiiiueieiiiieitiie sttt ettt sttt ettt e s e sbe e e ssne e s ann e sneeennneesanes 621
VI1-2-5 TEMPEIATUIE SENSON .. .uuvviuiuiuieieinrntneeieinnnnnnnnenennnnnnnn s s anananananaaanseaeaesasaseaeanens 622
VA B 2 SR 1Y o T [=T 4 TS0 o] oo I PSSR 625
VII-2-7 SMB ClieNt SUPPOIT LiSt......icceeiiiiiiee e e e e s e e e e e e s s ae e e e e e e e e nnnes 626
APPHCALION NOTES ...ttt e s et e e e b e e e e b e eneee 627

A-1 How can | get the files from USB storage device connecting to Vigor router? ... 627

Part VIII TroubleShOOtiNg ..coooviiiiiiiiee 631
RV L I 1= Vo [T 1= oSO 632
WED USEI INTEITACE ...ttt 633
RV R = o 10y i o o =T T Vo TSRS 633
RV R = Lo T 1] T 1= ][RP 634
VIII-1-3 ARP CaChe TabIE ....veiiiiiiiiiiiiiieee ettt e e e e e e s e ae e e e e e e e e nnnes 635
VII-1-4 IPV6 NeighboUr TaDIE ......oeiiiiiiiee e 636
RV R T (@ i 1= o =PSRN 637
VIII-1-6 NAT SESSIONS TADIE ..coeiiiiie e 638
VIII-1-7 DNS CaChe TaADIE .....cooiiiiiie et e e e e 639
AV R i oo T B = Vo [0 ] SRR 640
VI-1-9 Data FIOW MONITOT ......eeiiiiieiiieiiee ettt nenas 641
RV K I I =1 [l ] = 1 ) o PSR 644
RV Y NI ] =T o o PO PEP PR 645
VII-1-12 TraCe ROULE ....ooiieiiiiiei ittt e e 646
RV R e BV (o o =4 o] [ - RS 647
VII-1-14 [PV TSPC SEALUS ....evveiiiiiiiiiiiiiiiiiiieieiiiiiebeieiebebeeaesee s 648
VIII-1-15 High Availability STAtUS ........c.eeeiiiiiiiieiiiee et 648
VIII-1-16 Authentication INfOrmMation ............c.eeiiiiiiiiiiii e 650
VIII-1-17 DOS FIOOd TADIE .....eeiiiiieeeee e 652
VIII-1-18 ROULE POlICY DIAQNOSIS .. ...ueeeieeiieeeie ittt e e ettt e e e e e et e e e e e e e s s enabeaeeeaaeeeaannes 653

Vigor2927 Series User’s Guide

xi



VIII-2 Checking If the Hardware Status IS OK OF NOt........cc.cuviiiiiee i 655

VIII-3 Checking If the Network Connection Settings on Your Computer Is OK or Not................... 656
VIII-4 Pinging the Router from YOUr COMPULET ........ccoiiiiiiiiiiiiie i 659
VIII-5 Checking If the ISP Settings are OK OF NOL ..........uiiiiiiiiieiiiii e 661
VIII-6 Problems for 3G/4G Network CONNECHION ........oouiiiiiiiiiiei e 662
VIII-7 Backing to Factory Default Setting If NECESSArY ..........uueiiiiiiiiiiiiiiiieee e 663
V-8 CONLACHNG DIAYTEK ....eeeeeiiieeiiiiiie ittt e e ettt e e e e e e e bbb b e e e e e e e e e e annreeeaans 664
Appendix I: VLAN Applications 0n Vigor ROULET .........cooiiiiiiiiieiee e 665
Part IX Telnet COMMEANTUS .......uiiiiiiiiie e e e e e 673
Accessing TelNet Of VIGOIr2927 ........ooo ittt e s snae e 674
I O X e 928

xii

Vigor2927 Series User’s Guide



Part | Installation

This part will introduce Vigor router and guide to
install the device in hardware and software.

Installation







|-1 Introduction

This is a generic International version of the user guide. Specification,
compatibility and features vary by region. For specific user guides
suitable for your region or product, please contact local distributor.

Vigor2927 series integrates IP layer QoS, NAT session/bandwidth management to help users
control works well with large bandwidth.

By adopting hardware-based VPN platform and hardware encryption of AES/DES/3DES, the
router increases the performance of VPN greatly, and offers several protocols (such as
IPsec/PPTP/L2TP) with VPN tunnels.

The object-based design used in SPI (Stateful Packet Inspection) firewall allows users to set
firewall policy with ease. CSM (Content Security Management) provides users control and
management in IM (Instant Messenger) and P2P (Peer to Peer) more efficiency than before. By
the way, DoS/DDoS prevention and URL/Web content filter strengthen the security outside
and control inside. Object-based firewall is flexible and allows your network be safe.

User Management implemented on your router firmware can allow you to prevent any
computer from accessing your Internet connection without a username or password. You can
also allocate time budgets to your employees within office network.

With the 4-port Gigabit switch on the LAN side provides extremely high speed connectivity for
the highest speed local data transfer of any server or local PCs. The tagged VLANs
(IEEE802.1Q) can mark data with a VLAN identifier. This identifier can be carried through an
onward Ethernet switch to specific ports. The specific VLAN clients can also pick up this
identifier as it is just passed to the LAN. You can set the priorities for LAN-side QoS. You can
assign each of VLANSs to each of the different IP subnets that the router may also be operating,
to provide even more isolation. The said functionality is tag-based Multi-subnet
(Multiple-Private LAN Subnets).

On the Wireless-equipped models (e.g., Vigor2927lac) each of the wireless SSIDs can also be
grouped within one of the VLANSs.

In addition, Vigor2927 series supports USB interface for connecting USB printer to share
printing function or 3G USB modem for network connection.

Vigor2927 series provides two-level management to simplify the configuration of network
connection. The user mode allows user accessing into WEB interface via simple configuration.
However, if users want to have advanced configurations, they can access into WEB interface
through admin mode.
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I-1-1 Indicators and Connectors

Before you use the Vigor router, please get acquainted with the LED indicators and
connectors first.

I-1-1-1 Vigor2927

Vigor2927

Dual-WAN Security Routoer

DMZ WAN1 UsB2 |

QoS VPN WCF

Status Explanation
Off The router is powered off.
ACT — - -
Blinking The router is powered on and running normally.
On Internet connection is ready.
WAN2/WANL Off Internet connection is not ready.
Blinking The data is transmitting.
On USB device is connected and ready for use.
USB1/USB2 Off No USB device is connected.
Blinking The data is transmitting.
On The DMZ function is enabled.
) DMZ Off _ The DMZ function i§ Qisabled.
Blinking The data is transmitting.
Q08 On The QoS function is active.
Off The QoS function is inactive.
On The VPN tunnel is active.
VPN Off VPN services are disabled
Blinking Traffic is passing through VPN tunnel.
on The Web Content Filter is active. (It is enabled from
WCF Firewall >> General Setup).
Off WCF is disabled.
WAN1,WAN2 / P6
On The port is connected.
Left LED Off The port is disconnected.
Blinking The data is transmitting.
) On The port is connected with 1000Mbps.
) Right LED Off The port is connected with 10/100Mbps.
@) LAN P1-P5
On The port is connected.
Left LED Off The port is disconnected.
Blinking The data is transmitting.
Right LED On The port is connected with 1000Mbps.
Off The port is connected with 10/100Mbps
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Dual-WAN Security Router

No. Interface Description

Restore the default settings. Usage: Turn on the router (ACT LED is
blinking). Press the hole and keep for more than 5 seconds. When you
see the ACT LED begins to blink rapidly than usual, release the button.
Then the router will restart with the factory default configuration.

(3) Factory Reset

Connecter for a USB device (for 3G/4G USB Modem or printer or

(4) UsB thermometer).

WAN1 Connecter for local network devices or modem for accessing Internet.

Connecter for local network devices or modem for accessing Internet.

(5) WAN2 / P6 It is a switchable port. It can be used for LAN connection or WAN
connection according to the settings configured in WUI.

LAN P1-P5 Connecters for local network devices.
PWR Connecter for a power adapter.
®  ["onsorr Power Switch.
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I-1-1-2 Vigor2927L

Pweransr Tol- Vigor2927L 2
—-— ——I - . Dual-WAN Security Router
PR N
fleset oS VRN WCE use WAN1 P1 P2 P3 P4 PS
No. \ LED Status Explanation
Off The router is powered off.
ACT — - -
Blinking The router is powered on and running normally.
On Internet connection is ready.
WAN2/WANT Off Internet connection is not ready.
Blinking The data is transmitting.
On LTE device is connected and ready for use.
Off LTE device is not detected, or has serious problem
LTE (e.g., no SIM card, SIM pin error, SIM deactivated, and
etc.).
Blinking Slowly: LTE device is in dialing up.
Quickly: The data is transmitting.
On The DMZ function is enabled.
1) DMz Off The DMZ function is disabled.
Blinking The data is transmitting.
On USB device is connected and ready for use.
USB Off No USB device is connected.
Blinking The data is transmitting.
Q05 On The QoS function is active.
Off The QoS function is inactive.
On The VPN tunnel is active.
VPN Off VPN services are disabled
Blinking Traffic is passing through VPN tunnel.
On The Web Content Filter is active. (It is enabled from
WCF Firewall >> General Setup).
Off WCEF is disabled.
WAN1,WAN2 / P6
On The port is connected.
Left LED Off The port is disconnected.
Blinking The data is transmitting.
) On The port is connected with 1000Mbps.
) Right LED Off The port is connected with 10/100Mbps.
@) LAN P1-P5
On The port is connected.
Left LED Off The port is disconnected.
Blinking The data is transmitting.
Right LED On The port is connected with 1000Mbps.
Off The port is connected with 10/100Mbps
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P reans Tol- Vigor2927L

e e i i Dual-WAN Security Router

ACT WANz LTE
DMZ waN: UsB | | i
|ﬂ
Factory
Reset QoS VPN WCF .
I =3 2] =3 P3 P4 Ps 5

WAN1 WAN2 | P§

No. Interface Description

Restore the default settings. Usage: Turn on the router (ACT LED is
blinking). Press the hole and keep for more than 5 seconds. When you
see the ACT LED begins to blink rapidly than usual, release the button.
Then the router will restart with the factory default configuration.

(3) Factory Reset

Connecter for a USB device (for 3G/4G USB Modem or printer or

4) UsB thermometer).

WAN1 Connecter for local network devices or modem for accessing Internet.

Connecter for local network devices or modem for accessing Internet.

(5) WAN2 7/ P6 It is a switchable port. It can be used for LAN connection or WAN
connection according to the settings configured in WUI.

LAN P1-P5 Connecters for local network devices.
PWR Connecter for a power adapter.

©) ON/OFF Power Switch.

@) O} Connecter for installing LTE antennas.
i

(8) SIM 2/1 Slots for installing SIM card.
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I-1-1-3 Vigor2927ac / Vigor2927ax / Vigor2927Lac

P yransTol- Vigor2927ac
R ’ i Dual-WAN Security Router
Wirslass LA
ONOFFIMIPS | scT wanz USBI '|
DMZ WAN1 USB2 | r 1r i i i 1r
"Sw | aos sc 2| u I—II_I_._L II I

WANT WANZ | PG

P yreavnsr Tol- Vigor2927ax

L e Dual-WAN Security Rauter

Wm::l( L

A T T &
d Lol B B B 0.1

DMZ WAN! USB2 | ¥
. 2| n———
Factory !
Recet @&  5C 24C

WANT ITHES P [F] P3 P4

- y

DrenvsTol Vigor2927Lac
L ST E TN oualviansecurity Rovier
Wire ess LAN
OWOFFMIPS | pcT wanz LTE T T T
DMZ WHN1 USE ﬁ r 1r 1r 1
ey i I—-I I—II—I—I—.—I

QoS 36
WANT WAN2 / PG P1 P2 P31 P4 P53

\ Status Explanation
Off The router is powered off.
AcT Blinking The router is powered on and running normally.
On Internet connection is ready.
WAN2/WAN1 Off Internet connection is not ready.
Blinking The data is transmitting.
On USB device is connected and ready for use.
USB1/USB2 Off No USB device is connected.
Blinking The data is transmitting.
(1) on LTE device is connected and ready for use.
Off LTE device is not detected, or has serious problem
LTE gi;:gj’ no SIM card, SIM pin error, SIM deactivated, and
Blinking Slowly: LTE device is in dialing up.
Quickly: The data is transmitting.
On The DMZ function is enabled.
DMZ Off The DMZ function is disabled.
Blinking The data is transmitting.
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005 On The QoS function is active.
o
Off The QoS function is inactive.
5G/2.4G: Wireless access point with bandwidth of
Oon 5GHz/2.4GHz is ready.
WLAN: Wireless access point is ready.
) Off Wireless function is disabled.
5G/24G It will blink slowly while wireless traffic goes through.
o ACT and WLAN LEDs blink quickly and simultaneously
Blinking when WPS is working, and will return to normal
condition after two minutes. (You need to setup WPS
within 2 minutes.)
WAN1,WAN2 / P6
On The port is connected.
Left LED Off The port is disconnected.
Blinking The data is transmitting.
. On The port is connected with 1000Mbps.
@ Right LED Off The port is connected with 10/100Mbps.
LAN P1-P5
On The port is connected.
Left LED Off The port is disconnected.
Blinking The data is transmitting.
Riaht LED On The port is connected with 1000Mbps.
g Off The port is connected with 10/100Mbps
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nrﬂv Tol- Vigor2927ac

- - l - e Dual-WAN Security Router

Wireless LAN

ONIOFFWPS |acr wanz uses |1
DMZ WAN1 USB2 r
Factor
Ru%el QoS 56 246G

WAN1 WAHI | P&

D W —

P roans Tol- Vigor2927ax

= ey &R Dual-WAN Security Router

OiOFFIES ACT WANZ UsBi |1
DZ WANT USB2 |l e
acto
QoS 56 246

WAN1 WAN? | P&

P resns Tol- Vigor2927Lac

e ey A Dual-WAN Security Router

Wireless L

ONoFFES ACT WANZ LTE
IMZ WAN1 USB

Factory
Reset QoS 5G 246G

WAN1 [wanz/ps

No. J Interface Description

Wireless band will be switched /changed according to the button pressed
and released. For example,

® 2.4G (On) and 5G (On) - in default.
® 2.4G (Off) and 5G (On) - pressed and released the button once.

Wireless LAN ® 2.4G (On) and 5G (Off) - pressed and released the button twice.
ON/OFF/WPS @ 2.4G (Off) and 5G (Off) - pressed and released the button three
times.

@)

When WPS function is enabled by web user interface, press this button
for more than 2 seconds to wait for client’s device making network
connection through WPS.

Restore the default settings. Usage: Turn on the router (ACT LED is
blinking). Press the hole and keep for more than 5 seconds. When you see
the ACT LED begins to blink rapidly than usual, release the button. Then
the router will restart with the factory default configuration.

Factory Reset

Connecter for a USB device (for 3G/4G USB Modem or printer or

(4) |UsBl-2/UsB thermometer).

WAN1 Connecter for local network devices or modem for accessing Internet.

Connecter for local network devices or modem for accessing Internet.

(5) | WAN2/ P6 It is a switchable port. It can be used for LAN connection or WAN
connection according to the settings configured in WUI.

LAN P1-P5 Connecters for local network devices.
W Connecter for installing WLAN antennas.
(6) 9 (For ac model)
PWR Connecter for a power adapter.

(7)
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ON/OFF Power Switch.
o) Connecter for installing LTE antennas.
(©) = (For L model).
Slots for installing SIM card.
SIM 2/1
©) (For L model).
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I-1-1-4 Vigor2927Vac

=TE Sy S TEN DualWAN Securily Router

1 P rensTol Vigor2927Vac 2
I EIIIIETTIIE
Reset. I I . I I

USB WAN1 Phanel zl

246G 5G  Phomed use
WAN1 WANZ | P& P P2 P3 P4 PS Phone2  Phonel

\ LED Status Explanation
ACT Off The router is powered off.
Blinking The router is powered on and running normally.
On Internet connection is ready.
WAN2/WANL Off Internet connection is not ready.
Blinking The data is transmitting.
On The QoS function is active.
QoS Off The QoS function is inactive.
On USB device is connected and ready for use.
USB Off No USB device is connected.
(1) Blinking The data is transmitting.
On The phone connected to this port is off-hook.
Phonel/Phone | Off The phone connected to this port is on-hook.
2 Blinking A phone call comes.
5G/2.4G: Wireless access point with bandwidth of
On 5GHz/2.4GHz is ready.
WLAN: Wireless access point is ready.
Off Wireless function is disabled.
2.4G/5G P— - - -
It will blink slowly while wireless traffic goes through.
o ACT and WLAN LEDs blink quickly and simultaneously
Blinking when WPS is working, and will return to normal
condition after two minutes. (You need to setup WPS
within 2 minutes.)
WANZ1,WAN2 / P6
On The port is connected.
Left LED Off The port is disconnected.
Blinking The data is transmitting.
) On The port is connected with 1000Mbps.
- Right LED Off The port is connected with 10/100Mbps.
LAN P1-P5
On The port is connected.
Left LED Off The port is disconnected.
Blinking The data is transmitting.
Right LED On The port is connected with 1000Mbps.
g Off The port is connected with 10/100Mbps
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3 Wire st LAN

No.

ONOFFANPS

ACT WARZ QoS
USE WAN1 P

2406

Interface

Wireless LAN
ON/OFF/WPS

\ Description
Wireless band will be switched /changed according to the button
pressed and released. For example,

® 2.4G (On) and 5G (On) - in default.
® 2.4G (Off) and 5G (On) - pressed and released the button once.
® 2.4G (On) and 5G (Off) - pressed and released the button twice.

® 2.4G (Off) and 5G (Off) - pressed and released the button three
times.

3 . . .

) When WPS function is enabled by web user interface, press this button
for more than 2 seconds to wait for client’s device making network
connection through WPS.

Restore the default settings. Usage: Turn on the router (ACT LED is
Factory Reset blinking). Press the hole and keep for more than 5 seconds. When you
y see the ACT LED begins to blink rapidly than usual, release the button.
Then the router will restart with the factory default configuration.

@ USB1~2 / USB Connecter for a USB device (for 3G/4G USB Modem or printer or
thermometer).

WAN1 Connecter for local network devices or modem for accessing Internet.
Connecter for local network devices or modem for accessing Internet.
(5) WAN2 / P6 It is a switchable port. It can be used for LAN connection or WAN
connection according to the settings configured in WUI.
LAN P1-P5 Connecters for local network devices.
5 Connecter for installing WLAN antennas.
€ | =4 (For ac model)
PWR Connecter for a power adapter.
() |"onvsorr Power Switch.

Vigor2927 Series User’s Guide
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I-1-2 Notes for Antenna Installation (for “L” model)

Magnetic antenna must be installed on the extension base before connecting to Vigor router.

Extension Base

There are two mounting holes for installing antennas with extension base on Vigor router.
Please install them as shown below.

Major Signal
Transmitted Hole

SIM Card
Slot

Extension Base

Note, if only one antenna shall be installed, please use the mounting hole (major signal
transmitted hole) near to the power switch.

Vigor2927 Series User’s Guide



While installing the SIM card into the card slot, note that back plate of the SIM card slot must
be removed first and the direction of card notch must be on the left side.

There are two types of antennas provided for Vigor2927Lac, which must be installed in
different locations carefully and correctly. Wrong installation might cause bad signal of
wireless connection. Therefore, pay attention to the installation of antennas by referring to the
following illustration.

SMA jack for LTE Antenna (with
extension base)

SMA jack for WLAN
Antenna

Vigor2927 Series User’s Guide 13



|-2 Hardware Installation

I-2-1 Installing Vigor Router

Before starting to configure the router, you have to connect your devices correctly. (For the
hardware connection, we take “ac”” model as an example.)

1. Connect the DSL interface to the land line jack with a DSL line cable.

Connect the cable Modem/DSL Modem/Media Converter to the WAN port of router with
Ethernet cable (RJ-45).

2. Connect one end of an Ethernet cable (RJ-45) to one of the LAN ports of the router and
the other end of the cable (RJ-45) into the Ethernet port on your computer.

3. Connect one end of the power adapter to the router’s power port on the rear panel, and
the other side into a wall outlet.

4.  Power on the device by pressing down the power switch on the rear panel.

The system starts to initiate. After completing the system test, the ACT LED will light up
and start blinking.

(For the hardware connection, we take “ac” model as an example.)

Cable/DSL Modem
or Media Converter

WAN @ Power

Switch
o Dy Tol- Vigor2927uc

A L [ R Dual-WAN Security Router

SRS ACT WANZ USE1 ‘| =]
DMZ WAN1 USBE2
Factory
Rosot e

WANT

Power
Adapter
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I-2-2 Wall-Mounted Installation

Vigor router has keyhole type mounting slots on the underside.

1. A template is provided on the Vigor router packaging box to enable you to space the
screws correctly on the wall.

2.  Place the template on the wall and drill the holes according to the recommended
instruction.

3.  Fit screws into the wall using the appropriate type of wall plug.

1)

Info The recommended drill diameter shall be 6.5mm (1/4).

4.  When you finished about procedure, the router has been mounted on the wall firmly.
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I-2-3 Installing USB Printer to Vigor Router

You can install a printer onto the router for sharing printing. All the PCs connected this router
can print documents via the router. The example provided here is made based on Windows 7.
For other Windows system, please visit www.DrayTek.com.

Printer Name:192.168.1.1
PortName:|IP_192.168.1.1

Router (192.168.1.1)

Before using it, please follow the steps below to configure settings for connected computers
(or wireless clients).

1. Connect the printer with the router through USB/parallel port.

2. Open All Programs>>Getting Started>>Devices and Printers.

— :
— = Emart WPM Client
Cornputer

J[ Getting Started r
] Contral Panel

% Privatefirewall 7.0
Dewices and Printers

! Connectto a Projector
] L Default Pragrams
g

it Calculator Help and Support

Windous Security

L ff | »
* Al Pragrarns L|

3. Click Add a printer.

Devices and Printers

e

';\ § LY jJ @ » Cantral Panel = Hardware and Sound = Dewvices and Printe

Sdd a device | Add a printer

a Devices (D

16 Vigor2927 Series User’s Guide



4.  Adialog will appear. Click Add a local printer and click Next.

= Bdd Printer E

( ) s Add Printer

Wehat type of printer do ywou want to install?

<% Add a local printer

Use this option only if you don't have a USE printer, (Windows autoratically installs USE printers
wehen you plug them in.)

=% Add a network, wireless or Bluetooth printer

Make sure that your computer is connected to the network, or that your Bluetooth or wireless
printer is turned on,

| Cancel |

5. Inthis dialog, choose Create a new port. In the field of Type of port, use the drop down
list to select Standard TCP/IP Port. Then, click Next.

i Add Printer x|
@ = Add Printer
Choose a printer port

A printer portis a type of connection that allows your cormputer to exchange information with a printer,

™ Use an existing port: ]LPTl: (Printer Port) _]

v

=

Type of port:

Mext Cancel
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6. In the following dialog, type 192.168.1.1 (router’s LAN IP) in the field of Hostname or
IP Address and type 192.168.1.1 as the Port name. Then, click Next.

i Add Printer x|

@ = Add Printer

Type a printer hostname or IP address

Device type: ]TCP;’IP Device ‘_]
Hastname or IP address: 1192.168.1.1
Port name: |102.168.1.1

[~ Query the printer and automatically select the driver to use

Mext Cancel

7. Click Standard and choose Generic Network Card.

o Addd Printer x|

@ i Add Printer

Additional port information required

The device is not found on the network, Be sure that:

. The device is turned on,

. The network is connected,

. The device is praperly configured,

. The address on the prewious page is correct,

o

If you think the address is not correct, click Back to return to the previous page, Then correct the
address and perform another search on the network, If you are sure the address is correct, select the
device type belows,

Device Type -

(+ Standard

" Custom tt

Mext Cancel
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8.  Now, your system will ask you to choose right name of the printer that you installed onto
the router. Such step can make correct driver loaded onto your PC. When you finish the

selection, click Next.

= Add Printer El

@ e Add Printer

Install the printer driver

; Choose your printer frarn the list. Click Windows Update to see rmore models.

To install the driver from an installation CD, click Hawve Disk,

'.‘ , - n.' " . H
Frother IH E§lBrother DCP-116C |

Canon nlBrother DCP-117C

DrrayTek Sl Brother DCP-128C

Epson ol Brother DCP-129C

Fuii Xerox j (=] Brather DCP-130C j

5] This driver is digitally signed. Windows Update | Have Disk... |

Tell rre why driver signing is impaortant

9. Type a name for the chosen printer. Click Next.

2 Add Printer x|

-
0 d= Add Printer

Type a printer name

Printer narne:

This printer will be installed with the Brother DCP-116C driver,

Mext Cancel

Vigor2927 Series User’s Guide
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10. Choose Do not share this printer and click Next.

=+ Add Printer

& ) sy Add Printer

Printer Sharing

If you wwant to share this printer, you must provide a share name, You can use the suggested narme or

fype a new one, The share name will be visible to other network users,

' Do not share this printer

™ Share this printer so that others on your network can find and use it

11. Then, in the following dialog, click Finish.

= Add Printer

() & AddPrinter

You've successfully added Brother DCP-116C

I Set as the default printer

Cancel

To check if your printer is warking properly, or to see troubleshooting information for the printer, print a

test page.

Print a test page

Finish |

ancel
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12. The new printer has been added and displayed under Printers and Faxes. Click the new
printer icon and click Printer server properties.

OO % ~ Control Panel + Hardware and Sound « Devices and Printers +
Add adevice  Add a printer  Seewhat's printing | Print server properties | Refinove device

« Devices (3 T PSP for this printl
[server. I

Generic Non-PnP  WMware Vitwal  WINTPRO-SVR

Monitor disk SCEI Disk
Device

« Printers and Faxes ()

GF_Printer Adm_Printer

Microsoft XPS
Docurment Writer

13. Edit the property of the new printer you have added by clicking Configure Port.

CEF Properties REMOvE device

Forms ~ Perts |Dli\-'ers| Securit_l,ll Advanced

a WMYIMTPRO- SR,

Ports on this server

Part Description Printer I;I
Ts002 Inactive TS Part

=il TI00L Inactive TS Part
TP ThinPrint Print Port fo..

172.16.2.2... Standard TCR/IP Port af
LPR_local., Standard TCP/IP Part Adm_Printer
el Bl it L C e
ndard TCP/IP Port Brother
FasPaort: acal Ho ICrasa acument Wrter |

Add Port.., Delete Port Configure Port... | ]

ak I Cancel Apply
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14. Select "LPR" on Protocol, type p1l (number 1) as Queue Name. Then click OK. Next
please refer to the red rectangle for choosing the correct protocol and LPR name.

WEF BrOperties FEIMOWE LEWICE

| % Print Server Properties

Forms Ports | Dirivers | Security | Advanced |

Configure Standard TCP/IP Port Maonitor

Port Settings |

X|

Port Marme: |192.168.1.1

| Printer Mame or [P Address: |192.168.1.1

Protocol
™ Raw

Y Raww Settings

« LPR

|9100

LPR Settings

Queue Mame: |p1|

[ LPR Byte Counting Enabled

[~ SMMP Status Enabled

|pub|ic

|1

QK | Cancel

The printer can be used for printing now. Most of the printers with different manufacturers

are compatible with vigor router.

1)

Info Some printers with the fax/scanning or other additional functions are not

supported.

Vigor router supports printing request from computers via LAN ports but

not WAN port.
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I-3 Accessing Web Page

1. Make sure your PC connects to the router correctly.

You may either simply set up your computer to get IP dynamically from the router or set
up the IP address of the computer to be the same subnet as the default IP address of
Vigor router 192.168.1.1. For the detailed information, please refer to the later
section - Trouble Shooting of the guide.

2.  Open a web browser on your PC and type http://192.168.1.1. The following window
will be open to ask for username and password.

Username admin

Password [sssss

Login

Security Warning: You are logging in without encryption which is
not recommended. To login securely click here.

Copyright @ 2000-2019 DrayTek Corp. All Rights Reserved.

3. Please type “admin/admin” as the Username/Password and click Login.

Info If you fail to access to the web configuration, please go to “Trouble
Shooting” for detecting and solving your problem.
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4.  Now, the Main Screen will appear. Take Vigor2927ac as an example.

DrayTek

.-.Vi96f29275.gr;e;.. I I — — == e

Dashboard

ACT WANZ LTE

OMZ WAN1

System Infomation

NAT
Hardware Acceleration
i todel Name vigor2927Lac System up Time | 0:16:49 Status
User Msagy Bouter Noms DrayTek Lot lme | Sat Jan 01 2000 00:16:21 | [17F access mode[None]
Objects Setting Firmware version |4.2.0 Build Date/Time | Jul € 2020 11:52:59 Bridge mode
C5M LAN MAC Address | 14-49-8C-02-37-E6 Disabled
Access Tach
VPN and Remote Access IPv4 LAN Information
[_‘_;Smm- Management 1P Address DHCP 1P Address. DHCP| [Band
; [LANT 192.168.1.1/24 v LANZ 192.168.2.1/24 |v
oo gzﬂq LANZ 192.168.3.1/24 _|v LANA 152 168.4.1/24 _|v Operator
USB Application LANS 192.168.5.1/24 v LANG 192.168.6.1/24 |v -
System Maintenance LANT 192.168.7.1/24_|v LANE 192.166.8.1/24 _|v Signal
Diagnostics [DMZPORT 192.168.254.1/24 | v |F_Routed Subnet 192.166.0.1/24 v RSSI: -
Hew SMS
IPv4 Internet Access
VPN Ling | Mode. 1P Address MAC Addrass Up Time
AP WANT | Ethernet / DHCP Client | Disconnected 14-45-BC-02-37-E9___|00:00:00 Quick Access
é:::?""u Devices m Ethernet / DHCP Client | Disconnected 14-49-BC-02-37-EA 10:00:00
WAN) |wireless 2.4G / OHCP | Disconnected 12-59-BC-02-37-E8  [00:00:00 Dynamic DNS
Jetient, | LB.069
WANL [Wiroless 5G / - = 12-45-BC-02-37-E8 _[00:00:00 [ User Management |
Product Registration LTE use / Disconnécted 00-A0-C6-00-00-55 [00:00:00 |H Ezz ﬂmh
Servica Status. WANG |Uss /- Disconnected T4-46-BC-02-37-EF 0:00:00 Schedule
|ushug  Maitflen |
|[LDAE ]
WAN Connected : 0, SWANL JWANZ _JWAN3 GWAN4 QLTE SWANG [ RADIVS
Al Rights Reserved. TLan Connected : 0, Fortl___FortZ__gPort3 __Portd___Ports [ Firgwall Object Setiing |
L WLAN = ted Dot
:WLANSG Connected :
use cted : 0, JUSB

Security

MyVigar

{3 DoS [ Attack Detected :

(1)

Info The home page will be different slightly in accordance with the type of
the router you have.

5. The web page can be logged out according to the chosen condition. The default setting
is Auto Logout, which means the web configuration system will logout after 5 minutes
without any operation. Change the setting for your necessity.

Auto Logout |
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I-4 Changing Password

Please change the password for the original security of the router.

1. Open a web browser on your PC and type http://192.168.1.1. A pop-up window will
open to ask for username and password.

2. Please type “admin/admin” as Username/Password for accessing into the web user
interface with admin mode.

3. Go to System Maintenance page and choose Administrator Password.

System Maintenance == Administrator Password Setup

Administrator Password

Old Password Max

Mew Passwaord Max

Confirm Password Max
Enable 'admin’ account login to Web UI from the Internet

Use only advanced authentication method for Admin "WAN" login
Mobile one-Time Passwords{mOTP)

PIN Code |™*** Secret |FrErErmmmmm

2-Step Authentication

Send Auth code via

SMS Profile 1-777 v Recipient Number
Mail Profile 1-79722 v Mail Address

Note:

Password can contain only a-z A-Z0-9,;:."<>*+=|?2@# ~ ! ()

Administrator Local User

Enable Local User

Use only advanced authentication method for Admin "WAN" login

Local User List

4.  Enter the login password (the default is “admin’) on the field of Old Password. Type
New Password and Confirm Password. Then click OK to continue.

o

Info The maximum length of the password you can set is 23 characters.
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5.

Now, the password has been changed. Next time, use the new password to access the
Web user interface for this router.

Dr GYTEk >r "27 Series

Username admin

Password

Login

Security Warning: You are logging in without encryption which is
not recommended. To login securely click here.

Copyright @ 2000-2019 DrayTek Corp. All Rights Reserved.

Info Even the password is changed, the Username for logging onto the web user
interface is still “admin”.
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|-5 Dashboard

Dashboard shows the connection status including System Information, IPv4 Internet Access,
IPv6 Internet Access, Interface (physical connection), Security and Quick Access.

Click Dashboard from the main menu on the left side of the main page.

Auto Logout s m

Dashboard

wizaras

A web page with default selections will be displayed on the screen. Refer to the following
figure:

Dashboard

n roovTe l’

ACT WANZ LTE

DMZ 'WAN1 USB

System Information %
Medel Hame Wigor29a7Lac Systemn Up Time ] 0:16:49 Status
DrayTek Sat Jan 01 2000 00:16:21 LTE sccass modelHona]
Firmware version | 4.2.0 Bulld Date/Time | Jul & 2020 11:52:59 Bridge mods - -
LAN MAC Address [ 14-49-8C-02-37-E8 Disabled
Access Tech
IPv4 LAN Information
P Address OHCP IP Address DHCP| [ Band
LAN1 192.168.1.1/24 v LANZ 192.168.2.1/24 v
LANZ 192.168.3.1/24 v LAN 192.168.4.1/24 v Oparator
LANS 192.168.5.1/24 v LANG 192.168.6.1/24 v -
LANT 192.168.7.1/24 ¥ LANE 192.168.8.1/24 ¥ Signal
| DMZ PORT 192.168.254.1/24 [ v 1P Routed Subnet 192.168.0.1/24  [v RSSI: ==
New SM5
Line | Made IP Address MAC Address Up Time
WANT Ethernet / DHCP Client | Disconnected 14-49-BC-02-37-E9 00:00:00
NANZ |Ethernet / DHCP Cllent | Disconnected 14-40-BC-02-37-EA___ [00:00:00 | Systemn Status |
WAND Wiralass 2.4G / DHCP Disconnectad 12-59-BC-02-37-EB 00:00:00 I;
Client JR.065
WANE | relﬁ:ss 5G [/ --- Disconnected 12-49-BC-02-37-E8 'JO:C!O:CJG | User Management |
LIf. yUse / Disconnectad §0-AQ-CE=00-00-55 ):00:00 IMP2P Block
VAR USE / --- Disconnected 1440 BC 0237 6f Jo0:00:00 Scheduls
| Syslog/Mailfleny |
N —
WAN Connected : 0, SWANL SWANZ GWANI SWANS GLTE SWANG | RADIUS
3 LAN Connected : 0, JPortl Port2  Portd  Portd  PortS | Eirgwall Objgct Setting |
3 WLAN Connected : 0 | Diota Flow Momitor |
L3 WLANSG Connected : 0
USE Connected : 0, SUSHE
L3 VPN Connected : 0
3 Myviger | Activate : O
L4 Dos Attack Detected :
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I-5-1 Virtual Panel

On the top of the Dashboard, a virtual panel (simulating the physical panel of the router)
displays the physical interface connection. It will be refreshed every five seconds. When you
move and click the mouse cursor on LEDs (except ACT), USB ports, WAN2/P6, or LAN1 - LAN5
(P1~P5), related web setting page will be open for you to configure if required.

ACT WANZ EFTQY 2N oulwan securiy tow
bt [oF o
e Qos s:,
Port Color Description
WAN2/P6 Black WAN2 port is disconnected.
Green WAN2 port is connected at 1 Gbps.
Orange WAN2 port is connected at 10/100 Mbps.
LAN Black LAN port is disconnected.
1-5 Green LAN port is connected at 1 Gbps.
Orange LAN port is connected at 10/100 Mbps.

For detailed information about the LED display, refer to I-1-1 LED Indicators and
Connectors.
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I-5-2 Name with a Link

A name with a link (e.g., Router Name, Current Time, WAN1~6 and etc.) below means you can
click it to open the configuration page for modification.

System Information

System Up Time | 0:16:4%9
( X Sat Jan 01 2000 00:16:21

Bulld Date/Time  [Pul 8 2020 11:52:59

P Address IP Address
) 192.168.1.1/24  |v LANZ 192.168.2,1/24 v
LAMNI 192.168.3.1/24 W LAN4 152.168.4.1/24 W
LANS 192.168.5.1/24 W LAMNG 192.168.6.1/24 W
LANT 192.168.7.1/24 W LANE 192.168.8.1/24 W
W 1P Routed Subnet 192 . 168.0.1,/24 W

[ DMz PORT| 192.168.254.1/24

IPvd Internet Access

Line | Mode IF Address MAC Address Up Teme
WM Ethermet / DHCP Client | Disconnactad 14-49-BC-02-37-E9 Q0:00:00
| WANZ | Ethernet / GHCP Cllent | Disconnected 14-49-BL-02-37-EA___ |00:00:00
WaNY |wiraless 2.4G / DHCP | Disconnactad 12-59-BC-02-37-E8 00 0000
Client
WANd ) wireless 5G / --- Disconnactad 12-49-BC-02-37-E8  |00:00:00
LIE USH j === Disconnactad 00-AQ-C5-00-00-55 00:00:00
\_WANE Juse ) - Disconnacted 14-40-BC-02-37-EE___ |00:00:00

Vigor2927 Series User’s Guide 29



30

I-5-3 Quick Access for Common Used Menu

All the menu items can be accessed and arranged orderly on the left side of the main page for
your request. However, some important and common used menu items which can be
accessed in a quick way just for convenience.

Look at the right side of the Dashboard. You will find a group of common used functions
grouped under Quick Access.

System Status
Dynamic DNS
TR-069

User Management
IM/P2P Block
Schedule

SyslLog / Mail Alert
LDAP

RADIUS

Firewall Object Setting
Data Flow Monitor

The function links of System Status, Dynamic DDNS, TR-069, User Management, IM/P2P Block,
Schedule, Syslog/Mail Alert, LDAP, RADIUS, Firewall Object Setting and Data Flow Monitor are
displayed here. Move your mouse cursor on any one of the links and click on it. The
corresponding setting page will be open immediately.

In addition, quick access for VPN security settings such as Remote Dial-in User and LAN to
LAN are located on the bottom of this page. Scroll down the page to find them and use them
if required.

IPv4 Internet Access

Line | Mode IP Address MAC Address Up Time
WAN1 | Ethernet / DHCP Client | Disconnected 14-49-BC-02-37-E9 00:00:00
WANZ | Ethernet / DHCP Client | Disconnected 14-40-BC-02-37-EA  |00:00:00
WAN3 |wireless 2.4G f —-- Disconnected 12-59-BC-02-37-E8 00 :00:00
WAN4 | Wireless 5G / --- Disconnected 12-49-BC-02-37-EB 00:00:00
LTE USE / --- Disconnected 00-A0-CS5-00-00-55 00:00:00
....... WAN UsB / --— Disconnected ~ |14-49-BC-02-37-EE _ [00:00:00 |

AN Connected : 0, SWAN1 WANZ JWAN3 SWAN4 WLTE SWANGS
_d JAN Connected : 0, @Portl Pori2  Port3  @Portd  Port5
o3 JLAN Connected : 0
L4 WLANSG Connected : 0

SB Connected : 0, WGUSB

Connected : 0 Remote Dial-in User / LAM to LAN

73 MyVigor |Activate: 0 ~
£a DoS Attack Detected :
.4 RootCA

System Resource

CPU Usage: | 2%
Current Status | Memory Usage: [ 81%
CPU Temperature: [ 569C

Note that there is a plus (J ) icon located on the left side of VPN/LAN. Click it to review the
VPN connection(s) used presently.
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DSL Connected : Down Stream : OKbps / Up Stream : OKbps
WaAN Connaortad - ] A ARTY LA A R ) AN AT WAL AR WANG
J LAN Connected : 0, @Portl Port2 Port3 @rort4 Ports
J WLAN UTTTTOOLEU . L=
J WLAMNSG| Connected : O
Connected : 0, USB 1
Use 0, USE 2

Host connected physically to the router via LAN port(s) will be displayed with green circles in

the field of Connected.

All of the hosts (including wireless clients) displayed with Host ID, IP Address and MAC address
indicates that the traffic would be transmitted through LAN port(s) and then the WAN port.
The purpose is to perform the traffic monitor of the host(s).

I-56-4 GUI Map

AEMEEIO

| GUI Map L

All the functions the router supports are listed with table clearly in this page. Users can click

the function link to access into the setting page of the function for detailed configuration.

Click the icon on the top of the main screen to display all the functions.

GUI Map
Dashboard Certificate Management
Wizards Local Certificate
Quick Start Wizard Trusted CA Cerfificate
Sernvice Activation Wizard Ceriificate Backup
VPN Client Wizard Self-Signed Certificate
WPN Server \Wizard LTE
Wireless Wizard General Seftings
COnline Status SMS Inbox
Physical Connection Send SMS
Virtual WAN Router Commands
WAN Status
General Setup Wireless LAN(2.4GHz)
Internst Access General Setup
Multi-VLAN Security
WAN Budget Access Control
LAN WPS
General Setup Advanced Sefting
VLAN Station Contral
Bind IP to MAC Bandwidth Management
LAN Port Mirror AF Discovery
Wired 802 1X Airtime Fairness
Hotspot Web Portal Band Steering
Erofile Setup Roaming
Users Information Station List
Quwota Management Wireless LAN(5GHz)
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I-5-5 Web Console

AT B IO

VWeb Console

It is not necessary to use the telnet command via DOS prompt. The changes made by using
web console have the same effects as modified through web user interface. The
functions/settings modified under Web Console also can be reviewed on the web user
interface.

Click the Web Console icon on the top of the main screen to open the following screen.

6 1921681 1/dac/consale htm - Google Chrome =|E] 8
@ &£ | 192.168.1.1/doc/console.htm a,
Iype ? for command help

> ?

¥ Valid commands are:

Cam ddns doa exit internet ip

ip& ipf log ldap tacacsplus mmgt

msubnet chject port portmaptime pra prn

qos quit show =l asrv awitch

3ys testmail £s upnp usb vigbrg
fullbryg vian ven wan hapcrtal wl

wl dual radius local BDOZ21x wol usar appgos

nand apm ethoam ha B Iw_backupmode
CArt service

> 1
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I-6-6 Config Backup

AENMEIODe

Config Backup

There is one way to store current used settings quickly by clicking the Config Backup icon. It
allows you to backup current settings as a file. Such configuration file can be restored by
using System Maintenance>>Configuration Backup.

I-5-7 Logout

AEME DO

Click this icon to exit the web user interface.
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I-5-8 Online Status

Online Status

I-5-8-1 Physical Connection

Such page displays the physical connection status such as LAN connection status, WAN
connection status, and so on.

Physical Connection for IPv4 Protocol

Online Status
Physical Connection f System Uptime: 4days 23:49:54
1Pvd 1Py
LAN Status
IP Address TX Packets RX Packels gﬁus’t:er Primary g:ust:er Secondary
192.168.1.1 280,820 206,065 B.8.8.8 B.B.4.4
WAN 1 Status == Renew
Enable Line Name Mode Up Time
Yes Ethermet DHCP Client 00:00:00
P GWIP TX Bytes TX Rate(bps) RX Bytes RX Rate(bps)
--- -—- 0 (B) 1] o (B) 1]
WAN 2 Status = Renew
Enable Line Name Mode Up Time
Yes Ethernet DHCP Client 00:00:00
[[:] GWIP TX Bytes TX Rate(bps) RX Bytes RX Rate(bps)
--- - 0{8) 1] o (e} 0
WAN 3 Status
Enable Ling Name Mode Up Time
Mo Wireless 2.4G 00:00:00
(-] GWIP TX Byles TX Rate(bps) RX Bytes RX Rate{bps)
- 0{B) a 0 (B) 0
SSID Security PHY Mode Rate Signal Strength
Disable 0%
WAN 4 Status
Enable Ling Name Mode Up Time
Mo Wireless 5G === 00:00:00
[ GWIP TX Bytes TX Rate(bps) RX Bytes RX Rate{bps)
0 1] o a
S50 Security PHY Mode Rate Signal Strength
Disable - 0%
LTE Status
Enable Line Name Mode Up Time Signal
fes use --- 00:00:00
=] GWIP TX Bytes TX Rate(bps) RX Bytes RX Rate{bps)
0 0 0 0
WAN 6 Status
Enable Line Name Mode Up Time Signal
s use --- 00:00:00
P GWIP TX Bytes TX Rate(bps) RX Bytes RX Rate(bps)
— — 0 0 0 0
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Physical Connection for IPv6 Protocol

Online Status

Physical Connection ‘f’ System Uptime: 4days 23.50:56
IPv4 IPvE

LAMN Status

IP Address

FEB0::1649:BCFF:FE02:37E8/64 (Link)

TX Packets RX Packets TX Bytes RX Bytes

1 888 2,716 147,336 372,780
WAN1 IPvE Status

Enable Mode Up Time

Mo Offline ——-

P Gateway IP
WAN2 IPvE Status

Enable Mode Up Time

M D[r'i ne —=

P Gateway IP
WARNS IPvE Status

Enable Mode Up Time

Mg Offline -

P Gateway IP
WAN4 IPvh Status

Enable Mode Up Time

Mo Offline -

P Gateway IP
LTE IPvE Status

Enable Made Up Time

No Offline -

P Gateway IP
WANG IPvE Status

Enable Mode Up Time

No Offline -

P Gateway IP

Detailed explanation (for IPv4) is shown below:

Item

Description

LAN Status

Primary DNS-Displays the primary DNS server address for
WAN interface.

Secondary DNS -Displays the secondary DNS server address
for WAN interface.

IP Address-Displays the IP address of the LAN interface.

TX Packets-Displays the total transmitted packets at the
LAN interface.

RX Packets-Displays the total received packets at the LAN
interface.

WAN1/WAN2/WAN3
/WAN4/WAN5/WANG
Status

Enable - Yes in red means such interface is available but
not enabled. Yes in green means such interface is enabled.

Mode - Displays the type of WAN connection (e.g., PPPOE).
Up Time - Displays the total uptime of the interface.

IP - Displays the IP address of the WAN interface.

GW IP - Displays the IP address of the default gateway.

TX Packets - Displays the total transmitted packets at the
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Item

Description

WAN interface.

TX Rate - Displays the speed of transmitted octets at the
WAN interface.

RX Packets - Displays the total number of received packets
at the WAN interface.

RX Rate - Displays the speed of received octets at the WAN
interface.

Detailed explanation (for IPv6) is shown below:

Item

Description

LAN Status

IP Address- Displays the IPv6 address of the LAN interface..

TX Packets-Displays the total transmitted packets at the LAN
interface.

RX Packets-Displays the total received packets at the LAN
interface.

TX Bytes - Displays the speed of transmitted octets at the
LAN interface.

RX Bytes - Displays the speed of received octets at the LAN
interface.

WAN IPv6 Status

Enable - No in red means such interface is available but not
enabled. Yes in green means such interface is enabled. No in
red means such interface is not available.

Mode - Displays the type of WAN connection (e.g., TSPC).
Up Time - Displays the total uptime of the interface.

IP - Displays the IP address of the WAN interface.

Gateway IP - Displays the IP address of the default gateway.

Info The words in green mean that the WAN connection of that interface is
ready for accessing Internet; the words in red mean that the WAN
connection of that interface is not ready for accessing Internet.
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I-5-8-2 Virtual WAN

Such page displays the virtual WAN connection information.
Virtual WAN are used by TR-069 management, VolIP service and so on.

The field of Application will list the purpose of such WAN connection.
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I-6 Quick Start Wizard

Quick Start Wizard can help you to deploy and use the router easily and quickly.

Go to Wizards>>Quick Start Wizard. The first screen of Quick Start Wizard is entering login
password. After typing the password, please click Next.

Quick Start Wizard

Enter login password

Please enter an alpha-numeric string as your Password (Max 23 characters).

0Old Password
New Password

Confirm Password

Hint: If you want to keep the password unchanged, leave the password blank and press
"Mext" button to skip this process.

<Back | | Next> | | Finish | | Cancel

On the next page as shown below, please select the WAN interface that you use. If Ethernet
interface is used, please choose WAN1/WANZ2; if 3G USB modem is used, please choose WAN3
or WAN4. Then click Next for next step.

Quick Start Wizard

WAN Interface

WAN Interface: WANT v
Display Mame:
Physical Mode: Ethernet
Physical Type: Auto negotiation
VLAN Tag insertion Disable ¥
= Back Mext = Finish Cancel

WAN1, WAN2, WAN3, WAN4, WAN5 and WANG will bring up different configuration page.
Refer to the following for detailed information.
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I-6-1 For WAN1/WAN2 (Ethernet)

WAN2 can be configured for physical mode of Ethernet.

Quick Start Wizard

WAN Interface

WAN Interface:
Display Mame:
Physical Mode:
Physical Type:
VLAMN Tag insertion

VWANT ¥

Ethernet
Auto negotiation
Digable v

= Back Mext = Finigh Cance

Available settings are explained as follows:

Item

Description

Display Name

Enter a name for the router.

Physical Type

This setting is available when Ethernet is selected as
Physical Mode. In general, Auto negotiation is suggested.

VLAN Tag insertion

The settings configured in this field are available when
Ethernet is selected as Physical Mode.

Disable - Disable the function of VLAN with tag.
Enable - Enable the function of VLAN with tag.

The router will add specific VLAN number to all packets on
the WAN while sending them out.

Please Enter the tag value and specify the priority for the
packets sending by WAN2.

® Tag value - Enter the value as the VLAN ID number. The
range is form O to 4095.

@  Priority - Enter the packet priority number for such
VLAN. The range is from 0 to 7.

On the next page as shown below, please select the appropriate Internet access type
according to the information from your ISP. For example, you should select PPPoE mode if the
ISP provides you PPPOE interface. Then click Next for next step.
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Ethernet WAN1/2 - PPPoE

1. Choose WANL1 as the WAN Interface and choose Ethernet as the Physical Mode. Click
the Next button. The following page will be open for you to specify Internet Access

Type.

Quick Start Wizard

Connect to Internet

WAN 1

Select one of the following Internet Access types provided by your ISP.
® ppPoE
) PPTP
O LaTp
O static IP
O DHCP

| <Back | | Next> | | Cancel |

2.  Click PPPoE as the Internet Access Type. Then click Next to continue.

Quick Start Wizard

PPPoE Client Mode

WAN 1

Enter the user name and password provided by your ISP,
Service Name (Optional) CHT
Username 84005557 @hinet.net
Password

Confirm Password

= Back Mext = Finish Cancel
Available settings are explained as follows:
Item Description
Service Name Enter the description of the specific network service.
(Optional)
Username Assign a specific valid user name provided by the ISP.

Note: The maximum length of the user name you can set is
63 characters.

Password Assign a valid password provided by the ISP.

Note: The maximum length of the password you can set is 62
characters.
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Item Description

Confirm Password Re-enter the password.

Back Click it to return to previous setting page.
Next Click it to get into the next setting page.
Cancel Click it to give up the quick start wizard.

3.  Please manually enter the Username/Password provided by your ISP. Click Next for
viewing summary of such connection.

Quick Start Wizard

Please confirm your settings:

WAN Interface: WAN1
Physical Mode: Ethernet
Internet Access: PPPoE

Click Back to modify changes if necessary. Otherwise, click Finish to save the current
settings and restart the Vigor router,

= Back Mext = Finish Cancel

4.  Click Finish. A page of Quick Start Wizard Setup OK!!! will appear. Then, the system
status of this protocol will be shown.

Quick Start Wizard Setup OK!

5. Now, you can enjoy surfing on the Internet.
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Ethernet WAN1/2 - PPTP/L2TP

1. Choose WANL1 as the WAN Interface and choose Ethernet as the Physical Mode. Click
the Next button. The following page will be open for you to specify Internet Access
Type.

Quick Start Wizard

Connect to Internet

WAN 1

Select one of the follewing Internet Access types provided by your ISP,
) PPPoE
@ ppTP

O L2Te
Static IP
O DHCP

<o) (e ]
2. Click PPTP/L2TP as the Internet Access Type. Then click Next to continue.
Quick Start Wizard
PPTP Client Mode
WAN 1
Enter the username, password, WAN IP configuration and PPTP server IP provided by
your ISP.
Username |B4DUSE‘>5?@hinet.net |
Password |
Confirm Password |
WAN IP Configuration
@® obtain an IP address automatically
) Specify an IP address
IP Address 192.168.124. 14
Subnet Mask 255255 255.0
Gateway [192.168.124.1 |
Primary DNS [3.8.5.5 |
Second DNS [3.5.4.4 |
PPTP Server | |
| < Back | | Next > |

Available settings are explained as follows:

Iltem Description

Username Assign a specific valid user name provided by the ISP.
Note: The maximum length of the user name you can set is
63 characters.

Password Assign a valid password provided by the ISP.
Note: The maximum length of the password you can set is 62
characters.
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Confirm Password

ReEnter the password.

WAN IP Configuration

Obtain an IP address automatically - The router will get an
IP address automatically from DHCP server.

Specify an IP address - You have to type relational settings
manually.

IP Address - Enter the IP address.

Subnet Mask - Enter the subnet mask.

Gateway - Enter the IP address of the gateway.

Primary DNS - Enter the primary IP address for the router.

Second DNS - Enter secondary IP address for necessity in the
future.

PPTP Server / L2TP

Enter the IP address of the server.

Server

Back Click it to return to previous setting page.
Next Click it to get into the next setting page.
Cancel Click it to give up the quick start wizard.

3. Please Enter the IP address/mask/gateway information originally provided by your ISP.
Then click Next for viewing summary of such connection.

Quick Start Wizard

Please confirm your settings:

WAN Interface:
Physical Mode:
Internet Access:

Click Back to modify changes if necessary. Otherwise, click Finish to save the current
settings and restart the Vigor router.

WANL
Ethernet
PPTP

= Back Mext = Finish Cancel

4.  Click Finish. A page of Quick Start Wizard Setup OK!!! will appear. Then, the system
status of this protocol will be shown.

Quick Start Wizard Setup OR!

5.  Now, you can enjoy surfing on the Internet.
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Ethernet WAN1/2 - Static IP
1.

2.

Choose WANL1 as the WAN Interface and choose Ethernet as the Physical Mode. Click
the Next button. The following page will be open for you to specify Internet Access

Type.
Quick Start Wizard

Connect to Internet

WAN 1

Select one of the following Internet Access types provided by your ISP.

O PPPGE
O PPTE
O L2TP
@ static IP
O DHCP

| <Back | | Next> | | Cancel |

Click Static IP as the Internet Access type. Simply click Next to continue.

Quick Start Wizard

Static IP Client Mode

WAN 1
Enter the Static IP configuration provided by your ISP,
WAN IP 190.165.3.100
Subnet Mask 255 255 2550
Gateway 192.168.31
Primary DNS 5888
Secondary DNS 5844 (optional)}
= Back MNext = Finish Cancel

Available settings are explained as follows:

Item

Description

WAN IP

Enter the IP address.

Subnet Mask

Enter the subnet mask.

Gateway

Enter the IP address of gateway.

Primary DNS

Enter the primary IP address for the router.

Secondary DNS

Enter the secondary IP address for necessity in the future.

Back

Click it to return to previous setting page.
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Next

Click it to get into the next setting page.

Cancel

Click it to give up the quick start wizard.

3. Please Enter the IP address information originally provided by your ISP. Then click Next
for next step.

Quick Start Wizard

Please confirm your settings:

WAN Interface: WAN1
Physical Mode: Ethernet
Internet Access: Static IP

Click Back to modify changes if necessary. Otherwise, click Finish to save the current
settings and restart the Vigor router,

= Back Mext = Finish

Cancel

4.  Click Finish. A page of Quick Start Wizard Setup OK!!! will appear. Then, the system
status of this protocol will be shown.

Cluick Start Wizard Setup OK!

5. Now, you can enjoy surfing on the Internet.
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Ethernet WAN1/2 - DHCP

1. Choose WANL1 as the WAN Interface and choose Ethernet as the Physical Mode. Click
the Next button. The following page will be open for you to specify Internet Access

Type.

Quick Start Wizard

Connect to Internet

WAN 1
Select one of the following Internet Access types provided by your ISP.

() PPPOE
O PPTP
O L2TP
) Static 1P
® DHCP

| <Back | | Next> | | Cancel |

2.  Click DHCP as the Internet Access type. Simply click Next to continue.

Quick Start Wizard

DHCP Client Mode

WAN 1
If your ISP requires you to enter a specific host name or specific MAC address, please
enter it in.
Host Name “igor (optional)
MAC 14 |49 [-BC|-02 |-37 | -E2 (optional)
< Back Next = Finish Cancel

Available settings are explained as follows:

Item Description

Host Name Enter the name of the host.

Note: The maximum length of the host name you can set is
39 characters.

MAC Some Cable service providers specify a specific MAC address
for access authentication. In such cases you need to enter
the MAC address.

Back Click it to return to previous setting page.
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Next

Click it to get into the next setting page.

Cancel

Click it to give up the quick start wizard.

3.  After finished the settings above, click Next for viewing summary of such connection.

Quick Start Wizard

Please confirm your settings:

WAN Interface: WAN1
Physical Mode: Ethernet
Internet Access: DHCP

Click Back to modify changes if necessary. Otherwise, click Finish to save the current
settings and restart the Vigor router,

= Back MNext = Finish

Cancel

4.  Click Finish. A page of Quick Start Wizard Setup OK!!! will appear. Then, the system
status of this protocol will be shown.

Cluick Start Wizard Setup OK!

5.  Now, you can enjoy surfing on the Internet.
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I-6-2 For WAN3/WAN4 (Wireless 2.4G/Wireless 5G)

WAN3/WAN4 shall be used for wireless (2.4G or 5G) connection.

Wireless WAN3/WAN4 - Static IP

1. Choose WAN3/WAN4 as WAN Interface and chooose Wireless 2.4G or Wireless 5G as the

physical mode.

Quick Start Wizard

WAN Interface

WAN Interface:
Display Mame:
Physical Mode:

|

Wireless 2.4G

or

“Back | [ Nex>
Quick Start Wizard
WAN Interface
WAN Interface: WANS v
Display Name: |
Physical Mode: Wireless 5G
“Back | [ Nex>
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2. Then, click Next for getting the following page.

Quick Start Wizard

Connect to Internet

WAN 3

) DHCP

Select one of the following Internet Access types.
@® static Ip

| <Back | | Next> |

| Cancel

3.  After click Static IP as the Internet Access type, you will get the following page. Enter
the required information and click Next to continue.

Quick Start Wizard

Static IP Client Mode

WAN 3
Enter the Static IP configuration.
WAN IP 172.16.3.8
Subnet Mask 255.255.255.0
Gateway 172.16.3.7
< Back Next > Finish Cancel

Available settings are explained as follows:

Item

Description

WAN IP

Enter the IP address.

Subnet Mask

Enter the subnet mask.

Gateway

Enter the IP address of gateway.

Back

Click it to return to previous setting page.

Next

Click it to get into the next setting page.

Cancel

Click it to give up the quick start wizard.
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From the following page, enter the SSID of an existed AP as the wireless connection
server for this WAN. Or click AP Discovery to find an access point as the server for this

WAN interface. Click Next to continue.

Quick Start Wizard

Connect to Internet

WAN 3

Enter the AP configuration that router wants to connect.

Ss5ID |testforcarrie | AP Discovery |
MAC Address (Optional) H H B :
Channel : Channel 6, 2437MHz ¥
Security Mode Disakle v
| <Back | MNext> | | Finish | | Cancel |

Then, a summary of the connection will be shown on the screen.

Quick Start Wizard

Please confirm your settings:

WAN Interface: WAN3
Physical Mode: Wireless 2.4G
Internet Access: Static IP

settings and restart the Vigor router.

Click Back to modify changes if necessary. Otherwise, click Finish to save the current

| =Back | |

Next> | | Finish | | Cancel |

Click Finish. A page of Quick Start Wizard Setup OK!!l will appear. Then, the system

status of this protocol will be shown.

Quick Start Wizard Setup OK!

Now, you can enjoy surfing on the Internet.
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Wireless WAN3/WAN4 - DHCP

1. Choose WAN3/WAN4 as WAN Interface and chooose Wireless 2.4G or Wireless 5G as the
physical mode.

Quick Start Wizard

WAN Interface

WAN Interface: WAN3 v
Display Name: |
Physical Mode: Wireless 2.4G

cBack | [ Nem>
or
Quick Start Wizard
WAN Interface
WAN Interface: WANS ~
Display Name: |
Physical Mode: Wireless 5G
e ] [
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2. Then, click Next for getting the following page.

Quick Start Wizard

Connect to Internet

WAN 3

) static IP
® DHCP

Select one of the following Internet Access types.

| <Back | [ Next> | | Cancel |

3.  After click DHCP as the Internet Access type, you will get the following page. Eenter the
SSID of an existed AP as the wireless connection server for this WAN. Or click AP
Discovery to find an access point as the server for this WAN interface. Click Next to

continue.

Quick Start Wizard

Connect to Internet

WAN 3

SSID

Channel :
Security Mode
Encryption Mode
Pass Phrase

Enter the AP configuration that router wants to connect.

MAC Address (Optional) :::::

|guests | | AP Discovery |

[Channel 1, 2412MHz ~ |

WPA2IPSK v

Emm

| <Back | [ Next> | | Cancel |

Available settings are explained as follows:

Iltem Description

SSID Enter the SSID of an existed AP. Or click AP Discovery to find
an access point as the server for this WAN interface

MAC Address Enter the MAC address of an existed AP.

Channel Choose a channel of frequency of the Wireless AP.

Securithy Mode

The Router connects to the wireless AP as a WEP, WPA or
WPAZ2 client.

Select a mode to connect to the Wireless AP.

Encryption Mode

WPA/PSK uses TKIP as Encryption Mode. WPA2/PSK uses AES
as Encryption Mode.
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Pass Phrase It is available when WPA/PSK or WPA2/PSK is enabled.
WEP Keys It is available when WEP is enabled.

Back Click it to return to previous setting page.

Next Click it to get into the next setting page.

Cancel Click it to give up the quick start wizard.

4. Then, a summary of the connection will be shown on the screen.

Quick Start Wizard

Please confirm your settings:

WAN Interface: WANZ
Physical Mode: Wireless 2.4G
Internet Access: DHCP

Click Back to modify changes if necessary. Otherwise, click Finish to save the current
settings and restart the Vigor router.

= Back Mext > Finish Cancel

5.  Click Finish. A page of Quick Start Wizard Setup OK!!! will appear. Then, the system

status of this protocol will be shown.

Quick Start Wizard Setup OK!

6. Now, you can enjoy surfing on the Internet.
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I-6-3 For WANS5/WANG (USB)

WAN3/WAN4 is dedicated to physical mode in USB.
1. Choose WAN5/WANG6 as WAN Interface. For "L" model, the WAN5 will be changed as LTE.

Quick Start Wizard

WAN Interface

WAN Interface:
Display Name:
Physical Mode:

[<Back ] [het>

2. Then, click Next for getting the following page.

Quick Start Wizard

Connect to Internet

WAN 6
Internet Access : 3G/MG USB Modem(PPP mode) w
3G/4G USB Modem({PPP mode)
3G/4G USB Madem(PPP made) 3G/4G USB Modem(DHCP mode)
SIM PIN code | |
Modem Initial String [AT&FEDV1X18D2&C180=0 |
(Default: ATRFEOWV1X1&D28&C1S0=0)
APN Mame | |
Apply
[ <Back | [ New>
Available settings are explained as follows:
Item Description
Internet Access Choose one of the selections as the protocol of accessing the
internet.
3G/4G USB Modem SIM Pin code -Type PIN code of the SIM card that will be used
(PPP mode) to access Internet. The maximum length of the pin code you

can set is 15 characters.

Modem Initial String - Such value is used to initialize USB
modem. Please use the default value. If you have any
question, please contact to your ISP. The maximum length of
the string you can set is 47 characters.
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APN Name - APN means Access Point Name which is provided
and required by some ISPs. Enter the name and click Apply.

3G/4G USB Modem
(DHCP mode)

SIM Pin code - Type PIN code of the SIM card that will be
used to access Internet.

Network Mode - Force Vigor router to connect Internet with
the mode specified here. If you choose 4G/3G/2G as network
mode, the router will choose a suitable one according to the
actual wireless signal automatically.

APN Name - APN means Access Point Name which is provided
and required by some ISPs.

Back Click it to return to previous setting page.
Next Click it to get into the next setting page.
Cancel Click it to give up the quick start wizard.

3. Then, click Next for viewing summary of such connection.

Quick Start Wizard

Please confirm your settings:

WAN Interface:
Physical Mode:
Physical Type:
Internet Access:

Click Back to modify changes if necessary. Otherwise, click Finish to save the current
settings and restart the Vigor router.

WANG

UsB

Auto negotiation
PPP

| <Back | | Finish | | Cancel |

4.  Click Finish. A page of Quick Start Wizard Setup OK!!! will appear. Then, the system
status of this protocol will be shown.

Quick Start Wizard Setup OK!

5. Now, you can enjoy surfing on the Internet.

Vigor2927 Series User’s Guide

55



|-7 Service Activation Wizard

56

Service Activation Wizard can guide you to activate WCF service (Web Content Filter) with a
quick and easy way. For the Service Activation Wizard is only available for admin

operation, therefore, please type “admin/admin’ on Username/Password while Logging
into the web user interface.

Service Activation Wizard is a tool which allows you to use trial version of WCF directly
without accessing into the server (MyVigor) located on http://myvigor.draytek.com. For

using Web Content Filter Profile, please refer to later section Web Content Filter Profile for
detailed information.

Now, follow the steps listed below to activate WCF feature for your router.

Info Such function is available only for Admin Mode.

1. Open Wizards>>Service Activation Wizard.

l Service Activation Wizard -

2. The screen of Service Activation Wizard will be shown as follows. You can activate the

Web content filter services and/or APPE enforcement service and /7 or DDNS service at
the same time or individually. When you finish the selection, please click Next.

Service Activation Wizard

Select the service type that you want to activate

Activation Date : 2018-04-23

Weh Content Filter(WCF) Service :

PjM License Agreement

This is a web content filter that is provided by the German government, It is a free service without any guarantee and will
Expire one year after activation. You may re-activate the service after expiry.

Cyren 20-Days Free Trial License Agreement

rhis is a worldwide web content filter service. The free trail license can only be used once. At the end of the free trail period
ou may purchase the offical one-year Cyren Wweb Content Filter from an authorized DrayTek reseller,

APP Epforcement(APPE) Service :

T-4PPE License Agreement
pgrade APPE Signature automatically.

Dynanfic DNS({DDNS) Service :

T-DDNS License Agreement

This is a Dynamic Domain Name Service that is provided by DrayTek company. It is a free service will expire 1 year after
activation,
‘You may re-active the service after expiry.

Domain Name : | 2018042313200201  .drayddns.com

[ I have read and accept the above Agreement. (Please check this box). ]
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Info

®  BPjM is web content filter (WCF) for German Speaking users. It is
ideal for your family to provide more Internet security for
youngsters.

Cryan 30-day trial is WCF which offers 30-day trial period.

DT-APPE, developed by DrayTek, offers a mechanism to upgrade
APPE signature automatically.

® DT-DDNS, developed by DrayTek, offers one year free charge
service of dynamic DNS service for internal use.

3. Setting confirmation page will be displayed as follows, please click Activate.

Service Activation Wizard

Please confirm your settings

Sevice Type : Trial version

Sevice Activated : web Content Filter { Cyren / Commtouch )
APP Enforcement { DT-APPE )
Dynamic DNS { 2018042313200201.drayddns.com )

Please click Back to re-select service type you to activate,

(1)

< Back ] [Activate ] [ Cancel

Info

The service will be activated and applied as the default rule configured
in Firewall>>General Setup.

4.  Now, the web page will display the service that you have activated according to your
selection(s).

Service Activation Wizard

Please confirm your settings

Sevice Type @ Trial version

Sevice Activated ! weh Content Filter (