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Get Started with the Main Ul

This user manual is for the AV Line of Fully Managed Switches M4250 Series and covers
all M4250 switch models.

This chapter provides an overview of how you can using your switch and access the
main local browser user interface (Ul).

The chapter contains the following sections:

e Supported switches
e Available publications and online help

e Register your product
e Main local browser Ul overview

e |ogintothe main Ul with a web browser
e Use the Device View in the Main Ul
e Setup SNMP access

Note: For more information about the topics covered in this manual, visit the support
website at netgear.com/support.

Note: Firmware updates with new features and bug fixes are made available from time
totime at netgear.com/support/download/. Some products can regularly check the site
and download new firmware, or you can check for and download new firmware manually.
If the features or behavior of your product does not match what is described in this
guide, you might need to update your firmware.

22


https://www.netgear.com/support
https://www.netgear.com/support/download/

AV Line of Fully Managed Switches M4250 Series Main User Manual

Supported switches

This main user manual is for the NETGEAR AV Line of Fully Managed Switches M4250
Series models. For a list of M4250 switch models, visit kb.netgear.com/000064904.

Available publications and online help

You can download the following publications for the AV Line of Fully Managed Switches
M4250 Series by visiting netgear.com/support/download/.

e Installation Guide

e Hardware Installation Guide

e Main User Manual (this manual)
e Audio Video User Manual

e Software Administration Manual

e CLI Command Reference Manual

You can also access this document online when you are logged in to the switch by
selecting Help > Online Help > User Guide.

When you loginto the main local browser Ul, online help is available. See Main Ul online
help on page 28.

Register your product

To qualify for product updates and product warranty, we encourage you to register
your product. The firsttime that you log in to the switch, you can register with NETGEAR
by clicking the Register now button.

Registration confirms that your email alerts work, lowers technical support resolution
time, and ensures that your shipping address accuracy. We would also like to incorporate
your feedback into future product development. We never sell or rent your email address
and you can opt out of communications.

To register your switch with NETGEAR:

1. Visit the NETGEAR website for registration at
https://my.netgear.com/registration/login.aspx.

2. Clickthe Login button, and follow the directions onscreen to register the switch with
your NETGEAR email address and password.

Get Started with the Main Ul 23 Main User Manual


https://kb.netgear.com/000064904/NETGEAR-AV-Line-of-Fully-Managed-Switches-M4250-Series
https://www.netgear.com/support/download/
https://my.netgear.com/registration/login.aspx

AV Line of Fully Managed Switches M4250 Series Main User Manual

If you did not yet create a NETGEAR account, click the Create account link, follow
the directions onscreen to create an account, and then register the switch with your
NETGEAR email address and password.

Main local browser Ul overview

Your switch contains an embedded web server and management software for managing
and monitoring switch functions. The switch functions as a simple switch without the
management software. However, you can use the management software to configure
more advanced features that can improve switch efficiency and overall network
performance.

The switch software includes a set of comprehensive management functions for
configuring and monitoring the system by using one of the following methods:

e Main local browser user interface (main Ul), either over an Ethernet network port or
over the out-of-band (OOB) port (also referred to as the service port)

e Audio-video local browser user interface (AV Ul), either over an Ethernet network
port or over the OOB port

e Simple Network Management Protocol (SNMP)

e Command-line interface (CLI)

Each of the standards-based management methods allows you to configure and monitor
the components of the switch. The method you use to manage the system depends on
your network size and requirements, and on your preference.

This manual describes how to use the main local browser user interface (Ul) to manage
and monitor the switch. We abbreviate the main local browser Ul as the main UI.

The main Ul is a web-based management tool that lets you monitor, configure, and
control your switch remotely using a standard web browser. From your web browser,
you can monitor the performance of your switch and optimize its configuration for your
network. You can configure all available switch features, such as VLANs, QoS, and ACLs,
by using the main Ul.

Log in to the main Ul with a web browser

If this is the first time that you log in to the switch and you must use the default IP address
of the switch, see the information in the installation guide.

You can use a web browser to access the switch and log in. You must be able to ping
the IP address of the management interface or out-of-band (OOB) port from your
computer for web access to be available.
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By default, no IP address is set for the OOB port, but its DHCP client is enabled so that
the port can receive an IP address from a DHCP server in your network. If the OOB port
does not receive an IP address from a DHCP server in your network, the IP address for
the portissetto 192.168.0.239 with 255.255.255.0 as the subnet mask. The same occurs
if you connect the OOB port directly to a computer and reboot the switch.

Note: The first time that you log in as an admin user to the main Ul, no password is
required (thatis, the password is blank). After you log in for the first time, you are required
to specify a local device password that you must use each subsequent time that you log
in. (You can change the password again.)

Log in to the main Ul using the switch default IP address

To use the switch default IP address to access the switch over the main Ul:
1. Prepare your computer with a static IP address:

® Foraccessoveran Ethernet network port, use a static IP address in the 169.254.0.0
subnet with subnet mask 255.255.0.0.
For example, use 169.254.100.201 for your computer.

e For access over the OOB port, use a static IP address in the 192.168.0.0 subnet
with subnet mask 255.255.0.0.
For example, use 192.168.0.201 for your computer.

2. Connect an Ethernet cable from an Ethernet port on your computer to either an
Ethernet network port on the switch or to the OOB port on the switch.

3. If you are using the OOB port, reboot the switch so that the IP address for the OOB
portis setto 192.168.0.239 with 255.255.255.0 as the subnet mask.

4. Launch a web browser such as Google Chrome, Mozilla Firefox, or Microsoft Edge.
5. Enter the default IP address of the switch in the web browser address field:

* For access over an Ethernet network port, enter 169.254.100.100.
* For access over the OOB port, enter 192.168.0.239.
The login page displays.

6. Click the Main Ul Login button.
The main Ul login page displays in a new tab.

7. Enteradmin as the user name, enter your local device password, and click the Login
button.

The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.
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Log in to the main Ul with a known IP address

If you did not assign a static IP address to the switch but let a DHCP server in your
network assign an IP address to switch, determine the IP address by accessing the DHCP
server or by using an IP scanner utility.

The procedures in this manual assume that you know the IP address of your switch.
To use a known IP address to access the switch over the main Ul:

1. Launch a web browser.

2. Inthe address field of your web browser, enter the IP address of the switch.

The login page displays.

3. Click the Main Ul Login button.
The main Ul login page displays in a new tab.

4. Enteradmin asthe user name, enter your local device password, and click the Login
button.

The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

Main Ul buttons and user-defined fields

The following table shows the command buttons that are used on the pages in the main
Ul:

Table 1. Main Ul command buttons

Button Function
Add Clicking the Add button adds the new item configured in the heading row of a table.
Apply Clicking the Apply button sends the updated configuration to the switch. Configuration

changes take effect immediately.

Cancel Clicking the Cancel button cancels the configuration on the page and resets the data on
the page to the previous values of the switch.

Delete Clicking the Delete button removes the selected item.

Refresh Clicking the Refresh button refreshes the page with the latest information from the device.
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Table 1. Main Ul command buttons (Continued)

Button Function
Save Clicking the Save button saves your settings.
Logout Clicking the Logout button ends the session.

User-defined fields can contain 1 to 159 characters, unless otherwise noted on the
configuration web page. All characters can be used except for the following (unless
specifically noted in for that feature):

Table 2. Invalid characters for user-defined fields

Invalid characters for user-defined fields

\ | / < > * ?

Interface naming conventions

The switch supports physical and logical interfaces. Interfaces are identified by their
type and the interface number. The physical ports are Gigabit Ethernet or multispeed
10G Ethernetinterfaces and are numbered on the front panel. You configure the logical
interfaces.

The following table describes the naming convention for all interfaces available on the
switch.

Table 3. Naming conventions for interfaces

Interface Description Example

Physical interfaces Depending on the model, the physical 0/1,0/2, 0/3, and so on
ports are 1G, 2.5G,or 10G Ethernet
interfaces or 1G or 10G fiber interfaces.
The interface number consists of the switch
number (always 0) followed by a forward
slash and the port number, which is a
sequential number starting from 1.

Link aggregation group (LAG) LAG interfaces are logical interfaces that  LAG 1, LAG 2, LAG 3, and so on
are used only for bridging functions.
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Table 3. Naming conventions for interfaces (Continued)

Interface Description Example

CPU management interface  This is the internal switch interface 5/1
responsible for the switch base MAC
address. This interface is not configurable
and is always listed in the MAC Address

Table.
Routing VLAN interfaces This is an interface used for routing VLAN 1, VLAN 2, VLAN 3, and
functionality. so on

Save your settings to the running configuration

When you click the Apply button, your changes are saved for the web management
session but are not retained when you restart the switch. To save your changes to the
running configuration (that is, permanently), click the Save icon at the top right of a
page.

You can also first make multiple changes without clicking the Save icon after each
change (although you must click the Apply button after each change) and then save
the configuration to the running configuration. For more information, see Save the
configuration on page 733).

Main Ul online help

When you log in to the switch, each page contains a link to the online help that contains
information to assist in configuring and managing the switch. The online help pop-up
windows are context sensitive. For example, if the IP Addressing page is open, the help
topic for that page displays if you click the Help button.

You can connectto the online support site at netgear.com/support when you are logged
in to the switch.

To access the online support link:
1. Launch a web browser.
2. Inthe address field of your web browser, enter the IP address of the switch.

The login page displays.

3. Click the Main Ul Login button.
The main Ul login page displays in a new tab.

4. Enter admin asthe user name, enter your local device password, and click the Login
button.
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The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select Help > Online Help > Support.

6. To connect to the NETGEAR support site for the M4250 Series switches, click the
Apply button.

Use the Device View in the Main Ul

The Device View is an HTML applet that displays the ports on the switch. This graphic
provides an alternate way to navigate to configuration and monitoring options. The
graphic also provides information about device ports, current configuration and status,
tables, and feature components.

To use the Device View:
1. Launch a web browser.
2. Inthe address field of your web browser, enter the IP address of the switch.

The login page displays.

3. Click the Main Ul Login button.
The main Ul login page displays in a new tab.

4. Enter admin asthe user name, enter your local device password, and click the Login
button.

The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select System > Device View.
The Device View front view of the switch displays.
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As an example, the following figure shows the front view of model
M4250-10G2F-PoE+.
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6. To display the back view, click the B button.

The B button changes into the F button. (Clicking the F button displays the front
view again.)

As an example, the following figure shows the back view of model
M4250-10G2F-PoE+.
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Management License  Services PoE SNMP LLDP  Link Dependency ISDP  Timer Schedule

Devica View Device View

The port coloring indicates the port status:

e Black. The portis not connected to a device or disabled.
* Green. The portis connected to a device or enabled.
* Red. An error occurred on the port.

The system LEDs indicate the system status:

7. To display the menus that let you configure ports, right-click a port.
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As an example, the following figure shows the back view of model
M4250-10G2F-PoE+ with a partial view of the menus that let you configure a port.
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Port Transceiver
Cable Test
Port Detailed Statistics

Port Summary Statistics

Double VLAN Tunneling

Spanning Tree Port Configuration
Spanning Tree Port Configuration Status
VLAN Trunking Configuration

VLAN Port Configuration

GARP Port Configuration

Port Security Interface Configuration

8. To display the menus that let you configure global switch settings, right-click the
back view anywhere other than on a port.

As an example, the following figure shows the back view of model
M4250-10G2F-PoE+ with menus that let you configure global switch settings.
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Voice VLAN Configuration

Port DVLAN Configuration
GARP Switch Configuration
GARP Port Configuration

Set up SNMP access

The switch software supports the configuration of SNMP groups and users that can
manage traps that the SNMP agent generates.
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The switch uses both standard public MIBs for standard functionality and private MIBs
that support additional switch functionality. All private MIBs begin with a “-" prefix. The
main object for interface configuration is in -SWITCHING-MIB, which is a private MIB.
Some interface configurations also involve objects in the public MIB, IF-MIB.

SNMP is enabled by default. The System Information page, which is the page that
displays when you log in, displays the information that you need to configure an SNMP
manager to access the switch.

Any user can connect to the switch using the SNMP v3 protocol, but for authentication
and encryption, the switch supports only one user, which is the admin user; therefore,
only one profile can be created or modified.

You cannot access the switch using SNMPv3 until you log in to the switch as an admin
and change the default password (see Log in to the main Ul with a web browser on
page 24). After you do, SNMPv3 is automatically configured with the MD5 authentication
protocol and the new password for admin user.

For SNMPv3 switch access, the authentication protocol must be MD5 or SHA. You cannot
use the "none” option for the authentication protocol.

For more information about SNMP, see Simple Network Management Protocol on page
151.

To configure authentication and encryption settings for the SNMPv3 admin profile:
1. Launch a web browser.
2. Inthe address field of your web browser, enter the IP address of the switch.

The login page displays.

3. Click the Main Ul Login button.
The main Ul login page displays in a new tab.

4. Enter admin asthe user name, enter your local device password, and click the Login
button.

The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select System > SNMP > SNMP v3 User Configuration.
The User Configuration page displays.

6. To enable authentication, select an Authentication Protocol option, which is either
MD5 or SHA.

7. To enable encryption, select the DES option in the Encryption Protocol list Then
enter an encryption code of eight or more alphanumeric characters in the Encryption
Key field.
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8. Click the Apply button.
Your settings are saved.

9. To save the settings to the running configuration, click the Save icon.

Note: To access configuration information for SNMP V1 or SNMP V2, select System >
SNMP > SNMPv1/v2 and select the page that contains the information that you want
to configure.
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Configure Switch System
Information

This chapter covers the following topics:

e Switch system information

e |oopbackinterface

e |Pv4 management interfaces and VLANSs
e |Pv6 management interfaces and VLANs
e Time and SNTP settings

e Precision Time Protocol

e Domain Name System

e Switch database management template
e Green Ethernet settings

e Bonjour settings

e |Pv4 DHCP server

e DHCP relay and relay statistics
e DHCP Layer 2 relay

e UDP relay

e DHCPv6 server

e DHCPv6 relay interface
e Power over Ethernet

e Timer schedules

e Simple Network Management Protocol

e Link Layer Discovery Protocol

e Link Layer Discovery Protocol for Media Endpoint Devices
e Link dependency

* Industry Standard Discovery Protocol
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Switch system information

You can view and configure the switch system information.

View and configure switch system information

When you log in, the System Information page displays. You can configure and view
general device information.

To view and define system information:

1.

Launch a web browser.

2. Inthe address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click the Main Ul Login button.
The main Ul login page displays in a new tab.

4. Enter admin asthe user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.
The System Information page displays.
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5. Select System > Management > System Information.
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Management Application Information
= System Information App Name App Status

= System CPU Status > AVUL Running

= Switch Statistics
System Information

Version
1008

=USB Device Information
«Loopback Interface Product Name

«Management Interfaces  ~  System Name

=Time ~ System Location
-ONS +  System Contact
=SDM Template Login Timeout
Preference
Management Source Interface

=Green Ethemnet v

. IPv4 Management Address
= Bonjour v
.PTPTC . IPv6 Management Address

IPv4 Management Interface

IPv6 Management Interface

IPv4 Loopback Interface

IPv6 Loopback Interface

System Date

System Up Time

Current SNTP Sync Status
System SNMP OID

System MAC Address

Current SNTP Synchronized Time

6. Define the following fields:

M4250-10G2F-PoE+ 10x1G PoE+ 125W and 2xSFP Managed Switch, 13.0.0.7, 1.0.0.2

5 (0 to 160) mins

Aug 12 01:07:32 2020 (UTC+0:00)

0 days, 1 hours, & mins, 12 secs

Request Timed Out
1.3.6.1.4.1.4526.100.11.28
44:A5:6E:59:38:D0

SNTP Last Attempt Status s Not Successful

¢ System Name: Enter the name to identify this switch. You can use up to 255
alphanumeric characters. The factory default is blank.

e System Location: Enter the location of this switch. You can use up to 255
alphanumeric characters. The factory default is blank.

e System Contact: Enter the contact person for this switch. You can use up to 255

alphanumeric characters. The factory default is blank.

* Login Timeout: Specify how many minutes of inactivity can occur on a serial port
connection before the switch closes the connection. Enter a number between 0

and 160 minutes. The factory defaultis 5. Entering 0 disables the time-out.

* Management Source Interface: Select the management interface that is used

as source interface for SNMP trap, syslog, DNS, TACACS+, RADIUS, sflow, and
SNTP applications. Possible values are as follows:

e None
¢ Routing Interface
¢ Routing VLAN

Configure Switch System
Information
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e Routing Loopback Interface

e Service Port

o Different. For some applications from the list, the source interface is configured
separately. They display in the list only if this is the case.

By default VLAN 1 is used as the source interface.

7. Click the Apply button.
Your settings are saved.

8. To save the settings to the running configuration, click the Save icon.

The following table describes the status information in the Application Information and
System Information sections on the page.

Table 4. Application Information and System Information

Field
Application Information

App Name

App Status

Version

System Information
Product Name

IPv4 Management Address
IPv6 Management Address

IPv4 Management Interface

IPv6 Management Interface

IPv4 Loopback Interface
IPv6 Loopback Interface
System Date

System Up Time

Description

The name of the application thatfunctions as the Universal Plug and Play
(UPnP) agent.

The status of the application.

The version of the application.

The product name of this switch.

The IPv4 address and mask assigned to the management VLAN interface.
The IPv6 address and mask assigned to the management VLAN interface.
The IPv4 management VLAN ID of the switch. Click the displayed

Management VLAN ID value to jump to the configuration page. See
Configure an IPv4 management VLAN on page 49.

The IPv6 management VLAN ID of the switch. Click the displayed
Management VLAN ID value to jump to the configuration page. See
Configure an IPv6 management VLAN on page 57.

The IPv4 address and mask assigned to the loopback interface.
The IPv6 prefix and prefix length assigned to the loopback interface.
The current date.

The time in days, hours, and minutes since the switch was restarted.

Configure Switch System
Information
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Table 4. Application Information and System Information (Continued)

Field Description

Current SNTP Sync Status The current SNTP sync status.

System SNMP OID The base object ID for the switch's enterprise MIB.
System Mac Address Universally assigned network address.

Current SNTP Synchronized Time ~ The SNTP synchronized time.

View the fan status

This page shows the status of the fans in all units. These fans remove the heat generated
by the power, CP,U and other chipsets, and allow the chipsets work normally. Fan status
can be one of three possible values: OK, Failure, or Not Present.

To view the fan status:

1.
2.

Launch a web browser.

In the address field of your web browser, enter the IP address of the switch.
The login page displays.

Click the Main Ul Login button.
The main Ul login page displays in a new tab.

4. Enter admin asthe user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.
The System Information page displays.
Scroll down to the Fan Status section.
6. To refresh the page, click the Refresh button.
The following table describes the nonconfigurable Fan Status information.
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Table 5. Fan Status

Field Description
FAN-1 The working status of the system fan 1.
FAN-2 The working status of the system fan 2.

View the temperature sensor information

You can view the currenttemperature of different system sensors using the Temperature
Status table.

To view temperature information:

1.
2.

Launch a web browser.
In the address field of your web browser, enter the IP address of the switch.

The login page displays.

Click the Main Ul Login button.
The main Ul login page displays in a new tab.

Enter admin as the user name, enter your local device password, and click the Login
button.

The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

Scroll down to the Temperature Status section.

6. To refresh the page, click the Refresh button.

The following table describes the nonconfigurable Temperature Status information.
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Table 6. Temperature Status information

Field Description
sensor-1 The current temperature in degrees Centigrade.
Max Operating Temperature The maximum supported operating temperature in degrees Centigrade.

View the device status and firmware version

You can view the device status and firmware version.

To view the device status and firmware version:

1. Launch a web browser.
2. Inthe address field of your web browser, enter the IP address of the switch.
The login page displays.
3. Click the Main Ul Login button.
The main Ul login page displays in a new tab.
4. Enter admin asthe user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.
The System Information page displays.
Scroll down to the Temperature Status section.
To refresh the page, click the Refresh button.
The following table describes the nonconfigurable Device Status information.
Table 7. Device Status
Field Description
Firmware Version The release.version.maintenance number of the code currently running
on the switch. For example, if the release is 1, the version is2, and the
maintenance number is 4, the formatis 1.2.4.
Boot Version The version of the boot code that is in the flash memory to load the
firmware into the memory.
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Table 7. Device Status (Continued)

Field Description

CPLD Version The version of the software for CPLD.

Serial Number The serial number of this switch.

PS-1 Indicates the status of the power supply in the switch.The status can be

any of the following:

e Operational: The power supply is present and functioning properly.

o Failed: The power supply is present, but the power cable is not plugged
in or a bad cable is plugged in.

MAX PoE Indicates the PoE system status on the switch:
e ON: Less than 10W of PoE power is available for another PD.

o OFF: At least 10W of PoE power available for another PD.

e N/A: PoE is not supported by the switch.

System Up Time The time in days, hours, and minutes since the switch was restarted.

View the system CPU status

To view the system CPU status:

1. Launch a web browser.
2. Inthe address field of your web browser, enter the IP address of the switch.
The login page displays.
3. Click the Main Ul Login button.
The main Ul login page displays in a new tab.
4. Enter admin asthe user name, enter your local device password, and click the Login
button.
The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.
The System Information page displays.
5. Select System > Management > System CPU Status.
The System CPU Status page displays.
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The CPU memory status includes the total memory of the switch in KBytes and the
available memory space for the switch in KBytes.

The CPU utilization shows the CPU utilization by the various processes on the switch.

Configure the CPU thresholds

You to configure CPU thresholds that, when crossed, trigger a notification. The
notification occurs through SNMP trap and syslog messages.

To configure the CPU thresholds:
1. Launch a web browser.

2. Inthe address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click the Main Ul Login button.
The main Ul login page displays in a new tab.

4. Enteradmin asthe user name, enter your local device password, and click the Login
button.

The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select System > Management > System CPU Status > CPU Threshold.
The CPU Threshold page displays.

6. Configure the following CPU threshold settings:

e Rising Threshold: Configure the rising threshold value. A notification is generated
when the total CPU utilization exceeds this threshold value over the configured
time period. The range is a percentage from 1 to 100.

¢ Rising Interval: Configure the rising interval value. Configure this utilization
monitoring time period from 5 to 86400 seconds in multiples of 5 seconds.

e Falling Threshold: Configure the falling threshold. A notification is triggered
when the total CPU utilization falls below this level for a configured period of time.
The falling utilization threshold must be equal to or less than the rising threshold
value. The falling utilization threshold notification is generated only if a rising
threshold notification was generated previously. Configuring the falling utilization
threshold and time period is optional. If the falling CPU utilization values aare not
configured, they take the same value as the rising CPU utilization values. The range
is a percentage from 1 to 100.

e Falling Interval: Configure the falling interval. YOu can configure the utilization
monitoring time period from 5 seconds to 86400 seconds in multiples of 5 seconds.
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* Free Memory Threshold: Configure the CPU free memory threshold value in KB.

Click the Apply button.
Your settings are saved.

To save the settings to the running configuration, click the Save icon.

View or clear switch statistics

To view or clear the switch statistics:

1.
2.

7.

Launch a web browser.

In the address field of your web browser, enter the IP address of the switch.
The login page displays.

Click the Main Ul Login button.
The main Ul login page displays in a new tab.

Enter admin as the user name, enter your local device password, and click the Login
button.

The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

Select System > Management > Switch Statistics.
The Switch Statistics page displays.

To clear all the counters, resetting all switch summary and detailed statistics to default
values, click the Clear button.

The discarded packets count cannot be cleared.

To save the settings to the running configuration, click the Save icon.

The following table describes switch statistics information.

Table 8. Switch statistics information

Field Description

ifindex The ifindex of the interface table entry associated with the processor

of this switch.

Octets Received The total number of octets of data received by the processor (excluding

framing bits but including FCS octets).
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Table 8. Switch statistics information (Continued)

Field Description

Packets Received Without Errors The total number of packets (including broadcast packets and multicast
packets) received by the processor.

Unicast Packets Received The number of subnetwork-unicast packets delivered to a higher-layer
protocol.
Multicast Packets Received The total number of packets received that were directed to a multicast

address. This number does not include packets directed to the
broadcast address.

Broadcast Packets Received The total number of packets received that were directed to the
broadcast address. This does not include multicast packets.

Receive Packets Discarded The number of inbound packets that were discarded even though no
errors were detected to prevent their being deliverable to a
higher-layer protocol. A possible reason for discarding a packet could
be to free up buffer space.

Octets Transmitted The total number of octets transmitted out of the interface, including
framing characters.

Packets Transmitted Without Errors  The total number of packets transmitted out of the interface.

Unicast Packets Transmitted The total number of packets that higher-level protocols requested that
are transmitted to a subnetwork-unicast address, including those that
were discarded or not sent.

Multicast Packets Transmitted The total number of packets that higher-level protocols requested that
are transmitted to a multicast address, including those that were
discarded or not sent.

Broadcast Packets Transmitted The total number of packets that higher-level protocols requested that
are transmitted to the broadcast address, including those that were
discarded or not sent.

Transmit Packets Discarded The number of outbound packets that were discarded even though
no errors were detected to prevent their being deliverable to a
higher-layer protocol. A possible reason for discarding a packet could
be to free up buffer space.

Most Address Entries Ever Used The highest number of Forwarding Database Address Table entries
learned by this switch since the most recent reboot.

Address Entries in Use The number of learned and static entries in the Forwarding Database
Address Table for this switch.

Maximum VLAN Entries The maximum number of virtual LANs (VLANSs) allowed on this switch.

Most VLAN Entries Ever Used The largest number of VLANSs that were active on this switch since the
last reboot.

Static VLAN Entries The number of presently active VLAN entries on this switch that were

created statically.
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Table 8. Switch statistics information (Continued)

Field Description

Dynamic VLAN Entries The number of presently active VLAN entries on this switch that were

created by GVRP registration.

VLAN Deletes The number of VLANSs on this switch that were created and then deleted

since the last reboot.

Time Since Counters Last Cleared The elapsed time, in days, hours, minutes, and seconds, since the

statistics for this switch were last cleared.

View USB device information

To display the USB device information:

1.
2.

Launch a web browser.

In the address field of your web browser, enter the IP address of the switch.
The login page displays.

Click the Main Ul Login button.
The main Ul login page displays in a new tab.

Enter admin as the user name, enter your local device password, and click the Login
button.

The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

Select System > Management > USB Device Information.
The USB Device Information page displays.

The Device Status field displays the current status of the device. The status is one of
the following:

e Active: The device is USB plugged in and recognized by the switch.
* Inactive: The device is not mounted.
* Invalid: The device is not present or an invalid device is plugged in.

6. To refresh the page, click the Refresh button.
The following table describes the information in the USB Memory Statistics section.
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Table 9. USB Memory Statistics information

Field Description

Total Size The USB flash device storage size in bytes.

Bytes Used The size of memory used on the USB flash device.
Bytes Free The size of memory free on the USB flash device.

The following table describes the information in the USB Directory Details section.

Table 10. USB Directory Details information

Field Description

File Name The name of the file stored in the USB flash drive.

File Size The size of the file stored in the USB flash drive in bytes
Modification Time The last modification time of the file stored in the USB flash drive.

Loopback interface

You can create, configure, and remove loopback interfaces.

To configure a loopback interface:

1. Launch a web browser.

2. Inthe address field of your web browser, enter the IP address of the switch.

The login page displays.

3. Click the Main Ul Login button.
The main Ul login page displays in a new tab.

4. Enter admin asthe user name, enter your local device password, and click the Login
button.

The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select System > Management > Loopback Interface.
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The Loopback Interface page displays.

6. From the Loopback Interface Type menu, select IPv4 or IPvé.
7. From the Loopback ID menu, select an interface.
8. Configure the following settings, depending on the type of loopback interface:

e IPv4: For an IPv4 interface, configure the following settings:

e Primary IP Address: Enter the primary IPv4 address for this interface in
dotted-decimal notation.

e Primary IP Subnet Mask: Enter the primary IPv4 subnet mask in dotted-decimal
notation.

e IPvé: For an IPvé6 interface, configure the following settings:

o IPv6 mode: Select Enable to use the IPv6 address after you specify it. You can
select this option only before you specify the IPvé address.

o IPv6 Prefix: Enter the IPv6 prefix.
o Prefix Length: Enter the length for the IPvé prefix.
o EUI64: As an option, specify the 64-bit extended unique identifier (EUI-64).

9. Click the Apply button.
Your settings are saved.

10. To save the settings to the running configuration, click the Save icon.

IPv4 management interfaces and VLANs

The main Ul provides separate options for IPv4 interface and port-based IP management.

If you configure port-based IP management, VLAN-based IP management is disabled.

Similarly, if you configure VLAN-based IP management, port-based IP management is
disabled.

By default, the source interface for applications is VLAN 1. If you change the IPv4
management VLAN and port to a non-default value, the source interface to the VLAN
1 default VLAN and port are also automatically changed.

You can access the switch over the main Ul by one of the following methods:

e IPv4 service port: The service port is a dedicated Ethernet port for out-of-band
(OOB)management of the switch. Traffic on this port is segregated from operational
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network traffic on the switch ports and cannot be switched or routed to the
operational network.

o Management VLAN interface: The management VLAN is the logical interface used
for in-band connectivity with the switch over any of the switch's network interfaces.
To access the switch over a network you must first configure an IP address and subnet
mask for the switch.

e Optional single management interface: By default, you can use any of the switch's
network interfaces as the management interface. However, you can restrict IPv4
management to one specific network interface.

Configure the IPv4 service port

You can configure network information on the IPv4 service port, also referred to as the
out-of-band (OOB) port. The service port is a dedicated Ethernet port for out-of-band
management of the switch. Traffic on this port is segregated from operational network
traffic on the switch ports and cannot be switched or routed to the operational network.

By default, no IP address is set for the OOB port, but its DHCP client is enabled so that
the port can receive an IP address from a DHCP server in your network. If the OOB port
does not receive an IP address from a DHCP server in your network, the IP address for
the portissetto 192.168.0.239 with 255.255.255.0 as the subnet mask. The same occurs
if you connect the OOB port directly to a computer and reboot the switch.

To configure the IPv4 service port:
1. Launch a web browser.
2. Inthe address field of your web browser, enter the IP address of the switch.

The login page displays.

3. Click the Main Ul Login button.
The main Ul login page displays in a new tab.

4. Enter admin asthe user name, enter your local device password, and click the Login
button.

The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select System > Management > Management Interfaces > IPv4 Service Port
Configuration.

The IPv4 Service Port Configuration page displays.

6. Select a Service Port Configuration Protocol radio button:
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e Bootp: During the next boot cycle, the BootP client on the device broadcasts a
BootP request to acquire information from a BootP server on the network.
The IP Address, Subnet Mask, and Default Gateway field display the information
is dynamically acquired.

e DHCP: During the next boot cycle, the DHCP client on the device broadcasts a
DHCP request to acquire information from a DHCP server on the network.
The IP Address, Subnet Mask, and Default Gateway field display the information
is dynamically acquired.

* None: The device does not attempt to acquire network information dynamically.
You must configure the address settings manually:

e IP Address: Specify the IP address of the interface.
o Subnet Mask: Specify the IP subnet mask for the interface.
o Default Gateway: Specify the default gateway for the IP interface.

7. Click the Apply button.
Your settings are saved.

8. To save the settings to the running configuration, click the Save icon.

The following table describes the nonconfigurable fields on the page.

Table 11. IPv4 service port configuration information

Field Description

Burned-in MAC Address The burned-in MAC address used for out-of-band connectivity.
Interface Status Indicates whether the link status is up or down.

DHCP Client Identifier If the selection is DHCP, the DHCP client ID.

Configure an IPv4 management VLAN

For you to manage the switch over the main Ul, you must define the management IP
address. A management VLAN interface is created by default and it gets an IP address
ifa DHCP server is present. If the management VLAN interface cannot getan IP address,
the automatically assigned fallback IPv4 address is 169.254.100.100 and the subnet
mask is 255.255.0.0.

A management VLAN is used as the default source interface for the syslog, the message
log, an SNMP client, and so on. The network interface is disabled by default.

The management VLAN is the logical interface used for in-band connectivity with the
switch through any of the switch'’s front panel ports. The configuration parameters
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associated with the switch’s management VLAN do not affect the configuration of the
front panel ports through which traffic is switched or routed.

To access the switch over a network you must first configure an IP address and subnet
mask for the switch. You can configure the IP information using any of the following:

e DHCP
e Terminal interface through the EIA-232 port

After you establish in-band connectivity, you can change the IP information using any
of the following:

e Terminal interface through the EIA-232 port
e Terminal interface through Telnet
e SNMP-based management

e Web-based management

To configure an IPv4 management VLAN or reset the IPv4 management VLAN:
1. Launch a web browser.

2. Inthe address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click the Main Ul Login button.
The main Ul login page displays in a new tab.

4. Enter admin asthe user name, enter your local device password, and click the Login
button.

The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select System > Management > Management Interfaces > IPv4 Management
VLAN Configuration.

The IPv4 Management VLAN Configuration page displays.

6. Inthe Management VLAN ID field, specify the management VLAN ID of the switch.

The IPv4 management VLAN is used for management of the switch. You can configure
any value in the range of 1 to 4093.

7. Selectthe Enable or Disable Routing Mode radio button to enable or disable global
routing on the switch.

The default value is Enable.
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8. Selectthe Configuration Method DHCP or Manual radio button to specify the switch

startup action:

e DHCP: The switch requests IP address information from a DHCP server.
e Manual: The switch loads the IP address information that you specify:

e IP Address: Specify the IP address of the interface.
The default value is 169.254.100.100.

e Subnet Mask: Specify the IP subnet mask for the interface. This is also referred
to as the subnet/network mask and defines the portion of the interface’s IP
address that is used to identify the attached network.

The default value is 255.255.0.0.

e Gateway: Specify the gateway for the interface.
The default value is 0.0.0.0.

9. Click the Apply button.
Your settings are saved.

10. To save the settings to the running configuration, click the Save icon.

Note: If you need to reset the IPv4 management VLAN, in the Reset IPv4 Management
Interface section of the page, select the Set Management Interface to Default check
box and click the Apply button. Doing so deletes the port-based IPv4 management
interface configuration and sets the IPv4 management interface back to the default

VLAN 1.

The Current IPv4 Management Interface Status section displays the following

nonconfigurable fields.

Table 12. Nonconfigurable IPv4 management interface status information

Field
Management Interface
Link State

Routing Interface Status

MAC Address
IP Address Configuration Method

I[P Address

Description
Displays the current IPv4 management VLAN.
Indicates whether the link status is up or down.

Indicates whether the link status is up or down for the management
interface.

The MAC address assigned to the management interface.
Indicates whether the IP address configuration method is DHCP or manual.

The IP address of the management interface.
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Table 12. Nonconfigurable IPv4 management interface status information (Continued)

Field Description
Subnet Mask The IP subnet mask for the management interface.
Gateway The specified default gateway for the management interface.

Configure an IPv4 management interface

You can restrict IPv4 management to one specific interface. By default, you can use any
of the interfaces as an IPv4 management interface.

To configure an IPv4 management interface:
1. Launch a web browser.
2. Inthe address field of your web browser, enter the IP address of the switch.

The login page displays.

3. Click the Main Ul Login button.
The main Ul login page displays in a new tab.

4. Enter admin asthe user name, enter your local device password, and click the Login
button.

The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select System > Management > Management Interfaces > IPv4 Management
Interface Configuration.

The IPv4 Management Interface Configuration page displays.
6. From the Interface menu, select the interface that must become the IPv4
management interface.

7. Select the Set Management Interface option check box so that you can configure
the interface IP address settings

8. Select a Configuration Method radio button:

® DHCP: The switch obtains the management interface IP address settings from a
DHCP server in the network.

¢ Manual: Configure the management interface IP address settings manually:

e IP Address: Specify the IP address for the management interface.
The default IP address is 169.254.100.100.
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e Subnet Mask: Specify the subnet mask for the management interface.
The default subnet mask is 255.255.0.0.

e Gateway: Specify the IP address of the default gateway for the management

interface.

The default IP address is 0.0.0.0.

9. Click the Apply button.
Your settings are saved.

10. To save the settings to the running configuration, click the Save icon.

Note: If you need to reset the IPv4 managementinterface, in the Reset IPv4 Management
Interface section of the page, select the Set Management Interface to Default check box
and click the Apply button. Doing so deletes the IPv4 management interface
configuration and sets the IPv4 management interface back to the default setting.

The Current IPv4 Management Interface section displays the following nonconfigurable

fields.

Table 13. Nonconfigurable IPv4 management interface status information

Field
Management Interface
Link State

Routing Interface Status

MAC Address
IP Address Configuration Method

I[P Address

Description
Displays the current IPv4 management interface
Indicates whether the link status is up or down.

Indicates whether the link status is up or down for the management
interface.

The MAC address assigned to the management interface.
Indicates whether the IP address configuration method is DHCP or manual.

The IP address of the management interface.
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Table 13. Nonconfigurable IPv4 management interface status information (Continued)

Field Description
Subnet Mask The IP subnet mask for the management interface.
Gateway The specified default gateway for the management interface.

IPv6 management interfaces and VLANs

The main Ul provides separate options for IPvé interface and port-based IP management.

If you configure port-based IP management, VLAN-based IP management is disabled.
Similarly, if you configure VLAN-based IP management, port-based IP management is
disabled.

By default, the source interface for applications is VLAN 1. If you change the IPvé
management VLAN and port to a non-default value, the source interface to the VLAN
1 default VLAN and port are also automatically changed.

You can access the switch over the main Ul by one of the following methods:

e IPvé6 service port: The service port is a dedicated Ethernet port for out-of-band
management of the switch. Traffic on this portis segregated from operational network
traffic on the switch ports and cannot be switched or routed to the operational
network.

e Management VLAN interface: The managementVLAN is the logical interface used
for in-band connectivity with the switch over any of the switch's network interfaces.
To access the switch over a network you must first configure an IP address and subnet
mask for the switch. To configure an IPv6 management VLAN, you can either use
the same VLAN that is used for IPv4 management or a different VLAN. The switch
does not provide a default IPvé management VLAN. If you want to use one, you must
create it manually.

o Optional single management interface: By default, you can use any of the switch's
network interfaces as the management interface. However, you can restrict IPvé
management to one specific network interface.

Configure an IPvé6 service port

You can configure IPvé network information on the service port. The service portis a
dedicated Ethernet port for out-of-band management of the switch Traffic on this port
is segregated from operational network traffic on the switch ports and cannot be switched
or routed to the operational network.
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To configure the IPv6 service port:

1.
2.

Launch a web browser.

In the address field of your web browser, enter the IP address of the switch.
The login page displays.

Click the Main Ul Login button.
The main Ul login page displays in a new tab.

Enter admin as the user name, enter your local device password, and click the Login
button.

The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

Select System > Management > Management Interfaces > IPvé6 Service Port
Configuration.

The IPv6 Service Port Configuration page displays.

Select the IPv6 mode Enable or Disable radio button.
This specifies the IPv6 administrative mode on the service port.

Select the Service Port Configuration Protocol None or DHCP radio button.

This specifies whether the device acquires network information from a DHCPv6
server. Selecting None disables the DHCPv6 client on the service port.

If you select the DHCP radio button, the DHCPvé Client DUID field displays the client
identifier used by the DHCPv6 client when sending messages to the DHCPvé server.

Selectthe IPv6 Stateless Address AutoConfig mode Enable or Disable radio button:

e Enable: The service port can acquire an IPvé address through IPvé Neighbor
Discovery Protocol (NDP) and through the use of router advertisement messages.

e Disable: The service port does not use the native IPvé address autoconfiguration
feature to acquire an IPvé address.

This sets the IPv6 stateless address autoconfiguration mode on the service port.
To configure the IPv6 gateway, do the following:

a. select the Change IPvé Gateway check box.
The IPv6 gateway is the default gateway for the IPvé service port interface.

b. Inthe IPv6 Gateway field, specify the default gateway for the IPv6 service port
interface.
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10. Click the Apply button.
Your settings are saved.

11. To save the settings to the running configuration, click the Save icon.

Manage IPv6 addresses for the IPv6 service port

You can add a static IPv6 address that is specific to the IPvé6 service port. You can also
remove an IPv6 address that you no longer need for the IPvé6 service port.

To add or remove an IPvé6 address for the IPvé6 service port:

1. Launch a web browser.

2. Inthe address field of your web browser, enter the IP address of the switch.
The login page displays.

3. Click the Main Ul Login button.
The main Ul login page displays in a new tab.

4. Enteradmin asthe user name, enter your local device password, and click the Login
button.

The first time that you log in, no password is required. However, you then must
specify a local device password to use each subsequent time that you log in.

The System Information page displays.

5. Select System > Management > Management Interfaces > IPv6 Service Port
Configuration.

The IPvé6 Service Port Configuration page displays.

The Add/Delete IPv6 Address table lists the static IPvé addresses that you manually
added to the service port interface.

6. To add an IPv6 address, in the Add/Delete IPvé Address section, do the following:
a. Inthe IPv6 Address field, specify the IPv6 address that you want to add.

b. Fromthe EUI FLAG menu, select True to enable the Extended Universal Identifier
(EUI) flag for the IPv6 address, or select False to omit the flag.

c. Click the Add button.
The IPv6 address is added to the IPvé service port.

7. Toremove an IPvé address, in the Add/Delete IPvé Address section, do the following:

a. Selectthe check box for the IPvé address that you want to remove.

b. Click the Delete button.
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The IPv6 address is removed from the IPvé service port.
8. To save the settings to the running configuration, click the Save icon.

Configure an IPv6 management VLAN

For you to manage the switch over the main Ul, you must define the management IP
address. A management VLAN interface is created by default and it gets an IP address
if a DHCP server is present. If the management VLAN interface cannot get an IP address,
the automatically assigned fallback IPv4 address is 169.254.100.100 and the subnet
mask is 255.255.0.0.

A management VLAN is used as the default source interface for the syslog, the message
log, an SNMP client, and so on. The network interface is disabled by default.

The management VLAN is the logical interface used for in-band connectivity with the
switch through any of the switch’s front panel ports. The configuration parameters
associated with the switch’s management VLAN do not affect the configuration of the
front panel ports through which traffic is switched or routed.

To access the switch over a network you must first configure an IP address and subnet
mask for the switch. You can configure the IP information using any of the following:

e DHCP
e Terminal interface through the EIA-232 port

After you establish in-band connectivity, you can change the IP information using any
of the following:

e Terminal interface through the EIA-232 port
e Terminal interface through Telnet
e SNMP-based management

e Web-based management

To configure an IPv6 management VLAN, you can either use the same VLAN that is used
for IPv4d management or a different VLAN. The switch does not provide a default IPv6
management VLAN. If you want to use one, you must create it manually.

To configure an IPv6 management VLAN or reset the IPv6 management VLAN:
1. Launch a web browser.
2. Inthe address field of your web browser, enter the IP address of the switch.

The login page displays.

3. Click the Main Ul Login button.
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The main Ul login page displays in a new tab.

4. Enter admin asthe user name, enter your local device password, and click the Login
button.

The first time that you log in, no password is required. However, you then must
specify a local device password to use each 