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TP-Link HomeShield is a built-in service, available in all TP-Link HomeShield Deco routers. It provides basic (free) and Pro (charged) features.

To know more about the differences, refer to , If you want to use the Pro features, you need to subscribe to the
HomeShield Pro service. See

Here is an overview of the HomeShield features. Tap any card to start your home network management.

——Weekly/Monthly reports:
Review a weekly or a monthly list of usage, such as security threats, top visited contents, and more, to better manage
Q vy pruieges >—1 your family's online activities.
For better network performance and security HomeShIeld Pro SerViceS Subscription:
858 10 check your network To enjoy more features, you can upgrade to HomeShield Pro.
—Scan card:

Examine your network regularly to identify the potential risks, thus improving your network performance and security.
Real-Time Protection
80 ... —Real-Time Protection card:

Real-Time Protection is for Pro users only. There are three ways to ensure your home network and your loT devices
e s A remains safe: (1) block malicious websites, protect your home network and applications against external attacks and

eliminate vulnerabilities; (2) prevent infected devices from sending sensitive information or security threats to
clients outside your network; (3) identify loT devices and immediately monitor their security performance once they
Time Spent Online Per Day jOin the network.

m"’ Dﬂ“q:::“l_"“ —Parental Controls card:
0.0 0.0 o Create profiles for family members and specify the devices that belong to each. Set individualized Parental Controls
. sovi ; including when and for how long each person can access the internet. Block inappropriate content and pause the
internet if necessary.

Prioritize Your Devices

Add

—QoS card:

Prioritize the connection of a particular device for a set duration, such as a family member's laptop for one hour during
a video call.


https://www.tp-link.com/homeshield/

Scan

Scan network to examine your network regularly to identify the potential risks, thus improving your network performance and security.

To start network scanning:

1. Tap Scan to start network scanning. It will scan your whole network, examine each connected device, and analyze the channel congestion.
2 Tap Network Security to view the scanning progress and detailed network security items.

3. Tap Network Performance to check the channel congestion, and tap Optimize to improve your network performance.

Network security Network performance

Network Scanning Network Scanning

HomeShield

The ing items can be optimi ks o
Network Sacurity Network Performance Network Security MNetwork Performance
Network Metwork
Security Performance Password Strength
-
Weak, Set password Analyze channel congestion ©
To be optimized
Real-Time Protection DMz o
Disabled
80 days
Port Triggering
Malicious Intrusion DOoS b et
Contant Pravention Pravention isabled
0 pieces 0 times 0 times
Virtual Servers
L
Your network is-under protection Dizabled
Time Spent Online Per Day More > The rauter may reb i
Guest Metwork i A
L%
R\ Digabled
== e Optimize
o % B
i : = Firmware Version [0)

New firmware available. Update now.




Real-Time Protection

Real-Time Protection is for Pro users only. There are three ways to ensure your home network and your loT devices remains safe: (1) block
malicious websites, protect your home network and applications against external attacks and eliminate vulnerabilities; (2) prevent infected
devices from sending sensitive information or security threats to clients outside your network; (3) identify loT devices and immediately monitor
their security performance once they join the network.

To enable Real-Time Protection:

1.Tap Enable and follow the app instructions to subscribe to HomeShield Pro service. See How to Subscribe to TP-Link HomeShield Pro for
detailed instructions.

2. Tap the Real-Time Protection card to view Real-Time Protection history and details.

Tap Enable touse Real-Time Real-Time Protection history Enable and view thefunction
Protection

Real-Time Protection

Real-Time Protection (:)

Real-Time Protection

HomeShield

Your network is protected

804 1u 41min 575

= Malicious Intrusion DDoS
Content | Pravention | Pravention

0 pleces 0 times 0 times

®© 0 ©

Malicious Intrusion DDoS
Content Provention Prevention

Real-Time Protection

Protects your home network from attacks and keeps your Malicious content: 109.247.25.156
personal infermation secure.

To use this feature, subscribe to the HomeShield Pro service.

et i @ Malicious content: 109.247.25.156
Time Spent Online Per Day More » Maliclous content: 100.247.25.156
N 11 7 ¥ .
. S Malicious content: 109.247 26156
Qifline |
Dad Son (
2.5 nous 4 0.0 rours Malicious content: 109.247.25.156

1 device is enline 0 devices are online




Parental Controls

Create profiles for family members and specify the devices that belong to each. Set individualized parental controls including when and for how long
each person can access the internet. Block inappropriate contents and pause the internet if necessary.

Parental Controls card Insight

HomeShield

For better network performance and security

scan to check your netwaork

i Sep 28

| Time Spent Online

1 hour 6 minutes 13%

Allowed Time: & hours 0 minutes

Real-Time Protection

| Online Time Analysis ©

80 days 12:00 am 6:00 am 12:00 pm 6:00 pm
3
Malicious Intrusion DDoS
Content Prevention Prevention
0 pieces 0 times 0 times I
Tratfic (average) Time
Time Spent Online Per Day More ¥ Tap to see all family members' | Top 5 Most Visited Websites
online time and set Family Time Y irsricsinnce
. & times - minutes 006 K
Tap to see the detailed 1
. . ot 5 p36-buy.itunes.appe.com
parental controls insight oitiine ) * Stimes 7 minutes 10 KB
for this family member Son @ Tap to add family members A
~ Stimes 16 minutes 22 KB
0-0 hours P
0 devices are online 2 5times © mingtes 106 KB

[
r,\P
|
I
o
(e

HomeShisld

Pause the internet with one tap

Franershort. weiin.gg.com
Stimes minutes O KB

| Blocked Websites © More >

| oRenmBwRs.Cn
9 times

a1&18.decg2.akamal. net
4 times

p36-buy.llunes-apple com.akadns net
3 times

4 Paywps.cn

; Block Reward

=] :
2 times




To use Parental Controls to mange your family’'s online time and online activities, follow the steps below:

Step 1. Creat a profile
Step 2. Set filter contents
Step 3. Set time controls

Step 1.Creat a profile

a. Select a family role b. Set family member name and c. Add devices
profile photo
Create Profile
Cancel Member Save Cancel Choose Devices
% son > ; i
& Finns-iPhone
Q B4-A1-34-10-74-19
= = =Y Son's Devices
/ \ caizhipeiPhone?
|.\\ 3 f ® 24-5B-A7-6A-4E-76
F_.di; Add Devices Archer_A7 :;

74-DA-88-E1-44-BA

iPhone
54-33-CB-37-54-BE

o [E O

iPhone
4C-57-CA-BC-31-87

Select a family role

& e & &

Son Daughter Dad Mum

© ©

Grandpa Grandma

LEYLA
1E-39-B8-FB-DF-0OF

LEYLA
3A-88-C5-4A-50-10

Y Y

CAIZHP-SURFACE
00-EQ-4C-68-01-83

®

Cancel Zanes-iphone

92-DF-0F-73-D1-1D

i



Step 2. Set filter contents

Profile page
ol 4G =
Member Profile Delete
Son >
Devices 0 >

Time Controls & Content Filter

Blocked Websites

E-@ Mone ?
Filter Content N
Adult Content, Gambling, Pay...
Bedtime

10:00 PM - 7:00 AM
Time Limits N
1.0 hour
Offtime N
Every Day

Set blocked websites

Set filter contents

sl 4G

Cancel Blocked Websites Save Cancel Filter Content Save

Content Categories
2.0. Www.TacebDooK.com

Adult Content
@ Sites that contain sexual, harmful or
illicit content, including porncgraphy,
substance use, violence and
6 discrimination

Websites (1)

WWW.qg.com
Gambling
Sites that promote or provide
information on gambling, including
online gambling sites

Sex Education

'@ Sites that discuss sexuality
informatively, including reproduction, L]
sexuality, safe sex and birth control,
sexually transmitted disease and
coping with sexual trauma

Online Communication
Sites that host formats of
communicating to others through [:]
text, voice or video, including email,
blogs, online forums, VolP and video
chat services

Social Networking

‘32) Sites that distribute personal
expression or communication, linking C]
people and their personal activity
based on similar interests, careers,
backgrounds or real-life acquaintance

Pay to Surf

E) Sites that compensate users to view
certain websites, email messages, or
advertisements, click links or respond
to surveys

—— Medi,



Step 3. Set time controls

a. Bedtime: When enabled, the internet is unavailable during this period. Free users can only use Every Day mode. You can upgrade to
HomeShield Pro to set Bedtime flexibly.

b. Time Limits: When enabled, you can set internet time limits to better control the online hours for your family.

c. Offtime: Set the time period when the family member can't surf the internet.

Profile page a. Bedtime.

Cancel Bedtime Save £ Bedtime Cancel Bedtime Save

ulac m)

Member Profile Delete

Son > More Flexible Bedtime Schedule Bedtime O

Subscribe to the HomeShield service to  Upgrade» = “~
e:abglth?s ?eatﬁre?me kel & Hoto bed o Betp g!ﬂﬁl‘l eln::ibled, internet is unavailable during
i . = IS peroda.
Devices 1> 10:00 pm 7:00 am
Bedtime ()
Time Controls & Content Filter g . . s Every Day
When enabled, internet is unavailable during
i this period.
— Blocked Websites Weekdays & Weekends v
L7 s >
1 websites blocked
Every Day e Custom Days
@ Filter Content N
WNane Weekdays & Weekends Weokdays
' | @)
7 Monday to Friday
) Bedtime 5 Custom Days
' 10:00 PM - 7:00 AM
Bedtime 10:00 PM - 7:00 AM >
. s Bedtime 10:00 PM - 7:00 AM >
Time Limits @EEEE
O =

Off Weekends (:)
Sun, Sat
o )

Off Bedtime 11:00 PM - 8:00 AM >

Set Weekdays & Weekends



Profile page b. Time Limits c. Offtime

Member Profile

Cancel Time Limits Save { Offtime

Son > Time Limits (:) Set the time period when the family member can't

surf the internet.

‘When enabled, you can set internet time limits,

s AM
Devices 1>
12:00 0100 0200 03:00 04:00 05:00
Every Day
Time Controls & Content Filter beoe oo om0 _
E-| Blocked Websites y Weekdays & Weekends v
&7 | websites blocked M
Filter Content 5 (—
NGha 06:00 07:00 08:00 09:00 10:00  11:00
None Weekdays () L | L1
Monday to Friday
Bedtime X Deselect All

10:00 PM - 7:00 AM

Allowed Time @ 10hour @

Time Limits

Off > Weekends O
Sun, Sat

@ Offtime @LEEEE

off > Allowed Time @ 20hours @

Set Weekdays & Weekends



Family Time

More helpful features under Parental Controls help you manage your network easily, such as pausing the internet with one tap. Family Time lets
you enjoy a nice dinner, or share a fun movie with your family together.

To set Family Time:

1. Tap More on the Parental Controls card.

2. Tap Family Time to enable this feature.

3. Set the time duration you want to have your family together without internet distractions. By default it is 2 hours.

4. Add devices of the family members who you want to cut the internet.

Parental Controls card Tap Family Time Set family time duration Add devices
HomeShield My Family Family Time )
Cancel Choose Devices Save
For better network performance and security
Total Time Spent Online
scan to check your network Son Son Other
2 I|uurs1 1 minutes —
D Zanes-iphone —
—~ Son G 92-DF-0F-73-D1-1D —
1 fi b Hline
— Online: 2.2 hours
D Zanes-iphone =™
p— 36-07-20-BA-D9-69 —
Real-Time Protection 2 Jﬁ{) Son EEIES .
=7 Online: 0.0 hours ' The following devices will be disconnected from the Pause the internet for a period to
80 d internet for 2 hours after the family time starts. enjoy family time,
ays

Devices (0 © 05 hours

Malicious Intrusion DDes

Content Prevention Pravention
. . . 2 hours 4 hours
0 pieces 0 times 0 times -

Time Spent Online Per Day More >

>

Offline

Son @
0.0 rewrs

0 devices are online
= oo Family Time
nl @ ot




Rewards

Rewards is an easy way for you to give an extra internet time to your kids.

To set Rewards:

1. On the Parental Controls card, tap the family member you want to give rewards.

2.You can view this member’s online activities, tap Reward to give an extra time.

3. Set the rewards time duration you want to give. By defaultitis 1 hour.

Tip: Family members can ask for an online reward when they use up their online time, and of course, you can agree or decline it.

Parental Controls card Tap Reward Set extra internet time Request temporary time

1:59 o o .

Parental Controls

= HomeShield B8

TP-Link Parental Controls

For better network performance and security

san 1o check your network

| Time Spent Oning

0
T 6 s %
Alleweel Time: & hours O minutis

F Oriling Timé Alintyale’ Reward extra internat time, effective -3

atim  G0UMe  00pm  840pm immediately. . .
Real-Time Protection £ =

0.5 hours

80 days I

Tratic average) Time 1 hour Time is up!
Maliclous Intrusion Dbos
Content Prevention Preventian _ . You have used up your online time for today.

% z A | Top § Most Visited Websites s

0 pieces 0 times 0 times 2 hours It seems that you need to do some other

e —— activities for a while,

D

No limits for today

D Cuy aras 308k con
tran ¢ s 0 KD

Request iemporary infernet fme

extatent it com

Time Spent Online Per Day Mara tmes. 17 minAvs KB

Cancel Save
P
- Vs e "
@.} oo ey s
Olfine ~
| Blocked Websites &
Son +)

e
Bt
0.0 rours
1858 a2 shamal ret
0 devices are online 4 trver
Dby e apia com scadn. el
trmes
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QoS

You can use the QoS (Quality of Service) feature to prioritize the connection of a particular device for a set duration, such as a family member's

laptop for one hour during a video call.

To prioritize your devices :
1. Tap the QoS card to enter the configuration page, and enable QoS.

2.Set the Total Bandwidth. You can tap to manually enter the bandwidth that your ISP provided, or use an internet speed test tool to get the

bandwidth.
3. Select the devices you want to prioritize, then tap Done.
4. Choose the duration you want the devices to remain high priority. By default it is Always.

QoS card Enable QoS and set total bandwidth Add devices
s o4 oo | o'
— HomeShield B & QoS Cancel Set Total Bandwidth

Cancel Add Devices Done

Real-Time Protection Enable O Set the total bandwidth before using QoS. You
can get the bandwidth from your ISP, - iPhone
80 days Tatal Bandwidth: [J §4-33-CB-37-54-BE ©
Download Bandwidth (Mbps)
Maligious Wntrusion DDoS T 1000.0 Mbps -1 1000.0 Mbps >
Contant Pravention Pravention [‘_J iPhone u
i 2 . 4C-57-CA-BC-31-87

0 pieces 0 times 0 times High Priority Device L) 0.01-1000

Your network s under protection

Finns-iPhane Upload Bandwidth (Mbps) E] LEYLA
- @ B4-A1-34-1D-7A-19 1E-39-BB-FB-DF-0F
Time Spent Online Per Day

0.01-1000 [-—] Zanes-iphone

E‘] caizhipeiPhone? s pie ;
e * 24-5B-47-BA-4E-78 e k=l 36-07-20-BA-DO-59
Offinn
a [
S = L] Zanes-iphone o 0 LENLE
2.3 00 T 0.0 1os 92-DF-0F-73-01-10 b 3A-88-05-4A-50-10
0 devices are onfine 0 devices are onling

) CAIZHP-SURFACE -
= (0-E0Q-4C-68-01-83

-——Tapto set QoS

Prioritize Your Devices

1 Archer_A7

: D L; Tap to add O 74.pA-g8-E1-24-84 3
Add Finns-  caizhipei  Zanes- devices to ngh
Devices iPhone Phaone? iphone . .
Priority
a ®

Set high priority duration

High Priarity Duration

&

_ 2 hours 3 { 4 hours

11



Weekly and MonthlyReports

Review a weekly or a monthly list of usage, such as security threats, top visited contents, and more.

To view the weekly and monthly reports:
1. Tap = onthe HomeShield home page.

2. Scroll down to see the detailed family's online activities, Real-Time Protection history, and scan statistics.
3.Tap to switch between weekly and monthly reports.

HomeShied home page

HomeShield

Network Metwork
Security Performance

Real-Time Protection

80 s

Malicious Intrusion DDas
Content Prevention Prevention

0 pieces 0 times 0 times

Your netwark is under protection,

Time Spent Online Per Day More >
) )
L’-:' 18 ﬁ oo
Hama Clinnte Hameshigld Tagts

Security report

£ Report
2020

Sep 21 - Sep 27 = Weekly

Security Parental Controls

| Connected Devices

® Audio & Video (1)
& Network (1)

® Mobile (7]

® Other (2]

| Connections Per Day

9.21 922 923 924 926 926 927

| Internet Usage Statistics @

® Son spent the longest time online

(@ Son consumed the most internet traffic

| Online Time e Te—TT )

Parental Controlsreport

£ Report

2020

Sep 21 - Sep 27 = Weekly

Security Parental Controls

| Internet Usage Statistics &

(1) Son spent the longest time onling

(@ Son consumed the most internet traffic

| Online Time Ranking (Traffic)
Son
0 hours 0 minutes

Daughter
0 hours'0 minutes

| Online Behavior Analysis

= @
Q@
Son Daughter

| Online Time Analysis (Weekend)
12:00 am 600 am 12:00 pm 6:00 pm

%
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How to Subscribe to TP-Link HomeShield Pro

TP-Link HomeShield Pro provides three subscription options, monthly, yearly and Total Security Package (HomeShield Pro+Avira Prime).
Every new user can get 1 month free trial. All subscriptions are automatically renewed until canceled. Follow the steps below to subscribe to
TP-Link HomeShield Pro for more advanced features. Of course, you can always upgrade to the TP-Link HomeShield service when using the

basic features.

Tap Upgrade Now-Go Pro on the HomeShield homepage Select the desired plan and follow the app instructions to pay

9:41 AM

HomeShield Select a Plan

HomeCare Pro Yearly

Limited $
Upgrade to enjoy comprehensive home network
protection.

2l Date: Auglist 22, 2020
esmlgn..w.ll be applied

Upgrade Now - Go Pro »

Total Security Package

For better network performance and security . . . .
Get Avira Prime with HomeShield Pro to keep your
scan to check your network network and all devices secure wherever you go. @
Includes scription of SUbscribEd
hield Pra
- Avira socurity sulto for allplatforms (8 devices) Now you can enjoy the network

with with the premium protection
bythe premium protection by

Learn Mare >
HomeCare Pro.

Select a network

One HomeShield Pro subscription package can be
applied to only one network.

bedroom (Current Network) “
MAC address

Real-Time Protection
Protects your heme network from attacks and keeps your Service Notice Subscription Notice

persenal information secure.
Tr iiea thic fastiira eiherriha ta the HamaShiald Den carvire. Start No
fale . W
B ] B8 Confirm

HOMESHIELD MORE
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